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Abstract— CLOUD computing is considered as the next step 

in the development of on-demand information technology 

which combine a set of existing and new techniques from 

research areas such as service-oriented architectures (SOA) 

and virtualization. With the fast development of versatile 

cloud services, it becomes progressively more susceptible to 

use cloud services to contribute to data in a friend circle in 

the cloud computing environment. Since it is not possible to 

implement full lifecycle privacy security, access control 

becomes a difficult task, especially when we contribute to 

sensitive data on cloud servers. In this paper presents 

virtualization related issues in Cloud are: VM Security and 

threats, Application related Security threats Cloud protector 

DDoS attacks. 
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I. INTRODUCTION 

Cloud computing refers to the provision of computational 

resources on demand via a computer network. User or 

clients can present a task, such as statement processing, to 

the service provider, such as Google, without really 

possessing the software or hardware. The clients computer 

may contain very little software or data (perhaps a minimal 

operating system and web browser only), helping as little 

more than a display terminal connected to the Internet. Since 

the cloud is the fundamental delivery method, cloud based 

applications and services may support any type of software 

application or service in use today. 

Cloud computing builds on established trends for 

driving the cost out of the delivery of services while 

increasing the speed and agility with which services are 

deploy. It shortens the time from sketch out application 

architecture to real deployment. Cloud computing 

incorporates virtualization, on-demand deployment, Internet 

release of services, and open source software. From one 

viewpoint, cloud computing is nothing new because it uses 

approach, concepts, and most excellent practice that have 

already been establish. From another viewpoint, everything 

is new because cloud computing changes how we create, 

develop, deploy, scale, update,   maintain, and receive for 

applications and the infrastructure on which they run. 

 
Fig. 1: Advent of Cloud Computing 

II. SECURITY ISSUES 

A. Privileged User Access  

Perceptive data processed outside the enterprise brings with 

it an inherent level of threat, because outsourced services 

bypass the physical, logical and personnel controls IT shops 

exert over in-house programs. 

B. Regulatory Compliance 

Customers are ultimately responsible for the security and 

integrity of their own data, even when it is held by a service 

source. Traditional service providers are subjected to 

external audits and security certifications. Cloud computing 

providers who decline to undergo this scrutiny are signalling 

that customers can only use them for the most trivial 

functions. 

C. Data Location 

When users use the cloud, they probably won't know exactly 

where their data will be hosted. In fact, they might not even 

know what state it will be stored in. Service providers need 

to be asked if they will commit to storing and processing 

data in specific jurisdiction, and whether they will construct 

a contractual commitment to obey local privacy 

requirements on behalf of their customers. 

D. Data Security 

Security refers to confidentiality, integrity and availability, 

which pose a major issue for cloud vendor. privacy refers to 

who stores the encryption keys data from company A, store 

in an encrypted system at company B must be kept secure 

from employees of B, thus the client company should 

individual the encryption keys. reliability refers that no 

common policies exist for approved data exchanges 
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E. Data Recovery 

Even if we don't identify where your data is, a cloud 

provider should tell us what will happen to our data and 

service in case of a disaster. 

III. RELATED WORK 

Pengfei You et.al in 2012 briefed Cloud Computing and its 

alarming issues and Security requirements. Cloud 

Computing is considered as next generation architecture of 

IT industry. National Institute of Standards and Technology 

(NIST) describes Cloud Computing as: “Cloud Computing 

is a model for enabling convenient on-demand network 

access to a shared pool of configurable resources that can 

rapidly provisioned and released with minimal management 

effort or service provider communication. This cloud model 

promotes availability and is composed of five essential 

characteristics, three release models, and four consumption 

models”[9].Five main features of Cloud Computing are: On-

demand self-service, large network access, source pooling, 

rapid elasticity, measured service.. The virtualization linked 

issues in Cloud are: VM Security and threats, Hypervisor 

security. Application related Security threats are: Cloud 

browser security, Cloud malware injection attack, backdoor 

and debug option, cookie poisoning DDoS attacks. The 

security Requirements for Cloud are: Identification & 

validation, authorization. 

W.Yassin et.al in 2012  suggested a Cloud based 

Intrusion Detection framework (CBIDS). This framework 

has three main components: User Data Collector (UDC), 

Cloud Service constituent (CSC), and Cloud Intrusion 

Detection Component (CIDC). The UDC is a server in 

which a group of necessary information is contained. It 

standardizes and filters the collected packets of information. 

CSC analyzes and validates information from UDC to find 

out the any external intrusion and then determines whether 

to delete the information or forward the information to 

appropriate IDS. The CIDC is the main component of 

intrusion detection. It further has four modules: Analysis 

Engine, Service Console, Signature Database and User 

Database. In this framework sensitive information is first 

copied and then forwarded to the proxy UDC. Then UDC 

collects the information and sends it to CSC through VPN 

switch. CIDS then provide a complete defensive mechanism 

and detects the entire attacks based on the information 

collected from user in the real time. The drawback of this 

framework is that it is described from theoretical 

perspective. 

A.M. Lonea et.al in 2013 presented a an IDs for 

detecting and analyzing the DDoS attacks in cloud 

computing environment based on Dempster –Shafer Theory. 

The solution recommended combines the evidences 

obtained from Intrusion Detection Systems deployed in the 

Virtual machines with a data fusion methodology in front –

end. The Dempster-Shafer theory using 3 valued logic and 

Fault-Tree Analysis (FTA) for each IDS of VM. The 

information is obtained from sensors of each IDS and the 

obtained information is integrated in a data fusion unit. The 

information is then combined on the basis of Dempster’s 

combination rule to maximize the DDoS true positive rates 

and minimize the false positive alarm rate. 

 

Jinbo Xiong et al 2014 With the rapid development 

of versatile cloud services, it becomes ever more susceptible 

to use cloud services to share data in a friend circle in the 

cloud computing environment. Since it is not possible to 

implement full lifecycle privacy security, access control 

becomes a difficult task, especially when we share 

perceptive data on cloud servers. This problem, we propose 

a key-policy attribute-based encryption with time-specified 

attributes (KP-TSABE), a new secure data self-destructing 

scheme in cloud computing In the KP-TSABE method, each 

cipher text is labeled with a time interval while private key 

is associated with a time instantaneous. The cipher text can 

only be decrypted if both the time instant is in the allowed 

time interval and the attributes associated with the cipher 

text satisfy the key’s access structure. The KP-TSABE is 

able to resolve some important security problems by 

supporting user-defined authorization period and by 

providing fine-grained access control during the period. The 

perceptive data will be strongly self-destructed after a user-

specified expiration time. 

IV. CLOUD PROTECTOR 

CTB does not directly eliminate a DDoS attack message. 

This is current for the filter part of a security system called 

Cloud Protector. The Cloud Protector is a taught back 

propagation neural network (NN), to help detect and filter 

out DDoS messages. A neural network is a set of connected 

units made up of input, hidden and output layers [8] [7]. 

Each of the connections in a neural network has a weight 

associated with it. In a neural net the focus is on the 

threshold logic unit (TLU). The TLU inserts input objects 

into an array of weighted quantities and sums them up to see 

if they are above the threshold. The cloud protector system 

is implemented in five different phases as shown in Fig. 2 

and described below. 

 

Fig. 2: Implementation Phases 

A. Dataset for Training and Testing 

The efficiency of the neural network depends on the training 

data. If the training data is more correct then performance of 

trained system will be improved. Therefore collecting of 

data for training is a critical problem. This can be obtained 

by three ways as by using actual traffic, by using sanitized 

traffic and by using simulated traffic [4]. The third and the 

most common way to obtain data are to create a tested 

network and generate background traffic on this network. In 

the tested environment, background traffic is generated 

either by using complex traffic generators modeling actual 
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network statistics, or by using simpler commercial traffic 

generators creating small number of packets at a high rate. 

Advantage of this approach is that data can be freely 

distributed as it does not contain any sensitive information. 

Also, it is guaranteed that generated traffic does not contain 

any unknown attacks as the background traffic is created by 

simulators. However difficulties exist when using this 

advance too. Firstly, it’s very costly and difficult to create a 

replication. Secondly, in order to model various networks, 

different types of traffic is needed. In order to keep away 

from dealing with difficulties of all three approaches, 

DARPA 1999 attack detection evaluation dataset was used 

for training/testing data [1]. 

B. Preprocessing Dataset 

The data set is preprocessed so that it may be able to give it 

as an input to the developed system. This data set consists of 

numeric and figurative features and it is converted in 

numeric form so that it can be given as inputs to required 

neural network. Now this modified data set is ready to be 

used as training and testing of the neural network. 

C. Determining the NN Architecture 

There is no certain mathematical approach for obtaining the 

optimum number of hidden layers and their neurons. For 

choosing optimum set of hidden layers and its no. of neuron 

a comparison is made for many cases and optimum is 

selected. 

V. INTRUSION DETECTION SYSTEM AND DDOS SERVICES 

Intrusion is a kind of Obstructional behavior, or an 

interruption, or interfering in someone’s personal assets. 

The general approaches to fight with DDoS include:  

Extensive modification of the underlying network. But these 

modifications were costly to the users.  

Swarm based logic to prevent DDoS attacks. In this 

logic a transparent transport layer is provided through which 

the common protocols such as HTTP, SMTP etc. can pass 

easily.IDS were introduced. IDS systems like SNORT were 

installed on virtual machines. The IDS system can also be 

install on physical machines of users. 

For handling issues of cloud IDS (Intrusion 

Detection system) are deployed. IDS is basically a part of 

computer security layer for detecting any kind of abnormal 

behavior on both i.e. over the network & over the host 

computer. For both Cloud providers and Cloud users IDS 

sensors in the Cloud is highly recommended. Cloud users 

need IDS to detect and prevent attack on their services. In 

order to protect Cloud environment from DoS and DDoS too 

IDS system need to be deployed in each cloud computing 

region. 

S.No. Name of the attack Function of the attack Solution against the attack 

1. 

 
Bandwidth Attack 

Consumes target’s resources 

 

Multops, tree of nodes, detects the 

disproportional 

packets going and coming from the attacker 

2. 

 
ICMP (Ping) Flood 

Bandwidth attack that uses ICMP 

packets 

 

ScreenOS, providing a Screening option 

which 

sets a threshold that once exceeded invokes 

the 

ICMP flood attacks 

3. 

 
Ping of death 

Sends multiple malformed or malicious 

pings to a computer 

 

Add checks for each incoming IP fragment 

telling 

Whether the packet is invalid or valid. 

4. 

Amplification 

attack 

 

Attacker makes a request that generates 

a larger response 

 

Using high performance OS, load balancer, 

limiting the connection, limiting the 

connection rate. 

5 DNS Flood 

Attacks both infrastructure and DNS 

application 

 

 

Radware carrier solution, allowing continuous 

DNS service even under the attack and 

mitigating 

the DNS attack. 

6. 

 
HTTP GET Flood 

Attackers send a huge flood of requests 

to the server and consume its resources 

 

NS FOCUS provides web application firewall, 

Intrusion prevention system, carrier-grade 

anti- 

DDOS system. 

 

7. 

 

Reflector Attack 

Where third parties bounce the attack 

traffic from attacker to the target 

 

DERM (Deterministic Edge Router Marking), 

helps in identifying, tracking and filtering the 

attack. 

8. 

 
Smurf Attack 

Attackers use ICMP echo request 

packet to generate DOS attacks 

 

Ingress filtering, configuring all the hosts and 

routers not to respond to ICMP requests and 

not to 

forward the packets directly to broadcast 

addresses. 

Table 1: 

VI. CONCLUSION 

This paper emphasizes the usage of another option to 

incorporate intrusion detection and intrusion prevention 

techniques into Cloud. Cloud is a highly dispersed 

computing model which is still evolving, posing multiple 

challenges for data integration and distribution. Here, we 

tackled the problem of developed data heaping with a 
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mining approach intended to collect and integrate  relevant 

data. 
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