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Abstract— With the growing popularity of cloud computing, 

organizations and data owners starts to outsource their 

important data to the public cloud for reduced management 

cost and ease of access. Encryption helps to protect user data 

confidentiality, it makes difficult to perform secure plain 

text search over the encrypted data. In this paper, we present 

some combination between verifiable computation and 

encrypt-then-Mac mechanism. To support the data 

confidentiality, the fine-grained access control and the 

correctness of the delegated computing results are well 

guaranteed at the same time. security against chosen-

plaintext attacks under the k-multi linear Decisional Diffie-

Hellman assumption. The result gives more feasible and 

efficiency of the proposed solution. 
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I. INTRODUCTION 

Cloud computing is the computing technique which 

describes the combination of logical entities like data, 

software which are accessible via internet. Cloud computing 

provides help to the business applications and functionality 

along with the usage of computer software by providing 

remote server which access through the internet. Client data 

is generally stored in servers spread across the globe. Cloud 

computing allows user to use different services which saves 

money that users spend on applications. Data owners and 

organizations are motivated to outsourced  more and more 

sensitive information into the cloud servers, such as emails, 

personal documents, videos and photos, company finance 

data, government documents, etc.  

To provide end-to-end data security and privacy in 

the cloud, sensitive data has to be encrypted before 

outsourcing to protect data privacy. In cloud computing, 

effective data utilization is a very difficult task because of 

data encryption, also it may contain large amount of 

outsourced data files. For data storage, the servers store a 

large amount of shared data, which could be accessed by 

authorized users. For delegation computation, the servers 

could be used to handle and calculate numerous data 

according to the user’s demands.  

To overcome the above problem in this paper new 

technique is introduced technique which used Cipher text-

policy attribute-based encryption . In this scheme  is  a 

promising cryptographic solution to these issues for 

enforcing access control policies defined by a data owner on 

outsourced data. Some problem of applying the only 

attribute-based encryption in an outsourced architecture 

introduces several challenges with regard to the attribute and 

user revocation. So we used the cipher text –policy attribute-

encryption. As applications move to cloud computing 

platforms, cipher text-policy attribute-based encryption (CP-

ABE)  and verifiable delegation (VD) are used to ensure the 

data confidentiality and the verifiability of delegation on 

dishonest cloud servers. Data owners may wants to share 

their outsourced data with other large amount of users. 

Users may want to only retrieve certain specific data files 

they are interested in during a given session. Some of the 

most challenging issues in data outsourcing scenario are the 

enforcement of authorization policies and the support of 

policy updates. They focused on policies across multiple 

authorities and the issue of what expressions they could 

achieve. Uses another form of encryption is hybrid 

encryption for encrypt messages of arbitrary length. a one-

time MAC were combined with symmetric encryption to 

develop the KEM/DEM model for hybrid encryption. 

Attribute-based encryption with verifiable delegation is 

decryption scheme to reduced the computation cost during 

decryption. 

II. PROBLEM  STATEMENT 

A. Securely Outsourcing Attribute-Based Encryption with 

Check ability: 

In this paper [1], Attribute-Based Encryption (ABE) is a 

promising cryptographic primitive which significantly 

enhances the versatility of access control mechanisms. Due 

to the high expressiveness of ABE policies, the 

computational complexities of ABE key-issuing an 

decryption are getting prohibitively high. We propose a new 

Secure Outsourced ABE system, which supports both secure 

outsourced key-issuing and decryption.  

B. Privacy-preserving decentralized key-policy attribute-

based encryption: 

In this paper [2], they have proposed privacy-preserving 

decentralized key-policy ABE scheme where each authority 

can issue secret keys to a user independently without 

knowing anything about his GID. Therefore, even if 

multiple authorities are corrupted, they cannot collect the 

user’s attributes by tracing his GID 

C. Attribute-Based Access Control with Efficient 

Revocation in Data Outsourcing Systems: 

In this paper [3], we propose an access control mechanism 

using cipher text-policy attribute-based encryption to 

enforce access control policies with efficient attribute and 

user revocation capability. The fine-grained access control 

can be achieved by dual encryption mechanism which takes 

advantage of the attribute-based encryption and selective 

group key distribution in each attribute group. 

D. Cipher text-Policy Attribute-Based Encryption: An 

Expressive, Efficient, and Provably Secure Realization: 

In this paper [4], We proposed new methodology for 

realizing Cipher text-Policy Attribute Encryption (CP-ABE) 

under concrete and non interactive cryptographic 

assumptions in the standard model. Our solutions allow any 
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encrypt or to specify access control in terms of any access 

formula over the attributes in the system. In our most 

efficient system, cipher text size, encryption, and decryption 

time scales linearly with the complexity of the access 

formula. The only previous work to achieve these 

parameters was limited to a proof in the generic group 

model. 

E. Decentralizing attribute-based encryption: 

In paper [5], We propose a Multi-Authority Attribute-Based 

Encryption (ABE) system. In our system, any party can 

become an authority and there is no requirement for any 

global coordination other than the creation of an initial set of 

common reference parameters. A party can simply act as an 

ABE authority by creating a public key and issuing private 

keys to different users that reflect their attributes. A user can 

encrypt data in terms of any Boolean formula over attributes 

issued from any chosen set of authorities. Finally, our 

system does not require any central authority. 

F. Universally Composable Secure Channel Based on the 

KEM-DEM Framework: 

In paper [6], For ISO standards on public-key encryption, 

Show up introduced the framework of KEM (Key 

Encapsulation Mechanism), and DEM (Data Encapsulation 

Mechanism), for formalizing and realizing one-directional 

hybrid encryption; KEM is a formalization of asymmetric 

encryption specified for key distribution, and DEM is a 

formalization of symmetric encryption. This paper 

investigates a more general hybrid protocol, secure channel, 

using KEM and DEM, such that KEM is used for 

distribution of a session key and DEM, along with the 

session key, is used for multiple bi-directional encrypted 

transactions in a session. This paper shows that KEM 

semantically secure against adaptively chosen cipher text 

attacks (IND-CCA2) and DEM semantically secure against 

adaptively chosen plaintext/cipher text attacks (IND-P2-C2) 

along with secure signatures and ideal certification authority 

are sufficient to realize a universally composable (UC) 

secure channel. 

III. PROPOSED SYSTEM 

Attribute-based encryption the notion of attribute-based 

encryption (ABE). In subsequent works, they focused on 

policies across multiple authorities and the issue of what 

expressions they could achieve. Up until recently, raised a 

construction for realizing KPABE for general circuits. Prior 

to this method, the strongest form of expression is Boolean 

formulas in ABE systems, which is still a far cry from being 

able to express access control in the form of any program or 

circuit. Actually, there still remain two problems. The first 

one is their have no construction for realizing CPABE for 

general circuits, which is conceptually closer to traditional 

access control. The other is related to the efficiency, since 

the exiting circuit ABE scheme is just a bit encryption one. 

Thus, it is apparently still remains a pivotal open problem to 

design an efficient circuit CP-ABE scheme. Hybrid 

encryption the generic KEM/DEM construction for hybrid 

encryption which can encrypt messages of arbitrary length. 

Based on their ingenious work, a one-time MAC were 

combined with symmetric encryption to develop the 

KEM/DEM model for hybrid encryption. Such improved 

model has the advantage of achieving higher security 

requirements. ABE with Verifiable Delegation. Since the 

introduction of ABE, there have been advances in multiple 

directions. The application of outsourcing computation is 

one of an important direction. The first ABE with 

outsourced decryption scheme to reduce the computation 

cost during decryption. The definition of ABE with 

verifiable outsourced decryption. They seek to guarantee the 

correctness of the original cipher text by using a 

commitment. However, since the data owner generates a 

commitment without any secret value about his identity, the 

un trusted server can then forge a commitment for a 

message he chooses. Thus the cipher text relating to the 

message is at risk of being tampered. Furthermore, just 

modify the commitments for the cipher text relating to the 

message is not enough. The cloud server can deceive the 

user with proper permissions by responding the terminator ⊥ 

to cheat that he/she is not allowed to access to the data. 

A. Notations: 

 Zp - finite field with prime order p. 

 ⊥ - formal symbol denotes termination. 

 x ← X-  x is randomly selected from X.  

 A is an algorithm then A(x) → y denotes that y is 

the output by running the algorithm A on input x.  

 G(λ, k)- group generation algorithm where λ is the 

security Parameter. 

 k -the number of allowed pairing operation.   

 ε: Zp → R- negligible if for every c > 0 there is a K 

such that ε(k) < k−c for all k > K. 

B. Algorithms used 

Following are few other algorithms which are used: 

1) Setup(λ, n, l):  

This algorithm is executed by the authority. It takes as input 

a security parameter λ, the number n of input size and the 

maximum depth l of a circuit. PK = (g_ k ,H1,H2,H3, y, h1, 

..., hn, hn+1, ..., h2n), MK = g_. 

2) Hybrid-encrypt 

(PK, f = (n, q, A,B, GateT ype), M ∈ {0, 1}m)): This 

algorithm is executed by the data owner. Taking the public 

parameters PK, a description f of a circuit and a message M 

∈ {0, 1}m as input. 

3) KeyGen(MK, x ∈ {0, 1}n): 

The authority generates the private key for the user. Then 

the user sends his transformation key to the cloud server. 

This algorithm takes as input the master secret key and a 

description of the attribute x ∈ {0, 1}n. It firstly chooses a 

random t ∈ Zp. Then it creates the private key as KH = g_yt, 

L = gt, if xi = 1 Ki = (yhi)t , if xi = 0 Ki = (yhn+i)t , i ∈ [1, 

n]. The transformation key is TK = {L,Ki, i ∈ [1, n]}.Note 

that, for the data owner IDo, the authority generates his 

private key with the identity attribute ID0 as KH = g_yt, L = 

gt, KIDo = Ht3 (IDo). 

4) Transform(TK,CT):  

The transformation algorithm is executed by the cloud 

server. It takes as input the transformation key TK and the 

original ciphertext CT. The algorithm partially decrypts the 

ciphertext. 
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C. Design goals 

For effective utilization of outsourced data, our system 

should achieve security and performance guarantee as  

follows: 

1) Secure keyword search: 

 to explore different mechanisms for designing effective 

keyword search schemes based on the existing searchable 

encryption framework. 

2) Secure data sharing: 

 to allow user to share data over the cloud without losing 

privacy. 

3) Security guarantee:  

to prevent cloud server from learning the plaintext of either 

the data files or the searched keywords, and achieve the as 

strong- as- possible security strength compared to existing 

searchable encryption schemes. 

4) Efficiency:  

above goals should be achieved with minimum 

communication and computation overhead. 

IV. EXPECTED RESULT 

Our design should allow the user to verify the Correctness, 

Completeness, and Freshness of returned search results. The 

main idea behind our scheme is to let cloud server return the 

accurate search results according to requested search query. 

Few other expected results are as follows. 

 Encryption and decryption results: Data encryption 

and decryption is done by using verifiable 

delegation. Encrypted data is saved to the cloud. To 

access that data user will download it and decrypt 

it. Because of encryption high level of security is 

applied to the data. 

 Search Results: This proposed system will give 

more accurate search results than available system. 

The accuracy of search results is improve because 

ranking of those results. 

 Communication results: Secure and fast 

communication option is provided in the system. 

The communication cost is also reduced. 

V. CONCLUSION 

In this paper, we firstly present a circuit ciphertext-policy 

attribute-based hybrid encryption with verifiable delegation 

scheme. General circuits are used to express the strongest 

form of access control policy. Combined verifiable 

computation and encrypt-then-mac mechanism with our 

ciphertext policy attribute-based hybrid encryption, we 

could delegate the verifiable partial decryption paradigm to 

the cloud server. In addition, the proposed scheme is proven 

to be secure based on k-multilinear Decisional Diffie-

Hellman assumption. On the other hand, we implement our 

scheme over the integers. The costs of the computation and 

communication consumption show that the scheme is 

practical in the cloud computing. Thus, we could apply it to 

ensure the data confidentiality, the fine-grained access 

control and the verifiable delegation in cloud. 
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