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Abstract— Use of digital content is increasing day by day 

with increasing use of digital devices. Digital images which 

can be easily generated using these devices are now 

becoming a cause of concern. Security of one’s personal 

identity is no longer guaranteed. This paper proposes non-

blind invisible Digital Watermarking by generating a secret 

image using IMEI (International Mobile Equipment 

Identity) number as a watermark. Secret image generated 

contains the unique IMEI number of the Smartphone device 

which is embedded into the original cover image. 3-level 

wavelet decomposition for embedding and extraction 

process is used. Experimental result illustrates the exact 

recovery of IMEI number to identify the owner of the 

image.    
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I. INTRODUCTION 

Technology is improving and the world is becoming more 

digitalized. Smartphone is becoming a basic need of life and 

is now in every common man’s hand.  Digital camera is one 

of the prominent features of a Smartphone which can 

capture digital image. Due to this, exchange of these digital 

images over Internet and with other digital devices has 

become popular and easy. Security of an image is becoming 

increasingly important due to ease of availability and 

operability of image editing software. As digital image can 

be easily copied and modified, authentication and copyright 

of this digital image has become an issue of concern. As a 

remedy Digital Watermarking has become an area of 

research. 

Digital Watermarking technique is the art of 

embedding secret information in the cover media such as 

video, audio or image. This secret information is known as 

watermark and can be in the form of image or text. Image 

obtained after watermarking is known as watermarked 

image and it must be robust against cropping, scaling, 

filtering and image compression techniques. Watermarking 

can be basically classified as visible and invisible. In visible 

watermarking, watermark is visible on the cover image and 

in invisible watermarking, it is hidden in such a way that it 

is not visible to human eye. Further Digital Watermarking 

can be classified based on its technique of embedding viz. 

Spatial Domain and Transform Domain watermarking. 

Spatial domain watermarking works on modifying the LSB 

(Least Significant Bit) of image while Transform domain 

watermarking can be performed in Frequency domain or 

Wavelet domain.  Foremost technique lacks robustness and 

gets easily tampered by image editing tools. Hence, 

nowadays Wavelet transform has become quite popular due 

to its robustness, multi-resolution analysis and data 

separation ability. 

The paper is organized as follows- Section II 

discusses about related work on Digital Watermarking for 

mobile devices. Algorithm for embedding and extraction of 

watermark is described in Section III. Result of the proposed 

method is given in Section IV. Finally Section V draws 

concluding remarks.  

II. RELATED WORK 

Visible and invisible Digital Watermarking embedding tool 

for Google Android OS mobile device is proposed in [1]. It 

embeds a string defined by user in the cover image. String is 

converted into an image and it is then merged with the cover 

image. Visibility or invisibility of watermark depends on the 

choice of user. Hiding image of owners face as an invisible 

watermark in dual camera equipped Smartphone is proposed 

in [2]. For embedding watermark, bit plane slicing technique 

is applied, where the watermark i.e. the owner face image is 

captured by the front camera while simultaneously capturing 

the cover image by the back camera of mobile device. Face 

detection and recognition technique is also used to stabilize 

the owner face. Energy efficient watermarking technique 

where the system consists of three components: content 

server, proxy server and a mobile device has been proposed 

in [3]. All the preprocessing tasks i.e. image and 

watermarking preprocessing which are computationally 

power consuming are handled by proxy server which also 

acts as mediator between content server and mobile devices. 

The image and database are stored in this content server. 

Mobile device only processes the embedding and extraction 

algorithm which leads to low energy consumption. This 

proposed technique is limited to office environment where 

proxy and content server are easily available and within the 

range of communication. Another proposed technique uses 

Adaptive color image watermarking on YCbCr color space 

using wavelet tree structure used upto 4th level [4]. 

Watermark is embedded either into Cb or Cr for better 

image quality. A DWT based, where a binary image logo is 

converted into an equivalent watermark is embedded in QR 

(Quick Response) code image is proposed in [5]. 

In this paper, we generate a watermark equivalent 

to the IMEI number of Smartphone. This watermark is 

embedded into the original cover image captured by that 

Smartphone. 3- level Wavelet transform is used for 

embedding and extraction since many of research and 

experiment using wavelets show good robustness and better 

results. We also recover the watermark image from the 

watermarked image. From this recovered watermark image 

we were able to extract the exact IMEI number. 
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III. PROPOSED ALGORITHM  

The proposed idea is divided in four parts viz., Watermark 

Generation using IMEI, Embedding, Watermark Extraction 

and IMEI number extraction. 

A. Watermark Generation using IMEI 

Every Smartphone device has unique 15 digit IMEI number. 

This 15 digit number is worked upon with a secret key and 

an image equivalent to IMEI number is created. This image 

generated is known as Watermark. Below are the steps for 

watermark generation- 

1) IMEI number is extracted from mobile device (In 

MATALAB, IMEI number is taken as 15 digit 

Input from user). 

2) Secret Key is added to this IMEI number. 

3) Generated Code is then converted to equivalent 

RGB code. 

4) Taking Kronecker Tensor Product, RGB code is 

replicated to form (240x320) matrix. 

5) Obtained matrix is converted to RGB image which 

represent color strips equivalent to IMEI number. 

The image created using IMEI number represent a 

color shade image as shown in Fig. 1 

 
Fig. 1: RGB Image 

B. Embedding: 

The Watermark image generated using IMEI number is 

embedded into the original cover image. For, robustness, 

embedding is done using 3-level Haar Wavelet 

Decomposition. The steps for embedding are- 

1) Original cover image is resized into 2048x2048. 

2) It is then decomposed into its sub-band LL, LH, HL 

and HH upto 3-level. 

3) Watermark image is also resized to 2048x2048. 

4) Watermark image is then decomposed into its sub-

band LL(w), LH(w), HL(w), HH(w) upto 3-level. 

5) LL(w) coefficient (coarse resolution) of watermark 

image is then added to LL coefficient (coarse 

resolution) of original cover image to create LL 

coefficient (coarse resolution) of Watermarked 

image and is obtained as 

LL (Watermarked Image) = LL (Cover Image) + α*LL (Watermark Image) 

where, α=visibility factor for embedding 

The above process of Watermark generation and 

embedding is shown in Fig. 2 

 
Fig. 3: Watermark extraction 

C. Watermark Extraction: 

The watermark extraction is the reverse process of 

watermark embedding. This method utilizes the original 

image to recover the watermark. 
1) Watermark image is decomposed into its sub-band 

upto 3-level. 
2) Original image is also decomposed into its sub-

band upto 3-level. 
3) The approximated coefficients of watermarked 

image are subtracted from the approximated 
coefficients of original image and multiplied with a 
visibility factor β for recovery. This is obtained as 

LL (Watermark Image) = (LL (Cover Image) – LL (Watermarked Image))* β 

where, β = Visibility factor for recovery 

Thus, the watermark image is recovered and the 

above process of Watermark extraction is shown in Fig. 3 

D. IMEI Number Extraction: 

The extracted watermark image contains the IMEI number 

of the Smartphone device. To detect the owner of image or 

to know from which Smartphone device the image is 
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captured, it is necessary to decode the extracted watermark 

image. IMEI number is recovered using below steps- 

1) Watermark image pixel value is read. 

2) Pixel value is then decomposed into its 

corresponding R, G and B value. 

3) Each R, G and B pixel value is then compared with 

the Secret Key and Exact IMEI number of 

Smartphone device is extracted.  

IV. EXPERIMENTAL RESULT 

For our proposed technique we have used two different 15 

digit IMEI numbers to create a watermark. The 15 digit 

IMEI number is taken as input from the user as shown in 

Fig. 4. The equivalent watermark image to IMEI number is 

shown in Fig. 5. This watermark has been merged with the 

two original cover images of bike and pc defined by user as 

shown in Fig. 6. The watermarked image generated using 

IMEI 1 with Bike and IMEI 2 with PC is shown in Fig. 7. It 

is difficult for human eye to distinguish the difference 

between the watermarked image and original image. The 

most important task of this proposed technique is to exactly 

recover the watermark image since it contains IMEI number 

hidden in it. The extracted watermark is shown in Fig. 8. 

Fig. 9 shows the exact recover IMEI number for Bike and 

PC in the MATLAB Command Window. 

 
(a) 

 
(b) 

Fig. 4: User Input for (a) IMEI 1 and (b) IMEI 2 

 
Fig. 6: Original Cover Image (a) Bike (240x320) (b) PC 

(2560x1920) 

 
Fig. 7: Watermarked Image (a) Bike (2048x2048) (b) PC 

(2048x2048) 

 
Fig. 8: Extracted Watermark for (a) IMEI 1 (256x256)  

(b) IMEI 2 (256x256) 

 
(a) 

 
(b) 

Fig. 9:  Extracted IMEI number for (a) Bike (b) PC 

V. CONCLUSION AND FUTURE WORK 

This paper presented an invisible Digital Watermarking 

technique where the IMEI code of mobile device is used to 

create a watermark for the security of one’s identity as well 

as authentication and copyright protection of image. From 

the result, it is clear that the watermarked image obtained is 

of good quality and the hidden image cannot be 

distinguished with the human eye. Using MATLAB 

Simulation we have exactly recovered the IMEI number 

which shows good embedding and extraction process of the 

proposed algorithm. And hence every image captured by 

Smartphone can be equipped with invisible IMEI code as a 

watermark for authentication and copyright protection.  

 As a future work, we are trying to recover the 

watermark i.e. IMEI code without the use of original cover 
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image. Moreover work will also include more robustness of 

watermarked image towards the image editing tools. 
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