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Abstract— Peer-to-peer (P2P) networking is a distributed 

application architecture that partitions tasks or workloads 

among peers. Peers are equally privileged, equipotent 

participants in the application. This paper is reviewed the 

state of research on the important topic in the field of 

information interchange that is identity based cryptography 

which more or less extension of the public key cryptography 

field. The paper starts with analyzing the fundamental 

concepts of identity based cryptography system. Identity-

based cryptography (IBC) was introduced into peer-to-peer 

(P2P) networks for identity verification and authentication 

purposes. However, current IBC-based solutions are unable 

to solve the problem of secure private key issuing. In this 

paper, we propose a secure key issuing system by using an 

IBC for P2P networks. Moreover, for maintaining the 

security of KPAs, we are developing a system to 

authenticate KPAs using Byzantine fault tolerance protocol. 
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I. INTRODUCTION 

Adi Shamir in 1984 introduced the idea and concept of 

identity based cryptography. This technique is based on the 

identity of the user. The identifier information of the user 

such as IP Address, email or mobile number instead of 

digital certificates can be accepted and used as public key 

for signature verification or encryption. Because previously 

available schemes like RSA is more complex because it 

requires two prime numbers with some conditions. This is 

difficult to find a couple of numbers as initiator of keys for 

millions of users. This complexity and difficulties of public 

key encryption is reduced, the output of this process is 

identity-based cryptography, which significantly reduces the 

system complexity and the cost for establishing and 

managing the public key authentication framework. This 

framework is known as Public Key Infrastructure (PKI). 

There was a change in the conventional public key 

cryptography was that, in place of a random couple of public 

key and secrete keys generation, the user could be choose 

his identity like his name, IP address as his public key. 

These people successful realize the identity-based 

encryption; therefore the field of cryptography is flourishing 

due to identity-based within the research community. 

A. Identity Based Cryptography System: 

In the identity based system, any one is authorized to 

generate a public key from their known identity value, may 

be a string. There is a third party in the environment to 

generate the corresponding private key; this system is called 

as Private Key Generator, responsible to generate this key. 

First the master public key is published by the PKG and then 

the master private key is retained by the corresponding 

master private key. This master private key is referred as 

master key. Say ID is the unique identity of a user like his 

email ID. For given master public key, any user, can 

compute a public key with reference to the identity ID by 

combining the identity value with the master public key. 

Now other user needs corresponding private key. So for 

obtaining this private key, this user recommends to use the 

identity ID and contact to PKG. The user is authorized to 

contact PKG. PKG uses the master private key to generate 

the private key for the identity ID. 

B. Literature Survey: 

In IBC user’s identity is used as his public key. Public key 

are used to authenticate peer nodes which participate in 

message transfer procedure. The private keys of the users 

are issued by a key generate center (KGC) after verifying 

the user’s credentials. IBC was introduced in 1984 by 

Shamir [2]; however, the first practical encryption scheme 

(IBE) was not available until 2001 which was developed by 

Boneh and Franklin [3].Although IBC overcomes some of 

the demerits of the traditional PKI, it still undergoes through 

some problems, such as secure channel requirement: key 

issuing requires secure channel to avoid eavesdropping. In 

2001, Boneh and Franklin [3] addressed secure key issuing 

problem using multiple key issuing authorities. Afterward 

many key distribution and assigning protocols  [4], [5], [6] 

without secure channels were proposed. It was necessary to 

use IBC technique along with P2P network for security 

issues. Several studies have been focused on introducing 

IBC into P2P security applications. Lu et al. in [7] combined 

distributed hash tables (DHTs [8]) and identity based 

encryption (IBE) to defend against man-in-the-middle 

attacks, however, the scheme assumed that each node has 

had a pre-assigned unique identifier, and has obtained the 

corresponding private key through a secure offline channel. 

But it is expensive and difficult to achieve in a large scale 

P2P network. 

Hybrid security protocol was proposed by Lua In 

[9] using IBE to deal with the Sybil attacks, Ryu et al. in 

[10] proposed ID assignment protocols based on IBC 

scheme to allow the assigning of node IDs to be regulated in 

order to mitigate the Sybil attacks, but these two schemes 

still suffered from the attack against key distribution and 

assigning method.Likir [11] presented by Aiello et al. signs 

messages with IBS in Kademlia-based P2P networks, here 

they assume that every system user had already obtained a 

private key and did not consider the key assigning problem 

to peers. In P2P networks, it is essential to have a key 

assigning scheme in order to keep in secret whether the 

private key corresponding to a certain identity has been 

requested. In our paper, we present a key distribution 

scheme for P2P networks, along with this we apply a 

optimal method to change the encrypted form of message by 

using deflate compression method which also helps in 

efficient bandwidth utilization and dual encoding of data. It 
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also shows the demerits of [7],[9], [10], [11], and makes 

IBC more applicable in the real world applications. 

C. Proposed Work: 

The system learns the trust information through the search 

process and updates the trust information and adapts then 

topology based on the outcome of the search. An ideal 

search protocol should satisfy several requirements such as: 

(a) It should have a high search efficiency and search quality 

- i.e. it must have the ability to download authentic files in a 

short period of time, (b) it should have a minimal overhead 

in terms of computation, storage and message passing, (c) It 

must provide incentives to the peers which share a large 

number of authentic files, (d) it should be self-policing in 

the sense that a peer should be able adjust its search strategy 

based on the local estimate of the network connectivity, and 

(e) it should be able to protect the privacy of its users. The 

proposed search protocol has been designed to satisfy each 

of these requirements. 

II. SYSTEM DESIGN 

A. Terminology and Assumptions of System Setup: 

1) Entities and assumptions: Following are the entities 

involved and the security considerations for the 

proposed scheme. 

2) KGC: It is a trusted core node which would acts as 

the centre of the system architecture; it provides 

peer registration and key distribution service. We 

assume that it has been highly fault tolerant, secure 

and always available. 

3) KPA: In order to provide the key privacy service in 

distributed manner, n nodes are selected as Key 

Privacy Authorities (KPAs) in the key distribution 

phase; these are not as reliable as KGC. Malicious 

attackers can compromise some of these nodes act 

as insider attacks. 

4) Peer: A peer is an ordinary node in P2P networks, 

which is could be subject to all kinds of attacks. 

B. Requirements: 

There are four requirements for system: 

1) Secure peer verification and registration: It should 

provide a method to deal with attacks such as man-

in-the-middle attacks, collusion attacks and DoS 

attacks during the peer registration phase.  

2) Secure key assigning: It should provide a method to 

issue keys securely without secure channels during 

the key distribution phase, and defend against replay 

attacks, manin- the-middle attacks and insider 

attacks. 

3) KPA Verification: It should provide method to 

identify malicious KPAs, remove them and add new 

alternative KPA. 

III. SYSTEM ARCHITECTURE 

At the initial setup phase there are one KGC node and n 

bootstrap KPA nodes. First, KGC will choose a master key, 

specifies the system parameters and publishes its identity 

(ID); KGC issues each KPA node with an ID and a 

corresponding private key based on IBC scheme via a secure 

offline channel. The secure offline channel is required in the 

bootstrap phase, since with its ID and private key, a KPA 

can communicate with the KGC through a secure channel 

established based on IBC.  

 

Fig. 1: System Architecture 

IV. ALGORITHM 

A. Blowfish Algorithm: 

Blowfish algorithm is symmetric block cipher algorithm 

because it is effectively used for encryption purpose. It takes 

variable length key from 32 to 448 bits. 

B. Advantages of Algorithm: 

Blowfish algorithms are symmetric block encryption 

algorithm designed in consideration with, 

Fast: At a rate of 26 clock cycles per byte, it encrypts data 

on large 32-bit microprocessors 

Compact: It can run in a lesser amount of than 5K of 

memory. 

Simple: It uses addition, XOR, the lookup table with 32-bit 

operands. 

Secure: The Variable key length is there which may be in 

the range of 32~448 bits: by default key length is 128 bits. 

C. Steps for Implementing Blowfish Algorithm: 

1) First step is a text file is converted into ‘.csv.’ file. 

2) Then ‘.csv’ File is imported to MySQL database. In 

the Library document register, MySQL database is 

saved and after that it is imported by the java code. 

3) Then the java code calls the Blowfish algorithm 

and by using random key generator, database files 

are encrypted by line by line. 

4) After this, random key generated and encrypted 

data are stored in ‘.txt.’ file. Moreover, this file is 

sent to another side. 

5) At other side, text is decrypted by line by line by 

the use of random keys. After that decrypted data 

will be stored in ‘.txt.’ file. Finally, all decrypted 

data is stored in pdf file. 

D. Use Blowfish Algorithm For Calculating Sub Keys: 

1) At first initialize the E-array and then the four F-

boxes, in order, with a fixed string. This string 

contains of the hexadecimal digits of i (less the initial 
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3): E1 = 0x243f6a88, E2 = 0x85a308d3, E3 = 

0x13198a2e, E4 = 0x03707344, etc. 

2) XOR E1 with the first 32 bits of the key, XOR E2 

with the second 32-bits from the key, and so going on 

for all bits of the key (probably up to E14). Repeat 

the cycle through the key bits until the entire E-array 

has been XORed with key bits. (There is at least one 

equivalent longer key for every short key; for 

example, if is a 64-bit key, then BB, BBB, etc., are 

equivalent keys.) 

3) Use the sub keys described in steps (i) and (ii), for 

encrypting the all-zero string with the Blowfish 

algorithm. 

4) Replace E1 and E2 with an output of step (iii). 

5) For Encrypting, the output of step (iii) uses the 

Blowfish algorithm with the modified sub keys. 

6) Replace E3 and E4 with an output of step (iv). 

7) Continue this process i.e. replacing all entries of the 

E array, and then all four F-boxes in order, with the 

output of the continuously changing Blowfish 

algorithm. 

For generating all required sub keys, 521 iterations 

are required. Applications can store the sub keys rather than 

execute this derivation process multiple times. 

Output: It generates the symmetric key (private key 

or secret key) which is used for encryption and decryption 

process. 

E. Performance Metrics: 

In the following experiments, we characterize the system 

security and performance by using two primary 

performances Metrics: 

The minimum number of secret shares a peer 

requires collecting from KPAs is nothing but threshold of 

the peer registration scheme. This metric reflects the 

system’s effectiveness under collusion attacks and DoS 

attacks. The number of peers a KGC or KPA can support 

within one second response period is nothing but the 

maximum number of peers that system can support. This 

metric indicates the systems scalability and efficiency. 

F. Advantages and Disadvantages: 

1) Advantages: 

1) The key generation protocol used in the setup phase 

is secure against a man-in-the-middle attack. 

2) In the proposed protocol, as KPA’s worked in 

parallel, one KPA cannot fraud with other KPAs and 

all KPA are unknown from each other which are 

selected by the peer. Moreover, a malicious KGC 

will be detected if it tries to impersonate a peer to 

obtain partial private keys from the KPA’s. 

3) Collusion attack is mitigated by this protocol. 

4) A peer that is malicious in P2P network can just drop 

the messages between the KPA’s and the requesting 

peer, which made the problems for the requesting 

peer collect sufficient secret shares. This issue is 

solved by the proposed protocol. 

5) A third party cannot obtain a private key of the peer 

even if the third party replays the request of tuples. 

2) Disadvantage: 

1) In the Proposed System, accuracy is not achieved 

in large extent means accuracy level is increased, 

but that level is not up to satisfaction. 

V. CONCLUSION 

In this paper we have proposed a secure key distribution 

method for P2P networks using IBC, It provides a peer 

registration service using Shamir’s (k, n) secret sharing 

scheme. We utilize a secure private key assigning protocol, 

which adopts KGC and KPAs to issue keys to peers 

securely. We maintain the security of KPAs, and 

authenticate KPAs using BFT protocol it also remove 

malicious ones and find out alternate ones to join in the 

system using. 
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