
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 04, 2015 | ISSN (online): 2321-0613 

 

 

All rights reserved by www.ijsrd.com 336 

A Cryptographic Hash Algorithm for Wireless Sensor Network 

Kavana Kumari L
1 

G Raghavendra Rao
2 

Student
1
 Professor and HOD

2 

1,2
Department of Computer Science and Engineering 

1,2
The National Institute of Engineering, Manandavady Road, Mysuru-570008, India 

Abstract— Cryptographic hash limits are used to secure the 

validity of information. Likely the most standard and 

typically used cryptographic hash estimations are MD5, 

SHA1, RIPEMD. These hash figuring are used as a piece of 

a wide blend of security applications e.g. securing centre 

point/message in routine frameworks. Nevertheless, the 

normally used hash counts require gigantic computational 

overhead which is not sensible by applications in 

essentialness starved framework e.g. WSN. In these 

applications the genuine impediments are correspondence, 

retribution and stockpiling overheads; out of which 

correspondence and preparing overheads eat up high 

essentialness.Here we plan to propose, a light-weight, one-

way, cryptographic hash computation is delivered with a 

center to make a hash-digest with settled and modestly little 

length for such an essentialness starved remote framework. 

The key focus is making the count light-weight so that 

subsequent to using it as a piece of use of framework like 

WSN, the centers can successfully run the computation with 

low essentialness. We promise the figuring fulfills all the 

key properties. 

Keywords: Wireless Sensor Network, Cryptographic hash 

algorithm. 

I. INTRODUCTION 

Hash calculations assume a critical part in cutting edge 

cryptography. They are generally utilized as a part of a 

mixed bag of security applications, for example, hub 

authentication [1, 2], message authentication [3], watchword 

protection[4], advanced mark and so forth. The hash 

capacity utilizes a string of self-assertive length as its info 

and makes an altered length string as yield. The settled 

length hash worth is frequently called message digest. The 

most broadly utilized hash capacities are one-way capacities 

for which discovering information which hashes to a 

prespecified hash-worth is exceptionally troublesome.  

Hash capacities may be part into two classes [16]: 

unkeyed hash works, whose detail directs a solitary 

information parameter (a message); and keyed hash works, 

whose detail directs two unmistakable inputs, a message and 

a mystery key. Two generally utilized capacities are MD5 

and SHA-1. Not at all like ordinary system, in fleeting, 

vitality compelled system like WSNs, for some applications 

hubs are deployed [12] in open air environment without 

human checking and consequently, information legitimacy 

and unwavering quality turns into the primary concern to 

manage such sort of systems. Since WSN experiences 

numerous limitations counting low transforming force, low 

battery life, little memory and remote correspondence 

channel, it is not capable to manage conventional 

cryptographic calculations. Because of these impediments, it 

gets to be obligatory to devise lightweight security answers 

for WSNs. Here [13, 14] give answers for WSNs though 

[15] is not commonly implied for WSNs. On the other hand, 

to the best of our insight no endeavour has been accounted 

for to make light weight hash calculation modified for 

vitality starved system like WSN.  

     The commonly used hash algorithms require huge 

computational overhead which is not affordable by 

applications in energy-starved network e.g. wireless sensor 

network (WSN). In these applications the major constraints 

are communication, computation and storage overheads; out 

of which communication and computation overheads 

consume high energy. 

In this paper we mean to propose a light-weight 

one-way hash calculation (LOCHA) which creates a hash 

digest with altered and moderately little length. The 

LOCHA fulfils all the properties of a restricted unkeyed 

hash capacity. Additionally the calculation is light-weight in 

nature along these lines makes it suitable for vitality starved 

WSN. 

II. RELATED WORK 

In [2], Xiaomei Dong et al, exhibited a hash-based mark 

plan altered for remote sensor systems. For message lengths 

needed by directions or inquiries from the base station or 

single estimations like the temperature, signature era is 7 

times quicker and confirmation is 158 times speedier than 

cutting edge executions of ECDSA at the same security 

level. For message lengths adequate for most sensor system 

applications, the mark era time is equivalent to ECDSA, 

while signature confirmation remains 20 times quicker. Our 

plan can be utilized to confirm messages traded between 

sensor hubs, and in addition for securing show confirmation. 

Our plan minimizes the overhead presented in the system by 

the mark confirmation done by every sensor before 

transferring the message. In[2], Chia-Mu Yu  et al, intended 

to outline an upgraded and productive plan against hub catch 

assault utilizing hash-chain in remote sensor systems. Key 

administration is the principal security component in remote 

sensor systems, yet existing plans taking into account 

likelihood have poor imperviousness to hub catch assault. 

With a specific end goal to enhance the flexibility against 

hub catch assault, a hash-bind based plan to oppose hub 

catch assault was exhibited. The fundamental thought of the 

proposed comprised of applying a hash work on the 

introductory preloaded keys before arrangement. Amid the 

key predistribution, the chose keys were hashed by 

standards and the hashed results were as correspondence 

key. Hypothetical investigation and re-enactment results 

demonstrate that, key exposal likelihood and normal 

unreliable degree diminish by 56 and 46% contrasted with 

existing calculations, individually. Through hash chain 

strategy that hides the same keys used to secure distinctive 

connections, the proposition outflanks different plans in 

versatility against hub catch assault and improves the 

general survivability of the system. In[8], M. Stevens et al, 

exhibited a  new cryptographic hash capacity Whirlwind . 
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We give the full particular and clarify the configuration 

basis. We indicate how the hash capacity can be executed 

proficiently in programming and give first execution 

numbers. A point by point investigation of the security 

against cutting edge cryptanalysis techniques is additionally 

given. In correlation to the calculations submitted to the 

SHA-3 rival, Whirlwind considers late advancements in 

cryptanalysis by outline. Despite the fact that product 

execution is not extraordinary, it contrasts positively and the 

512-bit variants of SHA-3 competitors, for example, LANE 

or the first Cube Hash proposition and is about comparable 

to ECHO and MD6. 

III. SYSTEM ARCHITECTURE 

In remote sensor hubs are arbitrarily created and sent in the 

system. Every hub has its own particular neighbour hub 

points of interest; if the hub needs to send the message to the 

wanted hub it shows a RREQ message. At that point the 

destination hub acknowledges the solicitation and sends a 

RREP message. Subsequent to accepting the RREP message 

source hub chooses the most brief way to the destination 

hub and produces the hash review utilizing hashing 

calculation and exchanges the hash overview to the coveted 

hub through a transitional hubs which is the briefest way to 

the destination hub. 

 
Fig.1.1: Architecture of node deployment and sending hash 

Digest. 

IV. SYSTEM MODULE 

A. System Creation and Updating Neighbours  

A Wireless Sensor Network is made. All the hubs are 

scattered in the system territory. Every hub has its 

transmission range. Hubs are joined with other hub in the 

system field in light of the transmission range.  

B. Sending RREQ  

At the point when a hub in the system needs to correspond 

with alternate hubs, the source hub creates a RREQ bundle 

and advances it to the neighbors and the following hub 

advances towards the destination. Every time the RREQ 

goes through the hubs, the RREQ bundle is get upgraded 

containing the hubs it has goes through.  

 

 

C. RREP and Transmission  

On accepting the RREQ the destination, the destination hub 

creates the RREP parcel and ventures in reverse until it 

achieves the source.  

D. Transferring file  

The source hub transfers a document which it needs to send 

to some destination. It will take after the way which it got by 

RREQ-RREP.  

E. Creating hash condensation of the File  

Before sending the document to the destination, hub will 

scramble the record utilizing Locha calculation to deliver 

the hash digest. Change over the message into paired and 

cushion 0's in LSB to make it detachable by 512. Part the 

message until it turned into 8 bits. At that point do change in 

every stride. To start with each 512 bit piece isolated into 8, 

64 bit squares then 8, 8 bit square. Substitution of each of 

these 8-bit inward most part pieces happens at first by a 

prime number chose from a substitution table S-Table1. 

Which comprises of 97 prime numbers? Presently for each 

64-bit obstruct a number is figured utilizing the previously 

stated 8 substituted qualities and that makes the yield of the 

first level change. The same way change done in 64bit 

pieces utilizing Stable2 which comprises of 67 prime 

numbers. The third step change is done utilizing the 

consequence of the first and second step changes. The 

decimal after effect of the third step got from each 64-bit 

piece, is then changed over to the comparable 3-digit 

hexadecimal number. Presently the 3-level swapping is 

connected to the 24-digit hexadecimal number of each 512-

bit square. After all the swap capacities are finished, we get 

the last hash condensation of 96 bits for each 512-bit 

message. All such hash digests for each of the 512-bit pieces 

are then added measured numerically to get the last hash 

digest for the complete message. 

V. ALGORITHM 

Input: A message (X) of arbitrary length (consist of 96 

printable ASCII characters only) 

Output: A hash digest (H) of 96 bits 

Begin 

Step I 

1. Convert each of the character of X into the 8-bit binary // 

X= X0 , X1, ..., X7 

2 .Apply unambiguous padding 

3. Obtain X' // after appending 0’s in the LSB of X to make 

it divisible by 512 

Step II 

1. Nested split results in block size of 512-bit each 

2. The second level and third level nested 

3. Split result in block size of 64-bit and 8-bit respectively. 

Step III (first level transformation) 

1. Each of these 512-bit blocks is divided into 8, 64-bit 

blocks. 

2. Every 64-bit block is further subdivided into 8 numbers of 

8-bit blocks. 

3. Substitution of each of these 8-bit inner most split blocks 

takes place at first by a prime number, which is the output of 

first level transformation. 

Step IV (second and third level transformation) 
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1. The second transformation takes place using another 

substitution by a prime number, which is computed by the 

formula log (sin (index+128)), where index=  0,…, 66.. 

2. The third step transformation is done using the result of 

the first and second step transformations. 

The decimal result of the third step received from each 64-

bit block, is then converted to the equivalent 3-digit 

hexadecimal number 

Step V 

Swapping is applied to the 24-digit hexadecimal number of 

each 512-bit block. 

Output: A hash digest (H) of 96 bits is produced 

The input message is first pre processed by converting it 

into binary representation of the respective ASCII codes of 

the constituent characters and employing unambiguous 

padding in the least significant position of the message to 

make it divisible by 512. Even if the length of the processed 

message is already a multiple of 512, an additional 512 0’s 

are added to enhance the robustness of the algorithm. Now 

the pre processed message is split 3 times in a nested 

manner where the first level nested split results in block size 

of 512-bit each. The second level and third level nested split 

result in block size of 64-bit and 8-bit respectively.  

  Subsequent to the above splits, 3 steps of 

transformations are employed on the input message. Firstly 

blocks of 512-bit are taken. Each of these 512-bit blocks is 

divided into 8, 64-bit blocks. Now, every 64-bit block is 

further subdivided into 8 numbers of 8-bit blocks. 

Substitution of each of these 8-bit inner most split blocks 

takes place at first by a prime number selected from a 

substitution table S-Table1. This table consists of 97 prime 

numbers (96 for the printable ASCII characters and 1 for 

padding; small prime numbers are chosen to reduce 

overheads). Now for every 64-bit block a number is 

computed using the aforementioned 8 substituted values and 

that creates the output of the first level transformation.  

     Once the first transformation is over, the second 

transformation takes place using another substitution table 

S-Table2 which consists of 67 prime numbers. Here, 67 

numbers are chosen randomly to ensure uniformity in 

transformation and to reduce storage overhead. These values 

of S-Table2 are computed by the formula 

log(sin(index+128)), where index= 0,…,66. The third step 

transformation is done using the result of the first and 

second step transformations. The decimal result of the third 

step received from each 64-bit block, is then converted to 

the equivalent 3-digit hexadecimal number 

Properties of cryptography satisfied by the algorithm 

A. Preimage resistance 

For a given output (hash digest) H corresponding to a 

unknown input, it is computationally infeasible to find a 

input (message) m such that h(m) =H where h(m) is the hash 

digest of m. It represents the one-way property of a hash 

function 

B. Collision resistance 

It is computationally infeasible to find any two distinct input 

(messages) m1, m2 which hash to the same output, such that 

h(m1) = h(m2). 

C. Second preimage resistance 

Given an input m1, it is computationally infeasible to find 

any second input m2 which has the same output i.e., h(m1) 

= h(m2). 

VI. PERFORMANCE ANALYSIS 

An execution investigation is for the most part called for 

when you need to enhance a piece of the association (search 

for requirements) or to settle an issue that somebody has 

delivered. The hashing calculations are assessed for their 

execution with time unpredictability, the execution is 

contrasted and MD5, SHA-1 and LOCHA calculation. In 

addition for vitality starved system like WSN this plan has 

been ended up being more suitable than other hashing 

calculations, for example, SHA-1 and MD5. 

 

VII. CONCLUSION AND FUTURE WORK 

The proposed framework creates a lightweight, one-way 

hash calculation which conveys a hash digest with settled 

and for the most part little length and applicable for securing 

essentialness starved remote framework e.g. WSN. The 

calculation is made lightweight by using low overhead 

operations. We promise that our arrangement fulfills all the 

fundamental properties, for instance, preimage resistance, 

sway resistance and second preimage resistance of a 

restricted unkeyed hash limit. We also show that the 

proposed calculation is light-weight with respect to 

correspondence, handling and stockpiling overhead. The 

close execution moreover exhibits our arrangement's 

imperativeness viability.  

As future works a more hearty and propelled 

hashing calculation can be executed. The hashing 

calculation ought to be redesigned for the short kind of 

messages, which delivers a secured hash digest which is 

moderately little long for the given data message. 
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