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Abstract— The provisioning of essential security 

components, for example, validation and secrecy is very 

difficult in a substance based distribute/subscribe 

framework. Confirmation of distributers and endorsers is 

hard to accomplish because of the free coupling of 

distributers and supporters. Moreover, secrecy of occasions 

and memberships clashes with substance based steering. 

This paper displays a novel way to deal with give secrecy 

and confirmation in an agent less substance based 

distribute/subscribe framework. The confirmation of 

distributers and supporters and additionally classifiedness of 

occasions is guaranteed, by adjusting the blending based 

cryptography components, to the needs of a 

distribute/subscribe framework. Moreover, a calculation to 

bunch supporters as indicated by their memberships saves a 

frail thought of membership secrecy. Notwithstanding our 

past work [23], this paper contributes 1) utilization of 

searchable encryption to empower productive directing of 

scrambled occasions, 2) multicredential steering another 

occasion spread method to fortify the feeble membership 

secrecy, and 3) exhaustive investigation of diverse assaults 

on membership privacy. The general methodology gives 

fine-grained key administration and the expense for 

encryption, unscrambling, and directing is in the request of 

subscribed characteristics. Besides, the assessments 

demonstrate that giving security is reasonable w.r.t. 1) 

throughput of the proposed cryptographic primitives, and 2) 

deferrals brought about amid the development of the 

distribute/subscribe overlay and the occasion dispersal. Here 

we present another system where the distributer sends one a 

large portion of the way to the administrator for future 

confirmation. Here the distributer needs to make a reference 

key which will help the distributer to create the other 50% of 

a key just with one half key. At the point when the 

distributer misfortunes the key or overlooks the key than 

he/she can ask for the administrator to send the a large 

portion of the key which will help the distributer to produce 

the other 50% of the key then by connecting both the keys 

the distributer can do the vital doings with the information 

he/she had transferred. 
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I. INTRODUCTION 

The publish/subscribe (pub/sub) communication ideal model 

has increased high prominence due to its natural decoupling 

of publishers from subscribers in terms of time, space, and 

synchronization. Publishers infuse data into the pub/sub 

framework, and subscribers determine the occasions of 

enthusiasm by method for subscriptions. Published 

occasions are directed to their applicable subscribers, 

without the publishers knowing the important arrangement 

of subscribers, or the other way around. This decoupling is 

customarily guaranteed by halfway routing over a broker 

system [10]. In later frameworks, publishers and subscribers 

arrange themselves in a broker-less routing infrastructure, 

shaping an occasion sending overlay. 

     Content based pub/sub is the variation that gives 

the most expressive subscription model, where subscriptions 

characterize limitations on the message content. Its 

expressiveness also, non concurrent nature is especially 

helpful for extensive scale appropriated applications, for 

example, news appropriation, stock trade, natural checking, 

activity control, and public sensing. As anyone might 

expect, pub/sub requirements to give strong components to 

satisfy the essential security requests of these applications, 

for example, access control and secrecy. 

     Access control in the context of pub/sub system 

implies that just authenticated publishers are permitted to 

disseminate occasions in the system and just those occasions 

are conveyed to approved subscribers. Additionally, the 

substance of occasions ought not be presented to the routing 

infrastructure also, a subscriber ought to get every 

applicable occasion without revealing its subscription to the 

system. Solving these security issues in a substance based 

pub/sub system forces new difficulties. For instance, end-to-

end authentication using a public key infrastructure (PKI) 

clashes with the free coupling in the middle of publishers 

and subscribers, a key necessity for building adaptable 

pub/sub systems. For PKI, publishers must maintain the 

public keys of all interested subscribers to scramble 

occasions. Subscribers must know the public keys of every 

applicable publisher to check the authenticity of the got 

occasions. Furthermore, conventional Components to give 

classifiedness by encrypting the entire occasion message 

clash with the content based routing standard. Thus, new 

systems are expected to course scrambled occasions to 

subscribers without knowing their subscriptions and to 

permit subscribers and publishers authenticate one another 

without knowing one another. 

     Building on our consequences of [23], this paper 

displays another way to deal with give authentication and 

privacy in a broker-less pub/sub system. Our methodology 

permits subscribers to maintain accreditations according to 

their subscriptions. Private keys appointed to the subscribers 

are marked with the accreditations. A publisher relates every 

encoded occasion with an arrangement of accreditations. We 

adjusted character based encryption (IBE) systems [4], [8] 

1) to guarantee that a specific subscriber can decode an 

occasion just if there is a match between the accreditations 

connected with the occasion also, the key; and 2) to permit 

subscribers to confirm the authenticity of got occasions. 

Furthermore, we address the issue of subscription secrecy in 

the vicinity of semantic clustering of subscribers. A weaker 

idea of subscription secrecy is defined and a protected 
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overlay maintenance convention is intended to safeguard the 

frail subscription secrecy. 

 Notwithstanding [23], we additionally exhibit 1) 

augmentations of the cryptographic routines to give 

productive routing of scrambled occasions by using the 

thought of searchable encryption, 2) "Multi credential 

routing" another occasion dissemination technique which 

strengthens the frail subscription secrecy, also, 3) an 

intensive examination of diverse assaults on subscription 

secrecy. In addition to the IBE encryption we use key 

splitting algorithm to reduce the time of the key retrieval 

from publisher to the subscriber. 

II. RELATED WORK 

  In [1], Dan Boneh et al, proposed a fully functional 

identity-based encryption scheme (IBE). The scheme has 

chosen cipher text security in the random oracle model 

assuming a variant of the computational Diffie- Hellman 

problem. Our system is based on bilinear maps between 

groups. The Weil pairing on elliptic curves is an example of 

such a map. We give precise definitions for secure identity 

based encryption schemes and give several applications for 

such systems. In[2], John Bethencourt et al, present a system 

for realizing complex access control on encrypted data that 

we call Cipher text-Policy Attribute-Based Encryption. By 

using our techniques encrypted data can be kept confidential 

even if the storage server is untrusted; moreover, our 

methods are secure against collusion attacks. Previous 

Attribute- Based Encryption systems used attributes to 

describe the encrypted data and built policies into user’s 

keys; while in our system attributes are used to describe a 

user’s credentials, and a party encrypting data deter- mines a 

policy for who can decrypt. Thus, our methods are 

conceptually closer to traditional access control methods 

such as Role-Based Access Control (RBAC).In addition, we 

provide an implementation of our system and give 

performance measurements. In[8], Giovanni Di Crescenzo 

et al, define and construct a mechanism that enables Alice to 

provide a key to the gateway that enables the gateway to test 

whether the word \urgent" is a keyword in the email without 

learning anything else about the email. We refer to this 

mechanism as Public Key Encryption with keyword Search. 

As another example, consider a mail server that stores 

various messages publicly encrypted for Alice by others. 

Using our mechanism Alice can send the mail server a key 

that will enable the server to identify all messages 

containing some specific keyword, but learn nothing else.  

III. SYSTEM ARCHITECTURE 

 
Fig.1: System Architecture 

The above figure depicts architecture of the 

publisher subscriber system. The publisher can upload the 

files and he encrypts the files using IBE and he also accepts 

or makes the subscriber activate. The subscriber request the 

key required for the decryption of the file. The publisher 

will send the key to the subscriber to decrypt the file. After 

the decryption the subscriber can view the file and download 

the file.  

IV. SYSTEM MODULE 

A. Attacker model 

Our assailant model is like the ordinarily utilized honest but- 

inquisitive model [22], [21]. There are two substances in the 

framework: distributers and supporters. Both the elements 

are computationally limited and don't believe one another. 

Moreover, all the associates (distributers or endorsers) 

taking part in the pub/sub overlay network are fair and do 

not stray from the outlined convention. Moreover, 

authorized distributers just disperse substantial occasions in 

the framework. In any case, pernicious distributers may 

disguise the authorized distributors and spam the overlay 

network with fake and copy occasions. We don't plan to 

understand the advanced copyright issue; therefore, 

authorized supporters try not to uncover the substance of 

effectively unscrambled occasions to different endorsers. 

Endorsers are, nonetheless, inquisitive to find the  

memberships of different endorsers and distributed 

occasions to which they are not authorized to subscribe. 

Additionally, inquisitive distributers may be intrigued to 

peruse occasions distributed in the framework. Furthermore, 

inactive assailants outside the pub/sub overlay network can 

listen in the correspondence and attempt to find substance of 

occasions and memberships. At last, we expect the vicinity 

of secure channels for the conveyance of keys from the key 

server to the distributers and supporters. A protected channel 

can be effectively acknowledged by utilizing transport layer 

systems, for example, Transport Layer Security (TLS) or 

Secure Socket Layer (SSL). 

B. Registration  

This module is basically made for the subscriber as well as 

publisher to register them in the application. This module 

takes all the required information from the publisher and the 

subscriber and stores the information into the database. The 

authenticity of the publisher and the subscriber can be 
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checked by comparing the information from the registration 

tables. 

C. Publisher 

The Publisher module is created for the user who wants to 

publish their file. Here the publisher has to select a 

particular category that the file belongs and after that the file 

is uploaded. The file that is uploaded is sent to the 

encryption process which will work only if the user is a 

publisher. After the encryption process gets over the cipher 

text for the required file will be generated and then the 

cipher text will be sent to the database. 

D. Subscriber 

Subscriber module is created for the user who is interested 

in receiving files for a particular category. In this module the 

user has to select the category of files that he/she wishes to 

receive. The decryption part of the cryptography will be 

done in this module, the half part of the key will be checked 

with the respected publisher of the file and if it is the 

authenticated one then the subscriber will be able to decrypt 

the file.  

E. Admin 

The admin plays a crucial role in activating the accounts for 

the publisher and subscriber. If any duplicate publisher and 

subscriber is present than the admin will deactivate the 

publisher or subscriber. If any publisher/subscriber attempts 

any cybercrime on the internet then the admin has the full 

authority to deactivate their account. The admin can see the 

required details of the publisher and subscriber. 

F. Login 

This module is used by all the user to log into their 

respective accounts. The login module shall contain two 

fields one for the username and the other one for the 

password. 

V. ALGORITHM 

A. Identity-based encryption 

While a conventional PKI framework requires to keep up for 

every distributer or endorser a private/open key pair which 

must be known between conveying elements to scramble 

and unscramble messages, personality based encryption [6] 

gives a promising distinct option for decrease the measure of 

keys to be overseen. In personality based encryption, any 

legitimate string which interestingly distinguishes a client 

can be people in general key of the client. A key server 

keeps up a solitary pair of open and private expert keys. The 

expert open key can be utilized by the sender to scramble 

and send the messages to a client with any personality, for 

instance, an email address. To effectively unscramble the 

message, a recipient needs to acquire a private key for its 

personality from the key server. We need to stretch here that 

despite the fact that character based encryption at the first 

look shows up like an exceptionally incorporated 

arrangement; its properties are perfect for exceedingly 

dispersed applications. A sender needs to know just a single 

expert open key to correspond with any personality.  Also, a 

recipient just gets private keys for its own characters. 

Furthermore, an occasion of focal key server can be 

effectively duplicated inside the network. At last, a key 

server keeps up just a solitary pair of expert keys and, 

therefore, can be acknowledged as a keen card, gave to each 

member of the framework. 

 

 
Fig.1: Identity-based encryption 

Pairing-based cryptography (PBC) is the basic foundation of 

implementation of identity-based encryption. Pairing-based 

cryptography maps two cryptographic groups using bilinear 

maps. This reduces the complicated problem in one group to 

a easier problem in other group. Bilinear mapping is used to 

retrieve security.  

Let G1, G2 be cyclic group of prime order q. A bilinear map 

is a function ê: 211 GGG  . A bilinear map satisfies the 

following conditions: 

1. Bilinearity: 

 a,bFq
*  

,  PG1,QG1:e(P
a
,Q

b
)=e(P,Q)

ab
 

2. Non-degeneracy: 

        E (P, Q) ≠1 

3. Computability: 

       There exists an efficient algorithm to compute e. 

B. Split key algorithm 

Input: Even size of key(Even Length) 

Output: Two half-key and reference key. 

Description: 

 

Step 1-  

 Break the key  (Keylength/2) 

  X = Key1 

 Y = Key2 

Step 2- 

 For (i=0; i< Key1.length; i++) 

 Char refi = Char (Xi   Yi ) 

Step 3-  

 Extract (x) 

 Extract (Y) 

Step 4- 

 Var reference = ref. 

Step 5- 

 (X, Y) & reference  

VI. PUBLISHER SUBSCRIBER AUTHENTICITY 

The authentication and confidentiality of events occurred in 

publisher and subscriber can be achieved using secure 

overlay maintenance protocol. The following algorithm 

describes the Secure overlay protocol algorithm where, the 

procedure the procedure decrypt_request tries to decrypt one 

of the cipher texts in the connection request message. 



An Efficient and Secure Subscriber/Publisher Communication with IBE and Key Splitting 

 (IJSRD/Vol. 3/Issue 04/2015/080) 

 

 All rights reserved by www.ijsrd.com 321 

Secure overlay maintenance protocol at peer sq. 

1: upon event Receive (CR of snew from sp) do 

2: if decrypt request (CR) ==SUCCESS then 

3: if degree (sq) == available then //can have child peers 

4: connect to the snew 

5: else 

6: forward CR to {child peers and parent}- sp 

7: if decrypt request (CR) == FAIL then 

8: if sp == parent then 

9: Try to swap by sending its own CR to the snew. 

10: else 

11: forward to parent 

VII. RESULTS 

Maintaining the required confidentiality of data depend on 

those brokers given access to keys continuing to be 

trustworthy and reliable. For sensitive data that persists long 

term this may not be a sufficient guarantee. The domain that 

creates and owns the data may have legal obligations 

relating to its transmission. Also, it may be that entire 

domains have reduced requirements on the data, known to 

the data source. In this case, data transformation can be used 

to augment the security mechanisms that are used when 

domains are fully trusted and have an established need for 

full access to data. 

VIII. CONCLUSION AND FUTURE WORK 

In this paper, we have displayed another way to deal with 

give validation and privacy in a merchant less content based 

pub/sub framework. The methodology is exceedingly 

versatile in terms of number of supporters and distributers in 

the framework and the quantity of keys kept up by them. In 

specific, we have created systems to relegate accreditations 

to distributers and supporters as indicated by their 

memberships and promotions. Private keys relegated to 

distributers and supporters, and the cipher texts are marked 

with accreditations. We adjusted systems from identity 

based encryption 1) to guarantee that a specific supporter 

can unscramble an occasion just if there is a match between 

the certifications connected with the occasion and its private 

keys also, 2) to permit supporters of check the genuineness 

of gotten occasions. Moreover, we added to a safe overlay 

upkeep convention and proposed two occasion spread 

procedures to protect the frail membership secrecy in the 

vicinity of semantic bunching of endorsers. The assessments 

exhibit the feasibility of the proposed security components 

and examine assaults on membership secrecy. 

Further we can optimize of the generator G which 

us used in encryption for fetching robust output. We can 

also make the subscribers to edit the published data. 
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