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Abstract— wireless sensor network is fastly growing 

network used in surveillance, military, and other emergency 

applications. It provides a very fast and low cost data 

transmission, but due to battery constraint in sensor nodes 

used to collect or transmit the information, their use are 

limited. A great number of researchers are working to 

minimize the energy consumption but along with this 

security of protocol shouldn’t be breached. At present 

TinyOS is used in the WSNs to transmit and receive data. In 

our paper we have collected various research papers of good 

journals which worked on data security protocol along with 

consideration of energy minimization. On the basis of which 

we suggested the future modifications, which will be 

discussed in revised version. 
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I. INTRODUCTION 

Wireless Sensor Networks have emerged as an important 

new area in wireless technology. In the near future, the 

wireless sensor networks are expected to consist of 

thousands of inexpensive nodes, each having sensing 

capability with limited computational and communication 

power which enable us to deploy a large-scale sensor 

network. A wireless network consisting of tiny devices 

which monitor physical or environmental conditions such as 

temperature, pressure, motion or pollutants etc. at different 

areas. Such sensor networks are expected to be widely 

deployed in a vast variety of environments for commercial, 

civil, and military applications such as surveillance, vehicle 

tracking, climate and habitat monitoring, intelligence, 

medical, and acoustic data gathering. The key limitations of 

wireless sensor networks are the storage, power and 

processing. These limitations and the specific architecture of 

sensor nodes call for energy efficient and secure 

communication protocols. The feasibility of these 

inexpensive sensor networks is accelerated by the advances 

in MEMS (Micro Electromechanical Systems) technology, 

combined with low power, low cost digital signal processors 

(DSPs) and radio frequency (RF) circuits. They consists of a 

radio transceiver, microcontroller, power supply, and the 

actual sensor. The sensing circuitry measures ambient 

condition related to the environment surrounding the sensor 

and transforms them into an electric signal. Processing such 

a signal reveals some properties about objects located and/or 

events happening in the vicinity of the sensor. The sensor 

sends such collected data, usually via radio transmitter, to a 

command center (sink) either directly or through a data 

concentration center (a gateway). Normally sensor nodes are 

spatially distributed throughout the region which has to be 

monitored; they self-organize in to a network through 

wireless communication, and collaborate with each other to 

accomplish the common task.Basic features of sensor 

networks are self-organizing capabilities, dynamic network 

topology, limited power, node failures and mobility of 

nodes, short-range broadcast communication and multi-hop 

routing, and large scale of deployment . The strength of 

wireless sensor network lies in their flexibility and 

scalability. The capability of self-organize and wireless 

communication made them to be deployed in an ad-hoc 

fashion in remote or hazardous location without the need of 

any existing infrastructure. Through multi-hop 

communication a sensor node can communicate a faraway 

node in the network. This allows the addition of sensor 

nodes in the network to expand the monitored area and 

hence proves its scalability and flexibility property. The key 

challenge in sensor networks is to maximize the lifetime of 

sensor nodes due to the fact that it is not feasible to replace 

the batteries of thousands of sensor nodes. Therefore, 

computational operations of nodes and communication 

protocols must be made as energy efficient as possible. 

Among these protocols data transmission protocols have 

much more importance in terms of energy, Since the energy 

required for data transmission takes 70 % of the total energy 

consumption of a wireless sensor network. 

To study this energy consumption cause and 

methods adopted by various researchers to reduce 

consumption, various research papers have been analyzed.  

Some of them are quoted here which considered the security 

of protocol too. There is always tradeoff requirement of 

energy and security in sensor network as various attacks can 

occur in network which steal or alter the information which 

can be very destructive in emergency or highly confidential 

information. We have considered papers from 2012-2104 so 

that familiarity with latest issues can be done. 

II. LITERATURE REVIEW 

Belkadi, M. et al (2014) (1) used secured direct diffusion 

method for energy consumption reduction and made the 

direct diffusion protocol safe from attackers. 

Directed Diffusion (1) is a data centric protocols 

commonly used in wireless sensor networks. It consists of 

several elements: interests, gradients, data messages and 

reinforcements (positive and negative). An interest is a 

request, in which it specifies the desired data, sent by the 

base station (sink node) to the sensor nodes gradient is a 

response link to the neighbor from which the interest was 

received. Therefore, using the interest and gradients, routes 

are established between sensor nodes and sink node. Several 

routes can be set so that one of them is selected according to 

the rate. Data messages are events generated by one or more 

sensor nodes in response to requests sent by the base station. 

To secure it key base security management is used and it 

used three keys rather than four different keys used by 

LEAP security protocol which was used by author. The 

energy consumption is improved in case of secure direct 

diffusion protocol but no information about security is 

provided at the end. 

 Julie, E. G. et al (2014)(2) improved packet 

delivery ratio, average end-to-end delay and normalized 

routing overhead by using opportunistic routing. Markov 

decision Process is used by the author to determine the time 



Energy Efficient Secure Mechanism in WSN: A Survey 

 (IJSRD/Vol. 3/Issue 04/2015/036) 

 

 
All rights reserved by www.ijsrd.com 134 

slot for transmission so that data loss is minimum. The 

proposed work is shown in figure 1. 

 
Fig. 1: Architectural Diagram (2) 

Fig. 1 shows the architectural diagram of the proposed 

protocol. Multicasting with Opportunistic Routing 

determines the best path. Packets are authenticated using 

null keys before transmission. Markov Decision based 

Adaptive Scheduling decides on the time slot to transmit the 

authenticated packets. Although MDP is very good 

algorithm for dynamic decisions but it is very complex and 

from sensor point of views, is also very energy consuming 

even some researchers have used it in their work to 

minimize the energy consumption of sensor nodes. 

 Paper by Daniluk, K. et al(2012) (3) is itself a 

survey paper of various security and energy efficient secure 

protocols. He selected the protocols on the basis of 

architecture of network. The tabular comparison by the 

author is given in appendix. 

Garg, A. at al (2013) (4)  discussed first, the 

security requirements of wireless sensor networks are 

presented and the relationships between network security 

and network lifetime limited by often insufficient resources 

of network nodes are explained. Second, a short literature 

survey of energy aware security solutions for use in WSNs 

is presented. This paper used the trust management 

mechanism. Trust is built hop by hop communication of 

sensor nodes with others and based on the higher trust value 

node is considered as a healthy node not the malicious node. 

 Jean de Dieu, I. (2012) (5) overcame the limitation 

caused by the symmetric key cryptography algorithms for 

securing data in WSNs. It proposed a mechanism for 

checking data integrity in a balanced energy network 

backbone. On this basis, we use the combined version of 

distance energy aware routing and a checking data integrity 

method for WSNs. ESPA provides a better performance in 

maximizing the network lifetime. Author used distance-

based energy aware routing algorithm which can effectively 

alleviate the hotspot problem based on the theoretical 

deduction and analysis of relevant models. Under this well-

designed route, the packet will be delivered to the 

destination in a secure manner with help of a keyed hash 

function. The proposed model was divided into two parts. At 

the first phase, they proposed a distance based energy aware 

routing (DEAR) algorithm on selected optimal path through 

Ant colony optimization (ACO). The objective of this phase 

is to balance the available amount of energy in the 

wholeWSNs as well as to maximize the network lifetime. At 

the second phase in the proposed network routing we 

ensured confidentiality, authenticity, and integrity security 

services on the sensed data. Figure 2 shows the complete 

architecture of the proposed model. 

 
Fig. 2: General Backbone Model (5) 

Prabhu, T.N. at al (2014) (6) proposed an energy 

efficient secure routing protocol to deliver the message to 

the sink correctly without any alterations. It is a routing 

protocol with security mechanism to defense the attacks. 

Detection of compromised node is done by forwarding 

messages between various sensor nodes. We also propose 

energy efficient secure routing protocol to deliver the 

message to the sink correctly without any alterations. It is a 

routing protocol with security mechanism to defence the 

attacks. The implementation of our routing protocol is 

feasible. The performance of our routing protocol is also 

shown to be energy efficient. Paper follow several testing 

standard and assume some reasonable routing topology to 

calculate the performance. Trust based security mechanism 

is used in this paper also.  

Obaidat, S.M (2010) (7) carefully analysed the 

previous research done in field of security and energy 

efficiency. Most of the existing sensor networks usually 

have dedicated sensor devices with a single purpose in 

mind, but in an urban environment, the devices used by the 

people often have multiple tasks. Thus, it is important not 

only to keep the footprint of the running algorithm low, but 

also to enable the user to have trust in the system. The 

proposed DEESR protocol is an attempt geared towards the 

same objective. As shown in the  this paper, the proposed 

protocol is not only energy efficient but is highly resilient in 

low mobility, medium mobility and high mobility scenarios. 

Apart from this, the packet delivery ratio delivered by the 

protocol is comparable and sometimes better than some of 

the well-established protocols like DSR and MMBCR. 

El-Semary, A.M (2012) (8) proposed an energy-

efficient secure routing protocol for WSNs in which each 

sensor node forwards packets based on its own information. 

Thus it cannot be deceived by any other sensor node. The 

protocol employs the RouletteWheel selection algorithm to 

select a next node during the forwarding process while using 

µTesla protocol together with symmetric encryption and 

hash function algorithms to provide the needed security. 

Simulation results indicate that the performance of the 

proposed protocol outperforms the performance of the Path 

Energy Weight and the minimum hop protocols under such 

attacks. In addition, it exhibits a grateful performance under 
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attack-free conditions. The significance of RouletteWheel 

selection algorithm  protocol is that routing decision of a 

forwarding node is not affected by any other nodes (i.e. it 

cannot be deceived by any other node) and network load is 

distributed evenly among all deployed sensors to prolong 

the network lifetime. The RWRP considers the number of 

packets sent by the forwarding node to each neighbor as 

forwarding metric. It implements the roulette-wheel 

selection algorithm to select the next forwarding node. In 

roulettewheel selection algorithm, an individual is given 

probability of being selected that is directly proportional to 

its measured metric. The individual is then chosen randomly 

based on its probability. 

 
Fig. 3: EERP (8) 

Figure 3 shows the energy distribution of the network 

deploying the EESRP and it clearly shows that each 

malicious node only consumed the energy of the nodes in its 

neighborhood due to receiving malicious packets. After 

receiving malicious packets, the neighbors detected these 

packets as malicious and thus they simply drop them. 

Therefore, the other nodes in the network will not be 

affected. 

Dhawale, A. et al (2012) (9) discussed various 

authentication techniques available in wireless sensor 

network and analyzes them. Some techniques are very 

helpful but come with some disadvantages. The effort is also 

done to point out these difficulties. Authentication is one of 

the best security solutions which protects whole sensor 

network. The proposed security using authentication without 

opening the secret information is highly secured and will not 

be broken. If the zero knowledge protocol is used for 

repeated challenges then it will be very secured and sure 

scheme for the security of entire network. The 

computational cost of this technique also appears to be very 

less as there are no high calculations required. So this will 

reduce the energy, storage requirements of the sensor node. 

Thus much effort should be given to develop such highly 

secured authentication schemes. 

Yang, Q at al (2014) (10) published a very good 

survey paper in which various algorithms categorized under 

categories like architecture based, position based etc. are 

considered. A few prospects for future research from key 

management, authentication, and secure routing, three 

aspects are: 

A. Key Management 

1) More EfficientAsymmetric Key System 

As the features of wireless sensor network node resource are 

limited, asymmetric key system has been considered 

unsuitable for wireless sensor networks; after elliptic curve 

cryptography (ECC) has been proposed, asymmetric key 

system application in wireless sensor networks has become 

possible. Compared to the symmetric key system, 

asymmetric key system has great advantages in terms of 

management and security keys. In recent years, many 

scholars have proposed many effective key management 

schemes based on ECC public key infrastructure.The space 

of research in this area is still large in future, and the 

application prospects are very broad. 

2) Apply to Key Management Scheme of Network 

In recent years, the development of network technology puts 

forward higher requirements and challenges for wireless 

sensor network security such as the perception of 

information privacy issues, problems with the mobile 

network and Internet security systems integration, and 

controlling reliability issues. Obviously, the key 

management system which is suitable for the Internet of 

Things must be able to meet the security needs above. This 

also provides researchers with a more research space. 

B. Certification 

1) The Establishment of a TrustModel 

Establishing trust model between nodes can reduce 

communication overhead between nodes and improve the 

efficiency of certification to some extent. It can greatly 

reduce system overhead to improve the network lifetime, 

particularly through large-scale network of trust mechanism. 

2) Improved Public Key Algorithm 

The public key algorithm has its advantages in terms of 

safety, but the calculation is too big and there is some 

difficulty in resource-constrained wireless sensor networks 

applications. How to reduce the computational complexity 

of this section is one of the hot and difficult current 

researches. 

C. Security Routing 

1) Multipath Routing Protocol 

In recent years, traditional single-layer sensor network only 

concerns the effective use of energy node, but it does not 

consider security issues. The researchers began to focus on 

multipath routing protocol security and research how to 

avoid the secure routing protocols which has been the victim 

node and the potential victim node, but currently the secure 

routing protocols consider the situation in which the victim 

node has been detected. For the victim nodes have not yet 

been detected, secure routing protocols can be a direction on 

how to avoid future research. 

2) Routing Protocol Hierarchy 

In addition, due to the particularity of the hierarchical sensor 

networks structure, they are convenient for security 

solutions while providing additional management overhead 

and other issues hierarchy; therefore, routing protocol 

hierarchy is a research focus in recent years. 
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III. PROBLEMS IDENTIFIED 

Based on above papers studied it has been found that sensor 

node deployed in networks has a limited energy and it is 

subject to several attacks such as sinkhole and select 

forwarding, wormhole and spoofing attacks. This requires 

the development of secure and energy-efficient routing 

protocols to protect the network against such attacks.Due to 

the natural constraints imposed on sensor nodes, several 

network-layer protocols have been proposed to utilize 

sensor’s energy to prolong the lifetime of deployed wireless 

sensor networks (WSNs). But these protocols can provide 

the security against various attacks but these add overheads 

with the data, resulting in the requirement of more energy 

consumption which is always a concern.  

Based on the knowledge and privileges of the 

adversary, we can divide the attacks into two kinds: one is 

outside attack processed by outside nodes without legal 

identity, the other is the inside attack processed by the nodes 

with legal identity. Here, the inside attack is much difficult 

to be defended than outside attack and it can be launched 

from either compromised sensor nodes or from adversaries 

using stolen key material, code, and data from legitimate 

nodes. Node compromising is the most dangerous and 

realistic threat of inside attack since sensor nodes may be 

deployed in unattended or even hostile environments and 

usually are not tamper-resistant. 

IV. CONCLUSION 

Keeping the problems discussed above in mind, we will try 

to develop a protocol which will reduce the consumption of 

energy and also increase the security of wireless sensor 

network. Following will be key objectives for our work: An 

energy efficient protocol for the routing of packets will be 

developed using Ant Colony Optimization. To make the 

data transmission more secure µTesla will be proposed for 

broadcast authentication in distributed sensor networks. 
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