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Abstract— This paper presents Image Steganography and 

Invisible Watermarking using least significant bit (LSB), 

RSA, discrete wavelet transform (DWT) and singular value 

decomposition (SVD) method for security and robustness. 

In the steganography process, first of all we take an original 

RGB image, then split into three components and take red 

component. Also, we give text data to hide into image using 

LSB. In this, we encrypt text using RSA for security 

purpose. For copyright protection and image quality, we 

used DWT-SVD for watermarking. The experimental 

outcomes give good results up-to 51% as compared to 

previous results. 
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I. INTRODUCTION 

Digital image watermarking is solitary such technology that 

has been made to protect digital images from illicit 

manipulations [1]. It is a concept intimately related to 

steganography, in that they both hide a message inside a 

digital signal. Digital watermarking tries to secret a text 

related to the definite content of the digital signal, but in 

steganography the digital signal has no relation to the 

message, and it is merely used as a cover to hide its 

existence. Watermarking is used for providing a kind of 

security for various types of data(it may be image, audio, 

video, etc.)[2]. Watermarking is the method of inserting a 

text on a host indication. Digital Watermarking, as different 

to steganography, has the extra condition of toughness 

against probable attacks. Types of digital watermarking are 

visible or invisible. Using digital watermarking, copyright 

information can be implanted into the multimedia data. This 

is implemented by using some algorithms. Information such 

as number, images or text with special implication can be 

embedded. The purpose of this data can be for patent, covert 

communication, authenticity distinguishes of data file, etc. 

[3]. 

 Steganography word is originated from Greek 

words Steganós (Covered), and Graptos (Writing) which 

literally means “cover writing” [4]. Generally steganography 

is known as “invisible” communication. Steganography 

means to conceal the messages existence in another medium 

(audio, video, image, communication). Today‟s 

steganography systems use multimedia objects like image, 

audio, video, etc as cover media because people often 

transmit digital images over email or share them through 

other internet communication applications. It is different 

from protecting the actual content of a message. In simple 

words, it would be like that, hiding information into other 

information.  Steganography means is not to alter the 

structure of the secret message, but hides it inside a cover-

object (carrier object). After hiding process cover object and 

stego-object (carrying the hidden information object) is 

similar. So, steganography (hiding information) and 

cryptography (protecting information) are totally different 

from one another. Due to invisibility or hidden factor, it is 

difficult to recover information without knowning the 

procedure in steganography. Detecting procedure of 

steganography known as Steganalysis. 

DWT  

Discrete wavelet transforms skyline adhere the 

similar guidelines as discrete cosine transform. To transform 

digital image in wavelet transform, Wavelet rakes are 

used.Many rakes are available, the most usage rakes for 

watermarking are daubechies bi-orthogonal rake, haar 

wavelet rake and daubechies orthogonal rake. Every rake 

can dissolve the digital image into many frequencies. Now 

representation of four frequencies in digital image obtained 

by the rot of single level [5]. These four frequency 

representations are LL, LH, HL, HH sub-bands. The LH, 

HL, and HH sub-band shows the slender scale wavelet 

element in which the LL sub-band shows the poor level 

element that is less frequency element of the digital image 

[6]. To gain the highest level of rot the LL sub-band can be 

dissolved again. Now for the application this rot can subsist 

until the desired level of rot is obtained. To maintain the 

features of digital image the watermark can also be 

embedded in the three sub-bands LH, HL, and HH. The LL 

sub-band is milder to human eyes [7]. Discrete wavelet 

transform is very suitable for dissolving the digital image. 

The wavelet transform, for which waves are differently 

model, discrete wavelet transform can be defined. The profit 

of discrete wavelet transforms compare to the Fourier 

transform is its capability of producing provisional conation 

and now it holds both location information and frequency 

data. Mother wavelet is responsible for causing the 

renditions and elucidation of the wavelets. Discrete wavelet 

transforms counts the both high and low frequency elements 

by dividing the digital image into its separate frequency 

elements. Now for the edge quest the high frequency 

elements bequeath. On the other hand the low frequency 

components are a new divided into both high and low 

frequency components. The watermarking aim is being by 

the high frequency elements like as the human eye is mild 

on the edge diversity [8]. 

Least Significant Bit: Old popular technique 

embeds the watermark in the LSB of pixels. This method is 

easy to implement and does not generate serious distortion 

to the image; however, it is not very robust against attacks. 

The embedding of the watermark is performed, choosing a 

subset of image pixels and substituting the least significant 

bit of each of the chosen pixels with watermark bits. The 

watermark may be spread throughout the image or may be 

in the select locations of the image. But these primitive 

techniques are vulnerable to attacks and the watermark can 
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be easily destroyed. Such an approach is very sensitive to 

noise and common signal processing and cannot be used in 

practical applications. [9] 

II. LITERATURE SURVEY 

Swamy T N (2014) et al presents that  Digital watermarking 

is an essential method to unseen secret messages or 

copyright notices is adding  to image forms, digital audio, or 

image. In this paper, it present a novel method for digital 

image watermarking for the purpose of the actual time 

application purpose. It has effectively implemented the 

method of digital watermarking with digital images based 

on the 2-level Discrete Wavelet Transform and compared 

the presentation of the offered technique with 3-Level and 2-

Level and 1-Level Discrete Wavelet Transform applying the 

peak signal parameter to the noise ratio. To create the 

watermark significant knowledge  and to robust, preserve 

visual a 2-Level Discrete wavelet transform used as the 

transform domain for both secret image and the carrier 

image. The watermark is fixed in the carrier image applying 

the  Alpha blending method and implemented using Matlab 

Simulink. [10] 

Weimin Yang (2013) et al presents that Digital 

image watermarking is a useful result to the problem of 

network security, security knowledge and copyright. In this 

paper, we suggest a watermarking procedure for color image 

based DWT and HT. A binary image as watermark is 

embedded in the blue component or green component of the 

color image. The algorithm can fulfill the robustness and 

transparence of the watermarking scheme very well. The 

research is based on the demonstrates algorithm that the 

watermarking is robust to the public signal processing 

method including mosaic, JPEG compressing, adding noise, 

and low pass filter. [11] 

Jatinder Kaur (2013) et al present that 

Steganography is the science and art of writing unseen data 

in such a way that one rejection, apart from the sender and 

intended receiver, suspects the reality of the data, a form of 

security through obscurity. It is an emerging area which is 

used for secured document transmission over any public 

media. In this study a new method of image steganography 

based on the Least Significant Bit (LSB) insertion and RSA 

encryption method for the lossless JPEG images has been 

suggested. In this paper, it present a method of the achieving 

capacity of maximum embedding in an image in a way that 

maximizes neighboring pixels possible are examined for 

their frequencies, to determine the knowledge amount to be 

added in each pixel. The method offers a seamless insertion 

of a document into the carrier image and lessens the error 

assessment and artifacts insertion required for a minimal. It 

explained the method with the help of an investigational 

estimation on a prototype implementation of the proposed 

model. [12]  

Manu Devi (2014) et al present that This paper 

proposes an improved least Significant bit (LSB) based 

Steganography method for the images imparting better 

knowledge safety for hiding secret knowledge in images. 

There is a big variety of the steganography methods few 

have more complex than others and each of them have 

respective weak and strong points. In this paper, it present 

enhanced steganalysis approaches, based on the most 

reliable detectors of thinly-spread least Significant bit 

steganography presently known, aiming on the case when 

the grayscale Bitmaps are used as the cover images.[13] 

III. PROPOSED METHODOLOGY 

In the proposed work, we take an original RGB image, then 

split into R, G, B element. We take red element for further 

processing. We categorized proposed work into four 

methods: RSA, LSB, DWT and SVD. 

RSA Algorithm 

In this algorithm, we encrypt data using public key and 

decrypt data using private key. 

1) Select two distinct prime numbers p and q. 

For security purposes, the 

integers p and q should be chosen at random, and 

should be of similar bit-length. Prime integers can 

be efficiently found using a primality test. 

2) Find n = p*q. 

Where n is used as the modulus for both the public 

and private keys. Its length, usually expressed in bits, is 

the key length. 

3) Find φ(n) = φ(p)φ(q) = (p − 1)(q − 1) = n - (p + q -

1), where φ is Euler's totient function. This value is 

kept private. 

4) Select an integer e such that 1 < e < φ(n) and gcd(e, 

φ(n)) = 1; i.e., e and φ(n) are coprime. 

where e is released as the public key exponent. 

e having a short bit-length and small Hamming 

weight results in more efficient encryption – most 

commonly 2
16

 + 1 = 65,537. However, much 

smaller values of e (such as 3) have been shown to 

be less secure in some settings.  

5) Calculate d as d ≡ e
−1

 (mod φ(n)); i.e., d is 

the modular multiplicative inverse of e (modulo 

φ(n)). Where d is kept as the private key exponent. 

Least Significant Bit (LSB)- For hiding 

information inside the images, the LSB (Least Significant 

Byte) method is usually used. To a computer an image file is 

simply a file that shows different colors and intensities of 

light on different areas of an image. The best type of image 

file to hide information inside is a 8 Bit image. 

Discrete Wavelet Transform (DWT)- A signal 

splits into two parts, usually high frequencies and low 

frequencies. This process is continuing until the signal has 

been entirely decomposed or stopped before by the 

application at hand. For compression and watermarking 

applications, generally no more than four decomposition 

steps are computed. Furthermore, from the DWT 

coefficients, the original signal can be reconstructed. The 

reconstruction process called the inverse DWT (IDWT). 

Singular Value Decomposition (SVD)- SVD of an 

image M with dimensions m x m is given by: M = USVT 

Where, U and V are orthogonal matrices and S known as the 

singular matrix is a diagonal matrix carrying non-negative 

singular values of matrix M. The columns of U and V are 

called left and right singular vectors of M, in that order. 

They mainly specify the geometry details of the real image. 

Left singular matrix, i.e., U represents the horizontal details 

and right singular matrix, i.e., V represents the vertical 

details of the real image. 
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A. Steganography Algorithm 

 
Fig. 1: Block Diagram of Steganography Process 

B. Embedding Process: 

 

Fig. 2: Block Diagram of Embedding Process 

C. Extraction Process: 

 
Fig. 3: Block Diagram of Extraction Process 

 Proposed Algorithm 

     The methodology operates on the basis of the steps 

below: 

1) Steganography Algorithm 

 Select an original RGB image of size M*N as an 

input. 

 The message to be hidden is embedded in the Red 

image. 

 Apply RSA algorithm to encrypt and decrypt 

message: 

Pk=p*q; 

Phi=(p-1)*(q-1) 

Where pk=public key, p and q are two prime 

numbers 

 Assume Alice needs to send Bob a bit pattern, or 

number, m such that m < n. 

 To encrypt the message, Alice uses Bob‟s public 

key and determines the cipher text „c‟ as: c =  me 

mod n  

 Calculate LSB of every pixel of red image. 

 Perform LSB on the red image to embed text into 

the original RGB image. 

LSB = mod((I(i,j)), 2); 

Where LSB is the  Least Significant Bit, I is 

Encrypted image and i, j is size of the image 

 Put back LSB of the red image with each bit of 

secret message one by one. 

2) Embedding Algorithm of Watermarking: 

 Select a stego image as a cover image and 

Watermark image. 

 Perform DWT on the stego image and watermark 

image to decompose it into four non-overlapping 

multi-resolution coefficient sets: 

h_LL,h_LH,h_HL,h_HH and 

w_LL,w_LH,w_HL,w_HH 

 Apply SVD on three levels preceded by discrete 

wavelet transform on both the images. 

 Take three parameters S,U,V where S is singular 

matrix and U,V are orthogonal matrices. Perform 

SVD on h_LL coefficient of stego image. 

[U_imgr1,S_imgr1,V_imgr1]= svd(red1) 
[U_imgg1,S_imgg1,V_imgg1]= svd(green1) 
[U_imgb1,S_imgb1,V_imgb1]= svd(blue1) 

 Estimate SVD on w_LL coefficient of watermark 

image. 

[U_imgr2,S_imgr2,V_imgr2]= svd(red2) 
[U_imgg2,S_imgg2,V_imgg2]= svd(green2) 
[U_imgb2,S_imgb2,V_imgb2]= svd(blue2) 

 Combine Singular matrices of three components 

with scaling factor 0.1 

S_wimgr=S_imgr1+(0.10*S_imgr2) 

S_wimgg=S_imgg1+(0.10*S_imgg2 

S_wimgb=S_imgb1+(0.10*S_imgb2); 

 Embed Singular matrices with orthogonal matrices 

for final watermark image with below formula: 

W=USV‟ 

wimgr = U_imgr1*S_wimgr*V_imgr1' 

wimgg = U_imgg1*S_wimgg*V_imgg1' 
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wimgb = U_imgb1*S_wimgb*V_imgb1' 

 Perform the inverse DWT (IDWT) on the DWT 

transformed image, to obtain the watermarked 

original image on four coefficients: 

newhost_LL,h_LH,h_HL,h_HH 

3) Extraction Algorithm of Steganography and 

Watermarking 

 To decrypt the message, Bob uses Bob‟s private 

key and determines the plain text, m as:  

m = c
d
 mod n ; where d is decrypted , c is cipher 

text, m is plain text 

 Decrypt text from the watermarked image using 

RSA decryption algorithm. 

 Extract watermark after applying noise and rotation 

attack on the watermarked image. 

 Calculate Peak Signal Noise Ratio (PSNR)  and 

Mean Square Error (MSE) value of watermarked 

and cover image. 

   ( )  
 

 
          

 

 
∑ (    ) 

 

   
 

              Where x is cover image, x^ is watermarked image, 

N is the size of  the cover image 

    ( )  
         ((      ( )   ))

   ( )
 

Where m is the  maximum value of the cover image 

 
Fig. 4: Image Dataset 

1) Read Original RGB Image: 

 
Fig. 5: Cover Image 

2) Enter the Text 

 
Fig. 6: Show Secret Data 

3) Encrypted Data is inserted into the image 

 

Fig. 7: Stego Image 

4) Take Stego Image as a Cover Image and also take 

watermark image 
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Fig. 8: Cover Image and Watermark Image 

 

5) Embedded Image: 

 
Fig. 9: Watermarked Image 

6) Apply Attacks on Watermarked Image: 

 
Fig. 10: (a) Noise Attack on Watermarked Image with 0.01 

density, (b) Recovered Image,(c) Extracted Image (d) 

Rotation Attack at 10 ᵒ, (e) Recovered Image (f) Extracted 

Image 

IV. RESULT ANALYSIS 

Cover 

Image 

Watermarked 

Image 

Base 

PSNR 

Proposed 

PSNR 

(a) (a) 26.91 50.169 

(b) (b) 27.73 50.167 

(c) (c) 23.84 50.12 

(d) (d) 22.31 50.10 

(e) (e) 24.88 50.11 

(f) (f) 28.81 50.30 

(g) (g) 28.65 50.30 

(h) (h) 30.57 50.12 

(i) (i) 23.89 50.12 

(j) (j) 28.64 50.11 

(k) (k) 29.77 50.12 

(l) (l) 28.20 50.12 

Table 1: PSNR Comparison between Base System and 

Proposed System 

Cover 

Image 

Watermarked 

Image 

Base 

MSE 

Proposed 

MSE 

(a) (a) 4.40 0.63 

(b) (b) 4.05 0.630 

(c) (c) 5.99 0.637 

(d) (d) 6.98 0.639 

(e) (e) 5.39 0.638 

(f) (f) 3.64 0.610 

(g) (g) 3.76 0.61 

(h) (h) 3.055 0.637 

(i) (i) 5.95 0.636 

(j) (j) 3.70 0.636 

(k) (k) 3.311 0.637 

(l) (l) 3.87 0.637 

Table 2: MSE Comparison between Base System and 

Proposed System 

 

Graph 1: PSNR Value Comparison between Base System 

and Proposed System 

 
(a)Cover Image                         (b) Watermark Image 
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Graph 2: MSE Value Comparison between Base System and 

Proposed System 

V. CONCLUSION 

The paper proposed a new method for data security and 

robustness. It presents an enhanced combination of 

steganography and watermarking  technique for embedding 

secret message bit in least significant byte of non adjacent, 

and encrypt message with the help of the RSA encryption 

algorithm for better security. In digital watermarking, we 

used stego image as a cover image and watermark image, 

then we get embedded image using the combination of 

DWT and SVD method. After that, we extract the secret 

data from the watermarked image using RSA decryption 

algorithm. Finally, we improved results in terms of the peak 

signal noise ratio (PSNR), it is reached to 51%.The main 

aim of this paper is to present a solution that is secure 

strong, efficient and to build it very hard for the human eye 

to forecast and notice the existence of any hide data inside 

the original RGB image. In future the algorithm is capable 

to be experienced with the transform methods. 
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