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Abstract— In this paper, we aim to design one or more 

jammers in wireless sensor networks using ns3 and we also 

analyze its effect in network. Here we use the tool ns3 

because it‘s one of the popular simulating tool and cost 

efficient tool which is open source. The main thing behind 

using ns3 is that we cannot manually implement and check 

our project each and every time , to analyze our model we 

simulating tools such as ns2,ns3 etc.. First we list some of 

the sources where we can download ns3. Secondly we 

discuss how to build wireless network and introducing 

jammers into network. Finally we end up with a discussion 

of implementing a framework for minimizing errors and 

localizing jammers in wireless network which is a beautiful 

concept. This concept came into my mind while 

implementing jammers using ns3. 
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I. INTRODUCTION 

In this work we focus on developing a simple wireless 

network using ns3 analyze it and then introducing jammers 

into network for analysis. Current jammer-localization 

approaches mostly rely on parameters derived from the 

affected network topology, such as packet delivery ratios 

[1], neighbor lists [2], and nodes‘ hearing ranges [3]. Ns-3 is 

a discrete-event network simulator in which the simulation 

core and models are implemented in C++. ns-3 is built as a 

library which may be statically or dynamically linked to a 

C++ main program that defines the simulation topology and 

starts the simulator. Ns-3 also exports nearly its entire API 

to Python, allowing Python programs to import an ―ns3‖ 

module in much the same way as the ns-3 library is linked 

by executables in C++.  

There are several important resources of which any 

ns-3 user must be aware. The main web site is located at 

http://www.nsnam.org and provides access to basic 

information about the ns-3 system. Detailed documentation 

is available through the main web site at 

http://www.nsnam.org/documentation/. You can also find 

documents relating to the system architecture from this 

page. Up to this point, we have used either the build.py 

script, or the bake tool, to get started with building ns-3. 

These tools are useful for building ns-3 and supporting 

libraries, and they call into the ns-3 directory to call the Waf 

build tool to do the actual building. Most users quickly 

transition to using Waf directly to configure and build ns-3. 

So, to proceed, please change your working directory to the 

ns-3 directory that you have initially built. We typically run 

scripts under the control of Waf. This allows the build 

system to ensure that the shared library paths are set 

correctly and that the libraries are available at run time. To 

run a program, simply use the --run option in Waf. Let‘s run 

the ns-3 equivalent of the ubiquitous hello world program by 

typing the following: $. /waf --run hello-simulator Waf first 

checks to make sure that the program is built correctly and 

executes a build if required. Waf then executes the program, 

which produces the following output. 

If you see Waf messages indicating that the build 

was completed successfully, but do not see the ―Hello 

Simulator‖ output, chances are that you have switched your 

build mode to optimized in the Building with Waf section, 

but have missed the change back to debug mode. All of the 

console output used in this tutorial uses a special ns-3 

logging component that is useful for printing user messages 

to the console. Output from this component is automatically 

disabled when you compile optimized code – it is 

―optimized out.‖ First, jamming signals are embedded in the 

regular network traffic. The commonly used received signal 

strength (RSS) measurement associated with a packet does 

not correspond to JSS. To overcome this challenge, we 

devise a scheme that can effectively estimate the JSS 

utilizing the measurement of the ambient noise floor, which 

is readily available from many commodity devices (e.g., 

MicaZ motes). Our experiments using MicaZ motes with 

multiple sender receiver pairs confirm the feasibility of 

estimating JSS under various network traffic conditions. 

To overcome these challenges and increase the 

localization accuracy, we formulate the jammer localization 

problem as a non-linear optimization problem and define an 

evaluation metric as its objective function. The value of 

evaluation metric reflects how close the estimated jammers‘ 

locations are to their true locations, and thus we can search 

for the best estimations that minimize the evaluation metric. 

In Internet jargon, a computing device that connects to a 

network is called a host or sometimes an end system. 

Because ns-3 is a network simulator, not specifically an 

Internet simulator, we intentionally do not use the term host 

since it is closely associated with the Internet and its 

protocols. Instead, we use a more generic term also used by 

other simulators that originates in Graph Theory— the node. 

Our concept show that our localization error minimizing 

framework not only can improve the estimation accuracy of 

localizing one jammer compared to prior work [3], but also 

can estimate the positions of multiple jammers 

simultaneously, making it especially useful for identifying 

unintentional radio interference caused by multiple wireless 

devices or a few malicious and collaborative jammers. 

Typically, computer software is divided into two broad 

classes. System Software organizes various computer 

resources such as memory, processor cycles, disk, network, 

etc., according to some computing model. System software 

usually does not use those resources to complete tasks that 

directly benefit a user. 

A user would typically run an application that 

acquires and uses the resources controlled by the system 

software to accomplish some goal. In the real world, one can 

connect a computer to a network. Often the media over 
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which data flows in these networks are called channels. 

When you connect your Ethernet cable to the plug in the 

wall, you are connecting your computer to an Ethernet 

communication channel. In the simulated world of ns-3, one 

connects a Node to an object representing a communication 

channel. Here the basic communication sub network 

abstraction is called the channel and is represented in C++ 

by the class Channel. In ns-3 the net device abstraction 

covers both the software driver and the simulated hardware. 

A net device is ―installed‖ in a Node in order to enable the 

Node to communicate with other Nodes in the simulation 

via Channels. Just as in a real computer, a Node may be 

connected to more than one Channel via multiple Net 

Devices. 

II. BUILDING WIRELESS NETWORK 

In this section we first build our wireless network step-by-

step using ns3 which is written in c++ code, code is as 

follows. The code proper starts with a number of include 

statements. 

#include "ns3/core-module.h" 

#include "ns3/network-module.h" 

#include "ns3/internet-module.h" 

#include "ns3/point-to-point-module.h" 

#include "ns3/applications-module.h" 

Before starting to write a code you have to first list 

some of the essential libraries that is required by the 

program. Next you have to specify the name of the log 

component in which logging information will be stored by 

that name. Next declare the values and variables ,specify the 

nodes to be created essential node information and their 

definitions is given below: 

 Unaffected node: A node is unaffected if it can 

communicate with all of its neighbors.          

 Jammed node: A node is jammed if it cannot 

communicate with any of the unaffected nodes. 

 Boundary node: A boundary node can 

communicate with part of its neighbors but not 

from all of its neighbors. 

The underlying MRG32k3a generator provides 

2^64 independent streams. In ns-3, these are assigned 

sequentially starting from the first stream as new 

RandomVariableStream instances make their first call to 

GetValue(). As a result of how these 

RandomVariableStream objects are assigned to underlying 

streams, the assignment is sensitive to perturbations of the 

simulation configuration. The consequence is that if any 

aspect of the simulation configuration is changed, the 

mapping of Random Variables to streams may (or may not) 

change. As a concrete example, a user running a 

comparative study between routing protocols may find that 

the act of changing one routing protocol for another will 

notice that the underlying mobility pattern also changed. 

Starting with ns-3.15, some control has been provided to 

users to allow users to optionally fix the assignment of 

selected RandomVariableStream objects to underlying 

streams. This is the Stream attribute, part of the base class 

RandomVariableStream.rest of the nodes that remained in 

grey dots are unaffected nodes, and they can still 

communicate with all their neighbors. 

In this section, we provide an overview of some 

helper classes that have been created to ease the 

configuration of the data collection framework for some 

common use cases. The helpers allow users to form 

common operations with only a few statements in their C++ 

or Python programs. But, this ease of use comes at the cost 

of significantly less flexibility than low-level configuration 

can provide, and the need to explicitly code support for new 

Probe types into the helpers. 

The ns-3 CSMA device models a simple network 

in the spirit of Ethernet. A real Ethernet uses CSMA/CD 

(Carrier Sense Multiple Access with Collision Detection) 

scheme with exponentially increasing back off to contend 

for the shared transmission medium. The ns-3 CSMA device 

and channel models only a subset of this. Just as we have 

seen point-to-point topology helper objects when 

constructing point-to-point topologies, we will see 

equivalent CSMA topology helpers in this section. The 

appearance and operation of these helpers should look quite 

familiar to you. 

III. INTRODUCING JAMMING SIGNALS 

 
Fig. 1: Network node classification due to jamming 

Received signal strength (RSS) is one of the most widely 

used measurements in localization. For instance, a Wi-Fi 

device can estimate its most likely location by matching the 

measured RSS vector of a set of Wi-Fi APs with pre-trained 

RF fingerprinting maps [10] or with predicted RSS maps 

constructed based on RF propagation models [11]. However, 

obtaining signal strength of jammers (JSS) is a challenging 

task mainly because jamming signals are embedded in 

signals transmitted by regular wireless devices. The 

situation is complicated because multiple wireless devices 

are likely to send packets at the same time, as jamming 

disturbs the regular operation of carrier sensing multiple 

access (CSMA). For the rest of this paper, we refer the 

regular nodes‘ concurrent packet transmissions that could 

not be decoded as a collision. 

void PlotProbe (const std::string &typeId, 

 const std::string &path, 

 const std::string &probeTraceSource, 

 const std::string &title); 

It may happen that, due to the processing inherent 

in the execution of simulation events that the simulator 

cannot keep up with real-time. In such a case, it is up to the 

user configuration what to do. There are two ns-3 attributes 

that govern the behavior. The first is ns3:: 

RealTimeSimulatorImpl::SynchronizationMode. The two 

entries possible for this attribute are BestEffort (the default) 

or HardLimit. In ―BestEffort‖ mode, the simulator will just 

try to catch up to real-time by executing events until it 

reaches a point where the next event is in the (real-time) 

future, or else the simulation ends. In BestEffort mode, then, 

it is possible for the simulation to consume more time than 

the wall clock time. The other option ―HardLimit‖ will 
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cause the simulation to abort if the tolerance threshold is 

exceeded. This attribute is ns3:: 

RealTimeSimulatorImpl::HardLimit and the default is 0.1 

seconds. To study how well Algorithm 3 estimates JSS with 

a various number of colliding sources and the network 

traffic, we increased the number of senders sequentially 

from 0 to 8, and summarized the estimated ANFs in all four 

scenarios (in Figure 5): no jammer, 1 jammer, 2 jammers, 

and 3 jammers. In general, the increase of the senders does 

not have much influence on the correctiveness of ambient 

noise floor estimation in all cases. Sender 1 transmitting at 5 

packets per second did show a higher variance of estimation. 

That is caused by its low ambient noise sampling rate. 

 
Fig. 3: One jammer 

IV. SYSTEM ANALYSIS 

The above chapters introduced you to various ns-3 

programming concepts such as smart pointers for reference-

counted memory management, attributes, namespaces, 

callbacks, etc. Users who work at this low-level API can 

interconnect ns-3 objects with fine granulariy. However, a 

simulation program written entirely using the low-level API 

would be quite long and tedious to code. For this reason, a 

separate so-called ―helper API‖ has been overlaid on the 

core ns-3 API. If you have read the ns-3 tutorial, you will 

already be familiar with the helper API, since it is the API 

that new users are typically introduced to first. In this 

chapter, we introduce the design philosophy of the helper 

API and contrast it to the low-level API. If you become a 

heavy user of ns-3, you will likely move back and forth 

between these APIs even in the same program. Jammer 

transmitted at a power level of −38 dBm, and affected about 

20 boundary nodes. To examine the impact of an inaccurate 

estimation of PJ, we set the estimated jamming power Pj to 

−25 dBm, much larger than the true jamming power. To get 

enough resolution, we set the grid step to 0.5m and in total 

calculated 360, 000 data points for each network topology. 

We chose two representative network topologies from which 

we drew the following observations. 

Despite the inaccurate estimation of jamming 

power, the global minimum of ez is close to the true location 

of the jammer, suggesting that the estimated location that 

minimizes ez is a relatively accurate estimation of a 

jammer‘s position, even if the estimated jamming power is 

inaccurate. 

At each boundary node (marked by blue circles in 

Figure), ez reaches its local maximum. This is because that 

at boundary node i, di is close to 0, which makes log (di) 

approaches infinity and causes Xσi to be an outlier. As a 

result, the estimated standard deviation (ez) of Xσ is large. 

 

Interestingly, ez is not strictly proportional to ed. 

Although when the estimated location is in the close vicinity 

of the true value, the smaller ed is, the smaller ez becomes. 

When the estimated location increases to more than 100m, 

the larger ed, the smaller ez. This is because when the 

estimated jammers‘ locations are further away from the 

boundary nodes, their distances to all the boundary nodes 

become larger than the real ones. In turn, all the estimated 

random attenuation { ˆXσi} at each boundary node are 

consistently over-estimated and their standard deviation 

becomes smaller than the ones when part of { ˆXσi} are 

overestimated and part of { ˆXσi} are underestimated. 

Software testing may be loosely defined as the 

process of executing a program with the intent of finding 

errors. When one enters a discussion regarding software 

testing, it quickly becomes apparent that there are many 

distinct mind-sets with which one can approach the subject. 

For example, one could break the process into broad 

functional categories like ‗‘correctness testing,‖ 

‗‘performance testing,‖ ‗‘robustness testing‖ and ‗‘security 

testing.‖ Another way to look at the problem is by life-cycle: 

‗‘requirements testing,‖ ‗‘design testing,‖ ‗‘acceptance 

testing,‖ and ‗‘maintenance testing.‖ Yet another view is by 

the scope of the tested system. In this case one may speak of 

‗‘unit testing,‖ ‗‘component testing,‖ ‗‘integration testing,‖ 

and ‗‘system testing.‖ These terms are also not standardized 

in any way, and so ‗‘maintenance testing‖ and ‗‘regression 

testing‖ may be heard interchangeably. Additionally, these 

terms are often misused. 

The essential purpose of testing is to determine that 

a piece of software behaves ‗‘correctly.‖ For ns-3 this means 

that if we simulate something, the simulation should 

faithfully represent some physical entity or process to a 

specified accuracy and precision. It turns out that there are 

two perspectives from which one can view correctness. 

Verifying that a particular model is implemented according 

to its specification is generically called verification. The 

process of deciding that the model is correct for its intended 

use is generically called validation. 

V. CONCLUSION 

You can use many simulations tools to develop and 

understand concept like and you can also verify that frame 

work which we have discussed above can be improved in 

efficient manner to minimize error and localizing jammers 

in wireless network. In many research cases, users will not 

be satisfied to merely adapt existing models, but may want 

to extend the core of the simulator in a novel way. We will 

use the example of adding an Error Model to a simple ns-3 

link as a motivating example of how one might approach 

this problem and proceed through a design and 

implementation. 
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