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Abstract— Security of the secret information has been a 

challenge when the huge volume of data is exchanged on the 

internet. Steganography is one of the technique used for 

concealing information inside an image. Cryptography is a 

technique which converts the data or plain text into an 

unreadable form. Visual secret sharing is the technique that 

divide the secret image into n several shares. Each share 

holds some information and when the shares are 

superimposed, a hidden secret image is revealed. It is totally 

different from the traditional cryptography, because for 

decrypting the secret image, it does not require any complex 

computation. The advantage of visual cryptography is that if 

any one captures a share then single share would not 

disclose anything about the data. This paper presents a 

review on various Steganography and visual cryptography 

techniques that is employed for information concealing. The 

main objective is to find out a method, which can conceal a 

large quantity of data in image.  
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I. INTRODUCTION 

Information security is a big problem while exchanging a 

data in an open network, as internet is not only a single 

network it is worldwide collection of network. It is not 

restricted by any geographical, national or international 

boundaries; it means anyone can access it from any part of 

the world. Although it is very useful for various purposes 

but there is a risk associated with security of the information 

which is transfer through the internet. Anyone can hack the 

information and then make misuse from that or corrupt it or 

we can say that anyone can destroy the information if it is 

not fully secured or protected. A secure transfer of 

knowledge is greatly achieved by Steganography and 

Cryptography. Generally Steganography is known as 

“invisible” communication. Steganography is a powerful 

security tool that has a high level of security, significantly 

once it is combined with encryption [1]. Steganography 

word is invented from Greek words Steganós (Covered), and 

Graptos (Writing) which exactly means “cover writing” [2]. 

Steganography is the art of concealing secret information in 

a cover. The cover can be audio, text, image, video, etc. 

concealment information by inserting secret data into an 

innocuous medium is commonly referred to as 

Steganography. Steganography will be applied 

electronically by taking a secret message (a binary file) and 

any type of cover (often a sound or image file) and 

combining both to find a “stego-object”. The utilization of 

Steganography together with visual cryptography could be a 

secure model and adds lots of challenges to distinguishing 

such hidden and encrypted knowledge [3]. There are 

specific terms that are commonly used by the information 

hiding committees. Throughout this paper, the term „cover 

image‟ is used to describe the selected image to hide the 

secret data. The image with embedded information is 

characterized as „stego-image‟. The detection of 

Stegnographically encoded package is called Steganalysis. 

The survey was conducted on various Steganography 

techniques which are very helpful and useful for providing 

better information security along with some visual 

cryptography techniques. For providing security to these 

data basically there are two techniques 

 Cryptography 

 Steganography 

A. Cryptography 

Cryptography is a technique which converts the data into an 

unreadable form. There are two process of cryptography- 

 Encryption 

 Decryption 

B. Steganography 

Steganography is the art & science of hiding messages, 

image or file within another message, image or file. So 

Steganography is an attempt to hide the existence of the 

hidden information. In Steganography, the possible cover 

mediums are images, audio, video, text which will hold the 

hidden information. Together the cover medium and the 

hidden message create a stego-carrier. 

cover medium + message + key = stego-medium  

 
Fig. 1: Classifications of Stenographic techniques 

 
Fig. 2: Steganography process 

C. Visual Cryptography 

In 1994 Naor & Shamir [4] proposed a new cryptography 

area called visual cryptography. The idea of visual 
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cryptography model is to split a secret image into random 

shares which separately reveal no information about the 

secret image. The secret image can be recovered by 

superimposing the shares. Where the decryption is done by 

the human visual system. Hence, there is no need of any 

complex cryptographic function for decryption. In Visual 

cryptography, the secret image is hidden into two or a lot 

images which are called shares or cover images. Visual 

cryptography can be used in many applications like 

transmitting financial documents, banking applications, 

remote electronic voting applications, authentication & 

validation. More recent applications are in the field of 

biometrics such as face privacy, iris authentication & 

fingerprint scanning. Biometric information in the form of 

facial, fingerprint and signature images can be kept more 

secret by splitting into shares, which may be distributed for 

safety to a number of parties.  

D. Image Halftoning 

A halftone image is formed from of a series of dots instead 

of continuous tone. These dots can be completely different 

sizes, completely different colors, and generally even 

completely different shapes. 

 
Fig. 3: Working of (2, 2) Visual Cryptography scheme 

II. LITERATURE SURVEY 

This section describes the previous work which had been 

done for data hiding. 

A. Steganography 

Mehdi Hussain et al., (and other) [1] critically analyzed 

various Steganography techniques and also covered 

Steganography overview, its major types, classification and 

application. 

Rahul Joshi et al, [9] introduced the concept of 

Steganography using LSB method. This method is easy to 

implement but has some disadvantages. One of the major 

disadvantage is that intruder can change LSB bit of all 

image pixels. Hidden message will be destroyed by 

changing the image quality. It is not immune to noise and 

compression technique. 

Shivani kundra and Nishi madaan, [10] performed 

analysis of different image Steganography techniques and 

their comparison is done. They found that performance of 

the Hash-LSB would be more secure than other techniques 

and RSA algorithm itself is very secure that no one can 

break it easily 

In [11] author proposed a new method for hiding 

the information that is instead of hiding data only in least 

significant bit, hide the data in combination of LSBs. Pairs 

of bits has been selected to replace with the data bits. 

Performance of a new method is evaluated by some 

parameters like PSNR, MSE and Standard deviation. 

LSB(1,2) bit pair is better than LSB(2,3) as secret message 

is less visible in LSB(1,2) and by analyzing the values of 

various parameters quality is also better than LSB(2,3). 

Firas A. Jassim, [5] proposed method to hide the 

secret message inside the cover image using five modulus 

method. The main advantage of that novel algorithm is to 

keep size of cover image constant while secret message 

increased in size. 

Chaithra h et al., [3] developed proposed system is 

to hide message using FMM along with genetic algorithm 

and Visual Cryptography to ensure improved security and 

reliability. The major merit of that system is to increase the 

embedding capacity and secure the information. 

In [12] author provides overview of image 

Steganography and its technique. Author fully analyzed that 

which technique is best for high level of invisibility. 

Comparison of different image Steganography algorithm has 

been discussed based on certain requirements. Some 

technique lacks in robustness while other lacks in payload 

capacity. While some techniques provide more security and 

some become difficult to implement. 

In [13] author proposed edge detection method to 

hide the data into the color images. In this method edge 

detection, Randomization of edge, encoding text data, 

decoding text data were the four phases to be performed. 

Edges were detected using 3*3 window and encode text data 

into the blue component of sorted edge pixels. Text data can 

be recovered from encoded image. This method comes 

under spatial domain technique and result in high data 

embedding capacity. Edges could hide more data without 

losing the quality of image. This method also results in good 

quality of encoded image I. 

B. Visual Cryptography 

In 1994[4], Naor & Shamir, proposed visual cryptography 

scheme. In this secret image is divided into exactly two 

shares & both shares are required for the decryption process. 

In this, the shares generated are meaningless and is used for 

black & white images only.     

Until the year 1997, visual cryptography schemes 

were applied to solely black & white pictures. Initial colored 

visual cryptography theme was developed by Verheu l & 

Tilborg [7]. The disadvantage of this theme is that they use 

purposeless shares to cover the key image & the standard of 

the recovered plain text is unhealthy. 

In 2002, Nakajima & Y. Yamaguchi [8], projected 

a system that take a three photos as associate input & 

generates 2 pictures that correspond to 2 of the three input 

photos. The third image is recovered by stacking the 2 

output pictures along. While the previous researchers mainly 

concentrate on binary pictures like text pictures this paper 

uses the EVC theme appropriate for natural pictures like 

photography. 

In 2003, Hou [14] proposed another color VC 

scheme. Supported the halftone technique & color 

decomposition, it decomposes the secret image into three 

colors C, M & Y. By manipulating the three colors values, 

the color pixels within the secret image can be represented. 

In [15] author proposed aunique approach for 

concealment knowledge in color images by combining 

Steganography and extended visual cryptography. In Visual 

cryptography secret images are partitioned into n range of 

shares for concealment informationin color images, this 
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paper utilizes text embedding algorithm and then for share 

creation which is a visual cryptography part, utilizes VIP 

synchronization & error diffusion technique. VIP 

synchronization, this scheme, keep possession of place of 

pixels having visual information of original images & error 

diffusion technique is employed to produce share of good 

quality. 

In [16] author introduced a novel concept for 

conceal data in color images by integrating Steganography 

and extended visual cryptography. For share generation this 

paper uses the visual information pixel synchronization. VIP 

synchronization preserves the positions of pixels carrying 

visual information of original images throughout the color 

channels and error diffusion generates shares satisfying to 

human eyes. 

III. CRITICAL ANALYSIS 

Lit. 

Ref. 

Image 

Steganography 

Techniques 

Description Advantage 

[17] 

Extension of 

LSB(Least 

significant bit) 

Compression algorithm is used to maximize 

storage 

Capacity. 

Robust and efficient for hiding text 

and works efficiently for.bmp images. 

[18] Hash-LSB 
Uses a hash function to generate a pattern for 

hiding data bits in LSB. 

Hash-LSB with RSA increases the 

security of secret message. 

[19] 

LSB and 

DCT(Discrete 

Cosine 

Transform) 

Comparative Analysis of two techniques based on 

Security, PSNR. 

Peak signal to noise 

ratio is improved using 

LSB but security wise 

DCT is best 

[20] 

LSB with 

compression 

technique 

Preprocess data is embedded into the LSBs of the 

pixels. 

High image embedding capacity, 

sufficient payload and high security 

[21] 

IWT(Integer 

Wavelet 

Transform) 

Hide multiple secret images and keys in cover 

image. 

High quality of the stego image and 

having high PSNRvalues. 

[2] 
LSB 

replacement 

Generate cross platform and use selected pixel 

value to 

represent character. 

Increase message security and reduce 

the distortion rate. 

[13] 
Edge 

Detection 

Edges hide the data without altering the quality of 

image 

High embedding capacity and high 

quality of encoded image. 

[22] 
DCT (Discrete Cosine 

Transform) 

Hidden data can be distributed more evenly over 

the whole image in such a way as to make it more 

robust 

It is less robust 

than DWT and It does not maintain 

temporal information during 

transformation. 

[23] 
DWT (Discrete 

Wavelet Transform) 

Coefficients of the wavelets are altered with the 

noise within tolerable level. It has high flexibility. 

Many No of Coefficients are needed 

to account edge. 

Table 1: Comparison of Steganography Technique- 

IV. CONCLUSION 

This paper introduced Steganography and Visual 

Cryptography analyzed numerous techniques of 

Steganography, Steganography hides the message in order  

that intermediate persons cannot see the message. 

Completely different Steganography techniques have their 

own robust and weak points. So, it depends upon the size of 

image (8bit or 24bit) and type of image (jpeg, png, gif etc.), 

number of secret images& kind of share generated, that 

which technique is to be chosen. The LSB technique has 

additional concealment capability but is less robust than 

other alternative techniques like filtering and transform. On 

the other hand filtering and masking techniques is restricted 

to 24 bit and transform techniques are complex and slower. 

This paper covers review of Steganography and its various 

techniques of Steganography and visual cryptography used 

for data hiding. It has concluded from the literature review 

that there were certain limitations in the existing techniques 

related to data hiding and data security. So further research 

in the field is recommended to rectify those limitations. 
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