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Abstract— Nowadays ATMs are seen in more number of 

places like, near hospitals, near shopping malls, near 

educational institutions, near bus stops, etc. Automated 

Teller Machines (ATMs) are part of most of our lives which 

eases access to financial transactions without direct 

interaction with bank authorities. As the number of ATM 

installations are increasing, threats related to burglary in 

ATMs are also increasing. In current work we have 

developed a security system for ATMs which locks the door 

based on the abnormal actions performed by the consumer. 

Our proposed system deals with embedded system to lock or 

unlock the door depending upon the abnormal behaviour of 

the person inside ATM cabin by implementing Haar cascade 

classifier to detect human body and the video encountered in 

abnormal human behaviour will be sent to nearby police 

station and nearby bank by establishing Client-Server 

communication using Socket programming. 
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I. INTRODUCTION 

Dependency and trust on ATMs from the consumers has 

been consistent from previous three decades to meet their 

banking needs efficiently (1). ATMs are located mostly in 

public places where interventions are possible which likely 

to attract intruders (2). Since from the introduction of ATM 

in 1967 (2), perpetrators are developing strange ways to 

steal money from ATM.  

Retail Banking Research surveyed predicted that 

more than 2.2 million ATMs are expanded across the world 

by 2013 and supposed to exceed 3 million ATM 

deployments by 2016 (3). From the Fig.‟s included in ATM 

thefts (2) (4) shows that theft and stealing have high fraction 

of over 90% and the major cause of crime related to ATMs 

are increasing due to external ATM has been expanded and 

it is more often unprotected to crime (5). Attackers in the 

robbery are not limited for stealing cash in ATM but also 

included in obtaining consumer‟s personal identification 

number (PIN) by either forcefully or through any of Card 

and Currency fraud (6).According to survey conducted (4), 

regarding types of ATM thefts and the preventive measures 

to control these attacks includes video surveillance as the 

prior method. Human detection and monitoring his actions is 

the main objective of the proposed system to identify theft 

occurrence. Most of the crime scenes require further 

investigation to identify the person who is involved in theft, 

so in our current work the captured video will be sent to 

nearby police station and nearby bank by implementing 

Socket programming. 

This paper is organized as follows- section II 

includes proposed methodology with the brief description of 

hardware and software modules, followed by results in 

section III, and final section with the conclusion of the 

system. 

II. RESEARCH OBJECTIVES 

In the current work, embedded system has been designed in 

Keil µVision IDE to perform video processing in 

MATLAB® 7.10.0 (R2010a) software. The architecture of 

the proposed system is shown in Fig. 1. In our proposed 

system, initially manual switch is pressed to trigger the 

complete module composed of embedded system module 

and software module. In real-time environment this manual 

switch can be adopted as door button which can be used to 

trigger the system on door open. The clock within 

microcontroller is used to count the time after manual switch 

has been pressed, and if the person entered inside the ATM 

takes more than 20 seconds to finish his financial 

transactions, then the ATM cabin door will be locked. In 

this current work we have used nuvoTon W78E052D 8-bit 

microcontroller for controlling the embedded system. Once 

after door locks, the camera inside the ATM will start 

capturing the scenario inside the ATM. The obtained video 

will be processed to identify the abnormal actions of person 

by utilizing Haar cascade classifier. 

A. Hardware Module 

1) Microcontroller Board 

nuvoTon W78E052D 8-bit microcontroller is used with 

RS232 89V51RD2 flasher project board. This development 

board has 40 general purpose input output (GPIO) pins with 

on board power supply circuit, RS232 port for serial 

interface with computer and other serial devices, reset 

switch, power status LED and a general purpose switch and 

LED. This board is compatible with P89V51RD2 

microcontroller, which allows serial programming and can 

be programmed directly with this board through a serial 

communication (COM) port to a PC without the need for an 

external programmer. Developing the code for 

microcontroller is done in Keil µVision IDE Version 4.0.  

This board has MAX232 interface circuit for easy 

communication with computer and other serial devices. The 

schematic connections to development board with Magnetic 

door lock, LCD display, and relay board is shown in Fig. 2.  

2) Electromagnetic Lock 

The electromagnetic locks consist of an electromagnetic 

core and an armature plate. Electromagnetic core is 

constructed of a laminated steel-core surrounded with 

hundreds of turns of copper wire and armature plate is made 

with carbon free steel plate. Door frame will be attached 

with the electromagnet core and armature plate is to the 

door, a current passing 
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Fig. 1: Architecture Design of the Proposed System 

through the electromagnet field attracts the armature plate, 

holding the door locked. These locks require constant power 

since these don‟t have any interconnecting mechanical parts 

between electromagnet core and armature plate. 

3) LCD Display 

16×2 Liquid Crystal Display (LCD) can display 16 

characters per line and there are 2 lines. Each character is 

displayed in 5×7 pixel matrix. There are two kinds or 

registers namely Command and Data. The data register 

stores the data which is to be displayed on the LCD. The 

data will be ASCII value of the character. The command 

register stores command instructions such as initializing 

LCD, setting the cursor position, clearing the LCD display, 

etc. In our project LCD display has been used to view the 

current status of the system, for e.g. whether door is locked 

or not, robbery has occurred or not. 

 
Fig. 2: Schematic Diagram of Hardware Connections.

 

4) Push Button 

Push button switch consist of an electric switch mechanism 

for controlling some aspect of a process or mechanism. In 

our work push button is used to initialize the entire security 

system. 

5) Relay Board 

Relay board allows us to control the voltage supply for door 

lock mechanism. The Electromagnetic Lock which is used 

in our system requires 12V of current to lock the door, and 

thus relay controls the voltage supply by a low-power 

signal. 
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B. Software Module 

The captured video is processed to identify human. The 

video is captured using 5MP Logitech camera with the 

resolution of 240×320 in RGB format and capturing frame 

rate is 20 frames per second. The obtained video should be 

converted to gray sale format and later to binary format. In 

this module, background subtraction method (7) is used to 

find any foreground movement in the video clip. The frame 

obtained after background subtraction might contain either 

object or human body. We have to check whether the 

foreground frame has human body or not, by implementing 

Haar Classifier to detect human body. Haar classifier 

searches for Haar-like features (8) to identify the human 

body. Once after recognizing the human body, the next step 

is to identify his/her actions. The main component for most 

physical attack includes vault, where the cash is stored in 

cash cartridges as shown in fig. 1 (4). If the person entered 

into the ATM spends more time (more than 6 seconds i.e. 

120 frames) with his/her body lowering towards cash 

cartridges, then this action is identified as abnormal activity 

and hence ATM cabin door will be locked. Once after the 

door is locked the same video which is identified as 

abnormal activity will be sent to nearby police station and 

nearby bank for further investigation.  

The video will be sent to police station and bank by 

establishing Client-Server communication using Socket 

programming (9). In this methodology our system acts as 

client model and police station and bank systems acts as 

server models. In socket programming the communication is 

done with the utilization of unique port number and Internet 

Protocol (IP) address of the system. Port number is provided 

by Hypertext Transfer Protocol (http) service. Socket 

technology allows applications to communicate using 

standard mechanisms built into network hardware and 

operating systems. Our proposed system has shown better 

results in identifying theft occurrence in ATM burglary. 

III. RESULTS 

The hardware implementation is shown in Fig. 3.1. The 

hardware system consists of a 16×2 LCD Display, 

Electromagnetic lock, Microcontroller board, Relay board, 

Push button, and USB to UART port. Once after the push 

button is pressed, LCD displays “SWITCH PRESSED 

TIMER ON”, as shown in Fig. 3.2. If interrupt occurs within 

20 seconds (interrupt in this context specifies whether if the 

person finished his/her transactions) then door doesn‟t get 

locked or else door will get locked, then message “DOOR 

LOCKED” will be displayed on LCD as shown in Fig. 3.3. 

As soon as door gets locked, data bit „1‟ is sent to software 

module through USB to UART port serially. Then the video 

processing will be done in MATLAB software. 

In our proposed work the video has been captured 

in a room similar to ATM premises. The video is later 

cropped into 240×122 size to process the video by 

considering only the area near ATM vault. The chair in the 

video frame represents ATM vault. This video is processed 

to identify foreground image at the beginning and later using 

this background frame which is shown in Fig. 4.1, 

foreground human activities are identified. The frame in 

which human involved in abnormal activity is shown in Fig. 

4.2 with the use of BoundingBox parameter from 

regionprops (a built-in function in MATLAB) function, 

with respect to background image in Fig. 4.1, and a warning 

dialog box appears showing that robbery has been occurred 

as shown in Fig. 4.3. Figures 5.1, 5.2, and 5.3 represents 

background frame, human activity and a dialog box for the 

video not showing any kind abnormal human activity. 

IV. CONCLUSION 

We proposed a security system for ATM thefts to minimize 

the frauds related to ATM by using an embedded system 

with computer vision implementation. The embedded 

actions based on the posture of human body in the captured 

video. For further investigating the theft scene at ATM, 

socket pro- 

 
Fig. 3.1: Complete Hardware Architecture. 

 
Fig. 3.2: Display On LCD After Pressing Push Button. 

 
Fig. 3.3: Display On LCD After Has Been Locked. 

 
Fig. 4.1: Background Frame. 
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Fig. 4.2: Human activity identification. 

 
Fig. 4.3: Warning Dialog box showing robbery has been 

occurred. 

 
Fig. 5.1: Background Frame. 

 
Fig. 5.2: Human activity identification. 

 
Fig. 5.3: Message box showing no robbery has occurred. 
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