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Abstract— The voyage or the journey from wired 

association to wireless association has been a worldwide 

fashion in the past few decades. Mobile ad-hoc network 

does not have any predetermined infrastructure so they rely 

on their neighbours to transmit message. Mobile ad-hoc 

network here after known as MANET is competent enough 

for creating a self-provisioning/configuring and self-

sustaining network without the help of a centralized 

infrastructure, which is often helpful in critical applications 

like military conflict or emergency rescue missions. 

However the open/loose medium and extensive distributions 

of these nodes are easy targets to various types of nasty 

attacks. In this case, it is very decisive to develop a 

competent intrusion finding mechanism to guard MANET 

from attacks. In this document, we put forward a new 

intrusion discovery system named Enhanced Adaptive 

Acknowledgment (EAACK) principally intended for 

MANET. EAACK certifies more eminent malicious-

behaviour-detection rates in certain situation without greatly 

affecting the network performances. 
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I. INTRODUCTION 

Mobile ad-hoc network or MANET comprises of wireless 

mobile nodes that form a short-term network without the 

assistance of permanent infrastructure or central supervision. 

Nodes can correspond directly to other nodes within their 

fixed transmission scope. Remote nodes that are outside the 

scope of transmission range are communicated by means of 

intermediate nodes such that it forms a multihop set-up. In 

multi-hop communication, a packet is sent on from one node 

to another, until it reaches the target with the help of routing 

protocol. For appropriate operation of the network, 

collaboration between nodes is essential. Here collaboration 

refers to executing the network routines jointly by nodes for 

the benefit of other nodes. But due to wide-open 

infrastructure and mobility of nodes, non-cooperation may 

exist which can harshly degrade the performance of 

network. 

Mobile ad-hoc network or MANET is susceptible 

to various types of onslaught because of their wide-open 

infrastructure, dynamic network topology, lack of central 

supervision and restricted battery - based energy of mobile 

nodes. These onslaughts can be categorized as external 

attacks and internal attacks. Numerous methodologies have 

been proposed earlier that is exclusively intended for 

detection and prevention of external attacks. But most of 

these methodologies become insignificant when there is a 

malicious node already existing in the network or some 

nodes in the network are in control by attacker. Such attacks 

are more risky as these are pioneered from inside the 

network and because of this the first security line of network 

becomes useless. Since internal attacks are carried out by 

participating malicious nodes which conduct well before 

they are squaredup/compromised therefore it becomes very 

hard for the system to spot. 

Routing protocols are by and large necessary for 

upholding effective communication between dissimilar 

nodes. Routing protocol not only detects network topology 

but also constructs the route or the path for forwarding the 

data packets on the network and dynamically maintains 

routes or paths linking any pair of communicating nodes. 

Routing protocols are planned to adapt many changes in the 

network due to mobility of nodes. Several ad hoc routing 

protocols have been recommended in journalism and can be 

categorized into proactive, reactive and hybrids protocols. 

Mobile ad-hoc network or MANET is competent 

enough of creating a self –provisioning/configuring and self 

-sustaining network without the support of a centralized 

infrastructure, which is time and again infeasible in critical 

mission applications like military conflict or emergency 

recovery. Very minimal configuration and rapid deployment 

make MANET ready to be functional in emergency 

conditions wherein infrastructure is unavailable or 

impractical to install in scenarios such as natural calamities 

or human created catastrophes, military battles, and medical 

emergency conditions. 

However, the wide-open medium and distribution 

of nodes make MANET susceptible to malicious attackers. 

Due to this it is vital to build up efficient intrusion-detection 

mechanisms to shield MANET from attacks. With the each 

and every advancement of the technology and cut in 

hardware costs, we are watching a current trend of 

intensifying MANETs into industrial applications. To alter 

to such trend, we robustly think that it is vital to address its 

prospective security issues. In this document, we have 

recommended and implemented a novel intrusion-detection 

method named Enhanced Adaptive Acknowledgment 

(EAACK) particularly intended for MANETs. Compared to 

modern-day approaches, EAACK attests superior malicious-

behavior-detection rates in positive circumstances without 

greatly impacting the network performances. 

II. EXISTING SYSTEM 

By definition, Mobile Ad hoc Network (MANET) is a 

collection of mobile nodes equipped with both a wireless 

transmitter and a receiver that communicate with each other 

via bidirectional wireless links either directly or indirectly. 

Unfortunately, the open medium and remote distribution of 

MANET make it vulnerable to various types of attacks. For 

example, due to the nodes’ lack of physical protection, 

malicious attackers can easily capture and compromise 

nodes to achieve attacks. In particular, considering the fact 

that most routing protocols in MANETs assume that every 

node in the network behaves cooperatively with other nodes 

and presumably not malicious, attackers can easily 

compromise MANETs by inserting malicious or non 

cooperative nodes into the network. Furthermore, because of 
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MANET’s distributed architecture and changing topology, a 

traditional centralized monitoring technique is no longer 

feasible in MANETs. In such case, it is crucial to develop an 

intrusion-detection system (IDS) specially designed for 

MANETs. 

There are several IDS techniques proposed to 

ensure the secure communication of data packets in the 

network. They are 1) watchdog 2) TWO ACK 3) AACK 

A. Watchdog: 

The main of the watchdog mechanism is to improve the 

throughput of the network with the presence of malicious 

nodes. The watchdog scheme is of two types namely 

watchdog and pathrater.watchdog serve as intrusion 

detection for Mobile Adhoc Network and responsible for 

detecting malicious node misbehavior in the network. 

Watchdog detects malicious node misbehaviors by 

promiscuously listening to its next hop’s transmission. If a 

Watchdog node overhears that its next node fails to forward 

the packet within a predefined time period, it increases its 

failure counter. Whenever a node’s failure counter exceeds a 

predefined threshold, the Watchdog node reports it as 

misbehaving. 

At the same time, watchdog maintaining a buffer of 

recently sent packets and comparing each overheard packet 

With the packet in the buffer. A data packet is cleared from 

the buffer when the watchdog overhears the same packet 

being forwarded by the next-hop node over the medium. If a 

data packet remains in the buffer for too long, the watchdog 

scheme accuses the next-hop neighbor to be misbehaving. 

 
Fig. 1: Watchdog Scheme 

When B forwards a packet from S toward D through C, 

Node A cannot transmit all the way to node C, but it can 

listen in on node B's traffic.A can overhear B's transmission 

and can verify that B has attempted to pass the packet to C. 

The solid line represents the intended direction of the packet 

sent by B to C, while the dashed line indicates that A is 

within transmission range of B and can overhear the packet 

transfer as shown in fig.1. 

The path rater technique allows nodes to avoid the 

use of the misbehaving nodes in any future route 

selections.The routing information can be passed with the 

message. The Watchdog scheme fails to detect malicious 

misbehaviors with the presence of the following: 1) 

ambiguous collisions; 2) receiver collisions; 3) limited 

transmission power; 4) false misbehavior report; 5) 

collusion; and 6) partial dropping. 

B. TWOACK: 

It solves the problem of receiver collision and power 

limitation of watchdog. In this scheme an acknowledgment 

of every data packets over every three nodes along 

transmission path. ACK is not received within predefined 

time, the other nodes are marked malicious. TWOACK 

works on routing protocols such as Dynamic Source 

Routing (DSR). 

TWOACK is neither an enhancement nor a 

Watchdog-based scheme. Aiming to resolve the receiver 

collision and limited transmission power problems of 

Watchdog, TWOACK detects misbehaving links by 

acknowledging every data packet transmitted over every 

three consecutive nodes along the path from the source to 

the destination. The TWOACK scheme successfully solves 

the receiver Collision and limited transmission power 

problems posed by Watchdog. However, the 

acknowledgment process required in every packet 

transmission process added a significant amount of 

unwanted network overhead. Due to the limited battery 

power nature of MANETs, such redundant transmission 

process can easily degrade the life span of the entire 

network. 

 
Fig. 2: TWOACK Scheme 

C. AACK: 

A new scheme called AACK. Similar to TWOACK, AACK 

is an acknowledgment-based network layer scheme which 

can be considered as a combination of a scheme called 

TACK (identical to TWOACK) and an end-to-end 

acknowledgment scheme called ACKnowledge (ACK). 

Compared to TWOACK, AACK significantly reduced 

network overhead while still capable of maintaining or even 

surpassing the same network throughput. 

D. Disadvantages of Existing System: 

Watchdog scheme fails to detect malicious misbehaviors 

with the presence of the following: 1) ambiguous collisions; 

2) receiver collisions; 3) limited transmission power; 4) 

false misbehavior report; 5) collusion; and 6) partial 

dropping. 

The TWOACK scheme successfully solves the 

receiver collision and limited transmission power problems 

posed by Watchdog. However, the acknowledgment process 

required in every packet transmission process added a 

significant amount of unwanted network overhead. Due to 

the limited battery power nature of MANETs, such 

redundant transmission process can easily degrade the life 

span of the entire network. 

The concept of adopting a hybrid scheme in AACK 

greatly reduces the network overhead, but both TWOACK 

and AACK still suffer from the problem that they fail to 

detect malicious nodes with the presence of false 

misbehavior report and forged acknowledgment packets. 

III. PROPOSED SYSTEM 

In fact, many of the existing IDSs in MANETs adopt an 

acknowledgment-based scheme, including TWOACK and 

AACK. The functions of such detection schemes all largely 

depend on the acknowledgment packets. Hence, it is crucial 

to guarantee that the acknowledgment packets are valid and 

authentic. To address this concern, we adopt a digital 

signature in our proposed scheme named Enhanced AACK 

(EAACK). 

EAACK is divided into three major parts called: 
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 ACK  

 S-ACK  

 MRA 

A. ACK: 

ACK is scheme aiming to reduce the network overhead 

when no network misbehavior basically an end – to– end 

acknowledgment scheme is as shown in fig.2.3 .It is a part 

of EAACK is detected. 

 

Fig. 3: ACK Scheme: The Destination Node Is Required To 

Send Acknowledge Ment Packets To The Source Node. 

The basic flow is if Node A sends an packet p1 to 

destination Node D, if all the intermediate node are 

cooperative and successfully receives the request in the 

Node D. It will send an ACK to the source (Node A) , if 

ACK from the destination get delayed then it S-ACK 

process will be initialized. 

B. Secure Acknowledgment(S-ACK): 

In the S-ACK principle is to let every three consecutive 

nodes work in a group to detect misbehaving nodes. For 

every three consecutive nodes in the route, the third node is 

required to send an S-ACK acknowledgment packet to the 

first node. The intention of introducing S-ACK mode is to 

detect misbehaving nodes in the presence of receiver 

collision or limited transmission power. 

 
Fig. 4: Secure ACKnowledgement 

As shown in Fig.2.4, in S-ACK mode, the three 

consecutive nodes (i.e., A, b, and c) work in a group to 

detect misbehav-ing nodes in the network. Node F1 first 

sends out S-ACK data packet Psad1 to node b. Then, node B 

forwards this packet to node C. When node C receives 

Psad1, as it is the third node in this three-node group, node 

C is required to send back an S-ACK acknowledgment 

packet Psak1 to node B. Node B forwards Psak1 back to 

node A. If node A does not receive this acknowledgment 

packet within a predefined time period, both nodes B and C 

are reported as malicious. Moreover, a misbehavior report 

will be generated by node A and sent to the source node S. 

Nevertheless, unlike the TWOACK scheme, where 

the source node immediately trusts the misbehavior report, 

EAACK requires the source node to switch to MRA mode 

and confirm this misbehavior report. This is a vital step to 

detect false misbehavior report in our proposed scheme. 

C. Misbehavior Report Authentication (MRA): 

The MRA scheme is designed to resolve the weakness of 

watchdog with respect to the false misbehavior report. In 

this source node checks the alternate route to reach 

destination. Using the generated path if the packet reaches 

the destination then it is concluded as the false report. 

To initiate the MRA mode, the source node first 

searches its local knowledge base and seeks for an 

alternative route to the destination node. If there is no other 

that exists, the source node starts a DSR routing request to 

find another route. Due to the nature of MANETs, it is 

common to find out multiple routes between two nodes. 

By adopting an alternative route to the destination 

node, we circumvent the misbehavior reporter node. When 

the destination node receives an MRA packet, it searches its 

local knowledge base and compares if the reported packet 

was received. If it is already received, then it is safe to 

conclude that this is a false misbehavior report and whoever 

generated this report is marked as malicious. Otherwise, the 

misbehavior report is trusted and accepted. 

By the adoption of MRA scheme, EAACK is 

capable of detecting malicious nodes despite the existence 

of false mis-behavior report. 

D. Digital Signature Validation: 

In all the three parts of EAACK, namely, ACK, S-ACK, and 

MRA, are acknowledgment-based detection schemes. They 

all rely on acknowledgment packets to detect misbehaviors 

in the network. Thus, it is extremely important to ensure that 

all acknowledgment packets in EAACK are authentic and 

untainted. Otherwise, if the attackers are smart enough to 

forge acknowledgment packets, all of the three schemes will 

be vulnerable. 

 
Fig. 5: EAACK Scheme 
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E. Advantages of Proposed System: 

Our proposed approach EAACK is designed to tackle three 

of the six weaknesses of Watchdog scheme, namely, false 

misbehavior, limited transmission power, and receiver 

collision. 

IV. PROBLEM DEFINITION 

Our proposed approach EAACK is designed to tackle three 

of the six weaknesses of Watchdog scheme, namely, false 

misbehavior, limited transmission power, and receiver 

collision. In this section, we discuss these three weaknesses 

in detail. 

A. Receiver Collision: 

 

Fig. 6: Receiver Collisions: Both Nodes B And X Are 

Trying To Send Packet 1 And Packet 2, Respectively, To 

Node C At The Same Time. 

Node A sends Packet 1 to node B, it tries to 

overhear if node B forwarded this packet to node C; 

meanwhile, node X is forwarding Packet 2 to node C. In 

such case, node A overhears that node B has successfully 

forwarded Packet 1 to node C but failed to detect that node 

C did not receive this packet due to a collision between 

Packet 1 and Packet 2 at node C as shown in fig4.1. 

B. Limited Transmission Power: 

 

Fig. 7: Limited Transmission 

In the case of limited transmission power, in order 

to pre-serve its own battery resources, node B intentionally 

limits its transmission power so that it is strong enough to be 

overheard by node A but not strong enough to be received 

by node C, as shown in Fig. 4.2. 

C. False Misbehavior Report: 

 
Fig. 8: False Misbehavior Report 

For false misbehavior report, although node A 

successfully overheard that node B forwarded Packet 1 to 

node C, node A still reported node B as misbehaving, as 

shown in Fig. 4.3. Due to the open medium and remote 

distribution of typical MANETs, attackers can easily capture 

and compromise one or two nodes to ssachieve this false 

misbehavior report attack. 

V. CONCLUSION 

EAACK makes MANETs more secure .The major threats 

like false misbehavior report and forge acknowledgement 

can be detected by using this scheme. The results 

demonstrated positive performances against Watchdog, 

TWOACK, and AACK in the cases of receiver collision, 

limited transmission power, and false misbehavior report. 
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