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Abstract— The requirement of electronic voting system (e-

voting system) is felt worldwide since decade. The quantum 

of work required in traditional way of elections in any 

country is very huge and cumbersome. It is felt that 

ITES(Information Technology Enabled Services) and ICT 

(Information and Communication Technologies) can help in 

a big way to give solutions to this problem as many 

problems has already been solved successfully by ICT in the 

past all over the world. As we know that no system is 

perfect, so is the case for e-voting system also. The security 

and secrecy of votes casted by the voters is a big issue in e-

voting systems. The trust and confidence of the voters in the 

elctronic method of voting has to be very high. The use of 

various cryptographic methods can help to make e-voting 

system secure and safe, so the voters confidence can be 

gained. The voting system should be such that it is 

convenient, correct, robust to any kind of fraudulent, 

consistence, coherencies, secure and transparent. In this 

paper application of the cryptographic methods is suggested 

so the e-voting system is made to the expectations of all the 

stake holders.           
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I. INTRODUCTION 

It is well known fact that in conventional way of elections in 

any country, all the governments are facing many problems. 

During elections many voters do not come to polling booths, 

this results in low turnout in voting. As we know that in 

elections every single vote is important, so for good 

democracy the voter turnout has to be good in elections. In 

normal way of voting there are many other problems such as 

booth capturing, proxy voting, under-age voting, loss  of 

ballot papers, problems in counting of ballot papers and 

other administrative problems during voting. These 

problems of any normal way of voting system can be solved 

to by e-voting system. As on date many technologies are 

available which can give us reasonable salutations to the 

problems of conventional voting. The improved 

development and use of information and computer 

technologies worldwide can give us the good e-voting 

system. As e-voting system is one of the main pillar of e-

governance, so it very important that we built a safe ,secure, 

temper proof and fault tollerent e-voting system. 

It is evident that to design a good e-voting system, it should 

satisfy following characteristics: 

1) Confidentiality: No one should be able to access 

any information about the voter. 

2) Privacy:   No one should be able to link the voter to 

his vote after casting a vote. 

3) Security: Votes should not be manipulated during 

the whole process of voting. 

4) Authenticity: Only eligible voters can cast their 

votes. 

5) Integrity: Votes once casted then it cannot be 

altered by any one.  

6) Accuracy: All valid votes must be counted and 

invalid votes also to checked and kept in database 

for checking total votes. One valid voter should be 

permitted only once. 

7) Convenience: Voters should be able to vote as per 

their convenience. 

8) Verifiability: Voter should be able to verify his/her 

vote after casting the vote. 

9) Uncoercibility:  No one should be able to coerce a 

voter into revealing his/her vote. 

10) Reliability:  E-Voting system should be robust and 

its reliability should be very high. 

11) Receipt-freeness: No voter should be able to prove 

to any other person that whom he/she has voted. 

It can be stated here that it is very important that all 

the characteristics listed above must be able to seen and 

observed by concerned election candidates or their 

authorized representatives including election officials. So it 

is required that transparency, integrity, security of man and 

machine must be good and guaranteed. Hence the e-voting 

system should be able to overcome the deficiencies of the 

conventional ways of the elections. To conduct genuine 

elections, the above conditions should be met. In this paper I 

have presented and suggested likely possible applications of 

various cryptographic sciences for e-voting system.  

II. EXISTING CRYPTOGRAPHIC MODELS RELATED TO E-

VOTING SYSTEMS  

Cryptographic sciences are very good tool for secure e-

transactions. In e-voting system also various cryptographic 

models can be used. It can be noted that the basic 

characteristics of voting process as listed in above 

paragraphs is very-very difficult to incorporate in electronic 

voting system. As we see that integrating the characteristics 

of confidentiality and authenticity are contradictory in 

implementation for automatic process. It is not possible to 

check the authenticity of the voter if the certain required 

information about the voter is made available. Similarly 

verifiability and receipt-freeness are contradictory as we 

cannot verify until we know some records/receipts. So such 

contradictory characteristics are very difficult to incorporate 

in the e-voting systems. In the available literature on the 

subjects there are many proposed cryptographic models for 

e-voting systems. First such cryptographic models were 

given by Chuam in 1981, [8] Demillo et al in 1982 [13].  

The various cryptographic general models which can be 

discussed for the improved e-voting system can be 

summarized as mentioned in subsequent paragraphs. 
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A. Voting with Mix-Networks:  

The concept of Mix-Networks was introduced by Chaum in 

1981[8] . In this a batch of input messages is mixed 

randomly and given to a set of mixed servers. These servers 

gives output in a batch of randomly mixed order. This is 

shown in Figure-1. The concept in using this type of Mix-

Nets is that the origin of the ballot is hidden. Due to the 

randomization of inputs and outputs of the network, the link 

between the identity of the voter and the cast vote is broken. 

Now it is possible to mix the inputs and outputs in various 

manners. Due these various mixing methods, Mix-Networks 

can be of two types: 

1) Re-Encryption Mix-Networks: 

2) Decryption Mix-Networks 

 
Fig. 1: 

1) Re-Encryption Mix-Networks: 

In Re-encryption Mix-Networks a public key encryption 

system is used. In this the input message is re-encrypted 

with a random number. Many re-encryption Mix-Networks 

use randomized public-key encryption schemes as 

mentioned in Paillier and ElGamal cryptosystem [4]. In 

these cryptosystems the size of the cipher texts is 

independent of the number of the servers used. In this 

system all the individual votes are encrypted with the public 

key of the mix-network after this decrypted votes are shared 

in all the mix servers. After this all the decrypted votes are 

shuffled in mix set of servers and these decrypted votes are 

again re-encrypted sequentially before fed to the verifiable 

bulletin board. These transformations of encryption and 

decryption are done with the help of a set of mix servers in 

such a way that the votes are secret and verifiable. At the 

end, the final list of valid encrypted votes is decrypted by a 

set of mix servers by using threshold decryption techniques. 

Some cryptographic schemes use re-encryption mix-

networks. This helps in protecting voter identity as the 

process of mixing with random variables and de-encryption 

process can separated as shown in the Figure-2. 

 
Fig. 2: 

2) Shuffle Decryption Mix-Networks: 

In shuffle type of mix-networks, the input is given as a 

collection of cipher texts and the output is taken as the 

corresponding list of plain text in a randomly permuted 

order. A good number of independent mixers perform 

sequentially for shuffling. After this, these encrypted votes 

are decrypted in such a way that the final votes cannot be 

linked to original input votes. In this we can also verify the 

correct votes, satisfy voters’ privacy and it is robust. These 

proofs are based on zero-knowledge techniques as in this no 

knowledge is provided regarding secret shuffle however it is 

assured that shuffle is correct. In certain cases an 

independent observer should be able to verify that the output 

of each mix is correct in accordance with the input. Mix-

networks elections require lesser interactions with the voters 

and they use verifiable bulletin boards. The main 

disadvantage of the mix-networks is that to make full robust 

mix-network we need to have complex protocols for 

generation and maintenance of shared private keys. The 

mix-networks can work in a better way if the computation 

required by a voter is independent of the number of mix 

servers, the complexity involved at the server side 

processing can be handled well and the verifiability checks 

are kept minimums. 

B. Homomorphic Model: 

In the homomorphic models each and every voter signs and 

publishes an encryption of their corresponding votes. These 

encrypted votes are further added into the tally and all the 

submitted encrypted votes are summed at the end point. This 

model is based on the algebraic homomorphic properties of 

many probabilistic public key cryptographic systems [6]. In 

homomorphic models, these crypto systems encrypt a 

message M by raising a base g to the power M modulo a 

large prime number and then randomized the results. In 

homomorphic encryption there is an operation   defined on 

the message space and an operation   defined on the cipher 

space, such that the ―product‖        o of the encryption of the 

two votes is the encryption of the ―sum‖     of these votes, 

i.e.: 

 

Due to this property, tally of votes is as an 

aggregate or the combined shares of votes without 

decrypting any single votes. Condition is that each vote 
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must belong to a well determined set of possible votes. Also, 

each voter must provide a universally verifiable proof of 

voted vote so no other person can manipulate the votes. 

 
It can be seen that the original model provides a 

general framework that allows any probabilistic encryption 

scheme usage. However a few probabilistic encryption 

schemes can work better in large elections with multiple 

candidates. New proposals based on additively 

homomorphic public key cryptosystems with trapdoor 

decryption of discrete logarithms to handle very large tallies.  

This homomorphic model satisfies the properties of 

verifiability, robustness, fairness, privacy, accuracy and 

double voting. This model works well in voting where 

ballots have option of m-out-of-n and have write-in ballots. 

This model also helps voters to run special purpose code for 

constructing the zero-knowledge proof of validity of the 

vote they voted .  

C. Blind Signature Model:  

In the Blind Signature Model election protocols are made in 

such a way that the voters can get their vote validated from 

election authorities and simultaneously can preserve the 

secrecy of the casted vote without disclosing the content of 

his ballot. The blind signature can be understood as the 

electronic equivalent of signing carbon-paper-lined 

envelopes, as writing a signature on the envelope leaves a 

carbon copy of the signature on a slip of a paper within the 

envelope. As we open the envelope, the slip will show the 

carbon image of the signature. The process of the blind 

signature model can be as summarized in the steps given 

below and this was proposed by Chaum D using RSA 

cryptographic algorithms [8]: 

1) Step 1:  A voter V blinds his/her vote v using a 

random string r, and the public key KA of authority 

A as, BV= blind (v, r, KA), then sign BV using his 

private key Kv
-1

 as, Sign v (BV, Kv
-1

) and sends it to 

authority A. 

2) Step 2: A voter verifies the validity of V (by 

verifying the signature with V’s public key Kv), 

then signs BV with his/her private key  KA
-1

 as 

,signA (BV, KA
-1

), and sends it to V. 

3) Step 3: V verifies the validity of A and then 

unblinds r to obtain signA (v, KA
-1

) which is the 

blindly signed vote v. 

In this model protocols are manageable, 

computationally efficient and support ballots for write-in 

operation. In recent proposals of this model the facilities to 

the election authorities is distributed in such a way that no 

election administrative person is able to impersonate 

legitimate voters in the final tally and the results are known 

only at the end of the elections. 

In this model protocols are manageable, 

computationally efficient and support ballots for write-in 

operation. In recent proposals of this model the facilities to 

the election authorities is distributed in such a way that no 

election administrative person is able to impersonate 

legitimate voters in the final tally and the results are known 

only at the end of the elections. 

 

D. Verifiable Secret Sharing Model: 

In verifiable secret sharing model a homomorphic secret 

sharing scheme is used. In this scheme there is an operation    

defined on the share space, such that the ―sum‖ of the shares 

of any two secrets x1, x2 is a share of the secret x1, x2. Each 

voter shares his/her vote among n voting authorities. The 

shares are encrypted with the public key of the receiving 

authority, after authentication they are posted on a bulletin 

board. After elections are over, each authority adds all the 

received shares to get an encrypted share of the tally. In the 

end finally the authorities combine their shares to get the 

encrypted final tally. In this process no single vote is 

decrypted any time. To achieve robustness, a(t,N) 

homomorphic threshold scheme is used so only t out of N 

authorities needs to combine their true shares. This 

verifiable secret share model achieves voter privacy, 

robustness and universal verifiability and protection from 

double voting is achieved [7]. To  prevent any voter from 

disrupting the election by sending false share to the 
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authorities, a voter needs to construct zero knowledge proofs 

of validity for his/her vote. This model needs 

communication between a voter and all servers, while the 

talliers do not need to run a shared-key generation protocol 

for a threshold decryption scheme. 
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IV.  

 

 
 

In this paper I have suggested three phase electronic voting 

system which will satisfy the requirements of the secure e-

voting system such as confidentiality, privacy, security, 

integrity, accuracy, authenticity, verifiability and 

convenience. The architecture of the suggested e-voting 

system is shown in the Figure-4. In this system voting can 

be performed with the help of three modes namely voting 

through voters individual mobile phones, through public or 

private internet and from the election centers. In this system 

process of registration of all the eligible voters has to be 

finished well in advance of elections with proper 

verification processes such as UIDAI in case of India [ 11]. 

During the election all the eligible voters are sent 

one time password for specific date and time. These voters 

can vote by any mode out of three modes suggested above. 

These votes are saved in corresponding servers in a safe and 

secure place under government control. Further these votes 

are mixed and scrambled with proper cryptographic methods 

of data encryption and saved in the secure and safe data base 

servers. These servers now can be accessed by authorized 

representatives on duty of the election commission only 

with the use of allotted cryptographic keys and password. 

The election officials will count the votes as per procedures 

laid down by the election commission and they will publish 

results accordingly. The procedure of probabilistic 

asymmetric algorithm for public key cryptography can be 

obtained by using Paillier cryptosystem [4]. 

V. CONCLUSION 

In any voting system the secrecy and the security of votes 

casted by the voter is very-very important and critical. The 

availability and functionality of all three modes of voting 

should be accessible to the voter. Further voter should 

conversant with steps for e-voting.   All these issues have to 

be taken care of by the e-voting system. The use of the 

cryptographic sciences has given solution to these problems 

to the some extent. The robust e-voting system should be 

having various characteristics as has been enumerated in this 

paper in the beginning. The various cryptographic models 

for the e-voting system can help to make robust and 

workable e-voting system. 
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