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Abstract— Advance forensic imaging using compression 

methodologies are mainly enables us to provide structures to 

the storage. Now a days we have many different types of 

data storage devices that are useful for making backups. The 

different storage devices can be arranged to provide 

geographic redundancy, data security and portability. This 

application creates live backup images that include a 

system's operating system, critical data and configuration 

settings. Application includes Exact State backup image 

technology that lets you create an image from the software 

Recovery Environment, thereby ensuring that all system 

files and resources are closed and in a state where 

Application can create a complete backup image. Exact 

State image technology supports all Windows server and 

desktop operating systems. 
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I. INTRODUCTION 

This application is a disk cloning and imaging solution. It 

protects your personal documents like photos, music and e-

mails etc... Here everything is saved to easily recover 

backup file in secured manner. Application Reflect supports 

backup to all local, networks and USB drives as well as it 

will burning to all DVD formats. 

This application uses the concept called disk 

cloning. Here we can take back up of hard disk contents as 

an image file. These contents can be easily copied to another 

hard disk with the help of image file. 

This application is helpful in restoring lost or 

damaged data or to move wanted data into a new disk with 

the help of image files. It also provides authentication for 

backups to prevent is unauthorized files to be access.     

II. PROPOSED SYSTEM 

The current software application is designed by keeping 

minute details in mind. In the proposed software application 

we are integrating many important advance features so as to 

differentiate it with the traditional applications. The 

application is designed in such a way that it can be used by 

individual, professional, or an administrator.  

 Here administrators can use the NTFS access 

control lists (permissions) to provide access control for files 

and folders, containers and objects on the network as a type 

of system security known as the "Security Descriptor", these 

permissions tells that what kind of access is allowed for 

individual users and groups of users. 

 The proposed system is fast and efficient, which 

removes all the drawbacks of an existing system. 

A. Advantages: 

 Easy to use interface. 

 Limit the magnitude of any loss. 

 Assess and repair the damage. 

 Volume shadow compatibility. 

 Restore and Backup to anywhere. 

 Manages the recovery operation. 

B. SCOPE: 

 To provide secure storage for data as-sets critical to 

the work flow.  

 Revenant of data in the case of accidental deletion / 

corruption of data, system failure, or disaster. 

 To permit timely restoration of archived data in 

case of a disaster or system failure. 

III. LITERATURE SURVEY 

In IT industry, a backup, or the process of backing up, refers 

to the copying and archiving of computer data so it may be 

used to restore the original after a data loss event. The verb 

form is to back up in two words, whereas the noun is 

backup. Backups have two distinct purposes. The primary 

purpose is to recover data after its loss, be it by data deletion 

or corruption. Data loss can be a common experience of 

computer users. The secondary purpose of backups is to 

recover data from an earlier time, according to a user-

defined data retention policy, typically configured within a 

backup application for how long copies of data are required. 

Though backups popularly represent a simple form of 

disaster recovery, and should be part of a disaster recovery 

plan, by themselves, backups should not alone be considered 

disaster recovery. One reason for this is that not all backup 

systems or backup applications are able to reconstitute a 

computer system or other complex configurations such as a 

computer cluster, active directory servers, or a database 

server, by restoring only data from a backup.  

Before data is sent to its storage location, it is 

selected, extracted, and manipulated. Many different 

techniques have been developed to optimize the backup 

procedure. These include optimizations for dealing with 

open files and live data sources as well as compression, 

encryption, and de-duplication, among others. Every backup 

scheme should include dry runs that validate the reliability 

of the data being backed up. It is important to recognize the 

limitations and human factors involved in any backup 

scheme. 

A. Background Methodologies: 

Any backup strategy starts with a concept of a data 

repository. The backup data needs to be stored somehow 

and probably should be organized to a degree. It can be as 

simple as a sheet of paper with a list of all backup tapes and 

the dates they were written or a more sophisticated setup 

with a computerized index, catalog, or relational database. 

Different repository models have different advantages. This 

is closely related to choosing a backup rotation scheme. 
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B. Unstructured Repository: 

An unstructured repository may simply be a stack of floppy 

disks or CD-R/DVD-R media with minimal information 

about what was backed up and when. This is the easiest to 

implement, but probably the least likely to achieve a high 

level of recoverability. 

C. Full Only / System Imaging:  

 A repository of this type contains complete system 

images from one or more specific points in time. This 

technology is frequently used by computer technicians to 

record known good configurations. Imaging is generally 

more useful for deploying a standard configuration to many 

systems rather than as a tool for making ongoing backups of 

diverse systems. 

D. Incremental Backup: 

 An incremental style repository aims to make it 

more feasible to store backups from more points in time by 

organizing the data into increments of change between 

points in time. This eliminates the need to store duplicate 

copies of unchanged data, as would be the case with a 

portion of the data of subsequent full backups. Typically, a 

full backup (of all files) is made which serves as the 

reference point for an incremental backup set. After that, 

any numbers of incremental backups are made. Restoring 

the whole system to a certain point in time would require 

locating the last full backup taken previous to the data loss 

plus each and all of the incremental backups that cover the 

period of time between the full backup and the point in time 

to which the system is supposed to be restored. Additionally, 

some backup systems can reorganize the repository to 

synthesize full backups from a series of incremental. 

E. Differential Backup: 

A differential style repository saves the data since the last 

full backup. It has the advantage that only a maximum of 

two data sets are needed to restore the data. One 

disadvantage, at least as compared to the incremental 

backup method, is that as time from the last full backup 

(and, thus, data changes) increase so does the time to 

perform the differential backup. To perform a differential 

backup, it is first necessary to perform a full backup. After 

that, each differential backup made will contain all the 

changes since the last full backup. Restoring an entire 

system to a certain point in time would require locating the 

last full backup taken previous to the point of the failure or 

loss plus the last differential backup since the last full 

backup. 

 
Fig. 1: Backup Operation 
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Fig. 2: Test Cases for This Application. 

IV. IMPLEMENTATION 

As mentioned previously, if a database is being backed up, 

research the best practices and methods for backing up that 

specific type of database, then try to incorporate that into 

your overall backup solution. 

Another part of knowing how data is used to know 

and understand the priorities associated with various data. 

Most likely, if the music data from our example is lost, the 

company will continue to operate with minimal down-time, 

and the music data does not need a high priority. However, 

if that company/network is in the music industry or uses the 

music in a mission critical manner, then the music data 

should have a higher priority. It is very important to know 

how the data is being used, and at what capacity it is being 

used in regards to the continued progress, or even existence, 

of the company/network. 

Once you understand what data needs to be backed 

up, who is accessing the various data, how it is being 

accessed, and how important each set of data is, then you 

will be more aware of what type of backup solution(s) may 

fit your data backup needs. 

This application uses backup utilities that can back 

up email files and other opening files and its 

synchronization utilities are used to create second versions 

of important files that are immediately accessible without 

requiring a restore operation. 

V. RESULTS 

 
Fig. 3: Creating New Image 
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Fig. 4: Check Restore Option 

VI. CONCLUSION 

All organizations should regularly backup data and 

information from their computers. This may be as simple as 

having a backup of key information at a third party’s 

premises, such as home, a friend etc. For larger 

organizations, more complex recovery plans are usually 

required. It should be pointed out, that even for small 

companies and individuals working from home, you should 

copy critical information and store it perhaps with a friend 

or family member. Keeping a copy at home or on site can be 

useful but in the event of a fire or flood, it could be 

destroyed. This is why it’s best to keep the backup either at 

a third party’s premises or in a fire/water-proof safe.  

A backup and recovery system as part of a disaster 

recovery plan may ensure that legislation and compliance 

issues are adhered to. Application can be used for any type 

of organization for backup and restore purpose. 

VII. FUTURE ENHANCEMENT 

Here we can implement practice mode so that new or basic 

users can have a full idea of the application, it will help user 

to be comfortable with the tool and In this application we 

can implement more graphical reporting option for more 

flexible reporting and Also we can add more online 

collaboration features to this application. 
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