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Abstract— A video authentication is a process of that verify 

the given digital video is authentic and exactly same as when 

captured. In current scenario different types of digital and 

multimedia editing software used to manipulation of video 

sequence frames and object motion very easily. In this Paper, 

Local features have good strength and discriminative ability 

SIFT descriptors are used here for video content description. 

Content matching using SIFT takes large amount of time and 

it is computationally expensive for high dimensions and large 

number of points. SIFT local invariant feature has many 

applications in different fields such as image retrieval, strong 

matching ability and machine vision. In this paper analyze the 

various Low level feature detection methods and main aim at 

computing image information and detect every image point 

These difficulties are solved by using dual threshold method 

which divides videos into segments having homogeneous 

content and by performing key frame extraction on each of 

these segments. SIFT features are then extracted from these 

key frames and SIFT feature sets of two video frames are 

matched using SVM based method. Experimental results also 

demonstrate that the proposed method can obtain a better 

exchange between the effectiveness and the efficiency of 

video copy detection. 

Keywords: Video Authentication, Video Authentication 

Techniques, SVM, Scale Invariant Feature Transform (SIFT)    

I. INTRODUCTION 

Videos are the most effective means for communication. Each 

and every day thousands of videos are getting generated and 

published. Among these, most of the videos are near 

duplicates. Video authentication has been a topic of immense 

interest to researchers in the past few years. Authentication of 

a digital video refers to the process of determining that the 

video taken is original and has not been tampered with. In 

some applications the authenticity of video data is of 

paramount interest such as in video surveillance, forensic 

investigations, law enforcement and content ownership. For 

example, in court of law, it is important to establish the 

trustworthiness of any video that is used as evidence. The 

high effectiveness of the SIFT descriptor has motivated the 

authors of this paper to use it for object recognition in service 

robotics applications. Through the performed experiments it 

was found that SIFT key points features are highly distinctive 

and invariant to image scale and rotation providing correct 

matching in images subject to noise, viewpoint and 

illumination changes.  

However, it was also found that sometimes the 

number of correct matches is insufficient for object 

recognition, particularly when the target object, or part of it, 

appears very small in the test image with respect to its 

appearance in model image.  

Video copy detection system based on SIFT is 

implemented to perform the following steps for both query 

video and the reference video. Steps include conversion of 

videos into segments of homogeneous content, conversion of 

segments into frames, identifying SIFT feature points from 

each of the frames and matching the feature points of both 

query video frames and reference video frames. 

II. AN AUTHENTICATION TECHNIQUES 

By definition, authenticity means sometimes “as being in 

accordance with fact, as being true in substance”, or “as being 

what it professes in origin or authorship, as being genuine” [1]. 

Basically video authentication techniques are broadly classified 

into four categories: Digital Signature based techniques, 

watermark based techniques, intelligent techniques, and other 

Authentication techniques [1, 2, 3, 4]. 

 
Table.1 Theoretical Comparison of the Video Authentication 

Algorithm 

III. RELATED WORK 

One type of the copy detection methods uses global descriptors 

where, others use local descriptors. Methods based on global 

descriptors are performed by using the low-level spatio-

temporal features of the entire image. It requires only simple 

computation but the problem is that its performance is not 

satisfactory while detecting the duplicate videos which are 

generated by complicated transformations. Processing based on 

the local descriptors first detect the local spatio-temporal 

feature points, which are the key points and then used the 

content around those points. But these local descriptors have 

high computational cost. Based on SIFT (Scale Invariant 

Feature Transform) feature points are very efficient to identify 

the objects in the video. It not only has good tolerance to image 

rotations, scale changes and illumination variations, but also is 

robust to additive noise, affine distortion and change of 

viewpoints. 

The problem is that even if both videos are original, it 

is needed to perform all the above steps. SIFT feature 

extraction takes most of the processing time because of its 

number of processing steps such as scale space extreme 

detection, key point localization, orientation assignment and 
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key point descriptor. In addition to that, key frame extraction 

and feature point matching takes more time. The system with 

SIFT has to perform all these time consuming steps for all 

videos, since the system can only identify the possibility of 

matching in the last step. So the entire system has high 

processing time and computation cost. The classifiers for 

different objects are trained using the features for the 

respective objects. We have used scale invariant feature 

transform (SIFT) as the features for training and testing the 

classifiers. These features are invariant to scale, rotation, 

translation and are widely used for object recognition in 

images .When the features of key frames are given as input to 

different classifiers; they can detect whether the object is 

present in the frame or not. The proposed system uses 

Support Vector Machine (SVM) as the classifier. 

IV. SVM CLASSIFICATION 

A common attacks on a video for tampering are: spatial, 

temporal and spatio-temporal tampering attacks and further 

object addition, object removal object modification and frame 

removal, frame addition and frame shuffling attacks. In our 

work, for our intelligent video authentication algorithm, we 

have focused on all the three attacks, Spatial, temporal and 

spatio-temporal attacks.  We find key points and descriptors 

from the video frames; then histogram of visual words is 

constructed. These features are given as input to the object 

classifiers for training [12]. We have implemented the 

technique of machine learning i.e., first training the object 

detectors and then testing. For actual classification, features 

are calculated for the test images which are given as input to 

the trained classifier. The object is then recognized. Support 

Vector Machine (SVM) is used as the classifier. 

We are using SVM based learning and classification 

technique, it can also differentiate between attack and 

acceptable operations. The proposed video authentication 

algorithm computes the correlation information between two 

video frames. This information is computed locally using 

SIFT Feature detection algorithm and then classification is 

performed using support vector machine. The algorithm is 

divided into two stages: (1) SVM training (2) tamper 

detection and classification using SVM. 

 
Fig. 1: SVM Training Classifier 

 

Fig. 2: SVM Testing Classifier 

V. FEATURE DETECTION TECHNIQUE 

A. Scale invariant feature transform 

SIFT algorithm used to finding the key point, key point 

detection and feature descriptor apply on different images. 

SIFT key points of objects are first extracted from a set of 

reference image and stored in a database. The SIFT descriptor 

is invariant to translations, rotations and scaling 

transformations in the image domain and robust to moderate 

perspective transformation and illumination variation.  

SIFT is a method of extract characteristic invariant features 

from images. In SIFT include key point and local feature 

descriptor and there are different kinds to compute these 

features as follows [7]: select person for feature extraction by 

searching points in the scale space from difference of Gaussian 

(DoG) function, locate key points using measures of their 

stability, Assign directions based on local image incline path 

and calculate the local image key point descriptors based on the 

set of close image gradients. SIFTtechnique has some 

disadvantages.  It is based on histogram which expresses grads 

differences in every scale and feature direction. The complex of 

time is very difficult. In current techniques of copy move 

image detection can classified into different methods as [8] 

Block based methods and key point based methods. Block 

based method used to identify the forged area and the image is 

divided into small overlapping blocks. The key point based 

method is that in using SIFT algorithm to detect the copy move 

forgery and is strong post processing on the images [8].  

In SIFT feature first detect key points in an image and 

compute the SIFT features for such key points. SIFT consist of 

the different stages include as scale space extreme detection, 

key point localization, orientation assignment and key point 

descriptor.  

Applying SIFT is the first stage of proposed method, 

which contains the different steps which are generally used to 

finding the key points, key point detection and feature 

descriptor which apply on entire image. This approach has 

been named the Scale Invariant Feature Transform (SIFT), as it 

transforms image data into scale-invariant coordinates relative 

to local features. This mainly concerned with finding key 

points, by converting RGB image into gray scale image.   Here, 

we present a new region duplication detection method based on 

the image SIFT features, we first detect SIFT key points in an 

image and compute the SIFT features for such key points.  

At each key point, a 128 dimensional feature vector is 

generated from the histograms of local gradients in its 

neighbourhood.  

SIFT consist of the following stages:  

1) Scale-space extreme detection: The first stage of 

computation searches over all scales and image locations, 

which is used to find the local extremes in scale-space.  

It contains   

 Search over scales and image locations  

 Locate local extremes  

 A cascade filtering approach  

 Scale-space images for octave  

2) Key point localization: to determining location and scale at 

each candidate location a detailed model is fit. And Key points 

are selected based on measures of their stability.  

 Selects key points from local extremes    

 Detection of local key points  

 Elimination of key points  

3) Orientation assignment: At each key point location one or 

more orientations are assigned based on local image gradient 

directions. All future operations are performed on image data 

that has been transformed relative to the assigned orientation.  
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4) Key point descriptor: The local image gradients are 

measured at selected scale in the region around each key 

point. These are transformed into a representation that allows 

for significant levels of local shape distortion and change in 

illumination. 

B. Frame Conversion 

For the processing of a video, first it is needed to be 

converted into frames. So this module is designed to convert 

the input video files into frames. This frame conversion can 

be performed using video file reader and the resulting frames 

are needed to be stored in different folders, one for query 

video and other for reference video. Fig 3 shows the resulting 

frames. 

 
Fig. 3: Video Frames 

C. Key Frame Extraction 

Key frames have information which can explain most of the 

video content. As done in [9], Auto dual threshold method is 

used to eliminate the redundant frames. First it converts video 

into segments of frames having homogeneous content and 

then the first and last frames of each segment are selected as 

the key frames. 

D. Feature Extraction 

SIFT features are extracted from each of the key frames. As 

in [5] SIFT feature extraction is implemented in four steps, 

which are Scale –Space extreme detection, Key point 

localization, Orientation assignment and plotting of key point 

descriptors. Fig 4 shows the feature points in key frames of 

given Video frames. 

 
Fig. 4: SIFT Feature Point 

The validation process of proposed tamper detection 

algorithm is performed using a video database which contains 

twenty videos. Experimental protocols for validation process 

are as follows [11]: 

1) We have created a video database of one hundred twenty 

videos, originally recorded by a DV (DCRSX65) SONY 

Handy cam, CCTV camera and a mobile phone camera in 

various illumination conditions, and camera positions. 

Some of the videos of the database were taken at close 

range under controlled lighting conditions in indoor 

environments and others are taken under natural light 

(Sunlight) condition in outdoor environments. Some of the 

videos are recorded at 15 fps (by mobile phone camera) 

and others are recorded at 23.9 fps. Size of each frame is 

352 × 288. These videos are used as the ground truth. 

2) For spatial tampering attacks we used professional 

software. With the help of this software we altered the 

contents of the frames of each ground truth video. This 

alteration is performed in various aspects, such as, object 

addition and object removal from the frames. 22 copies of 

each video of the video database are created, subjected to 

spatial tampering attacks. 

3) 15 ground truth videos together with 900 tampered videos 

are used to train the support vector machine, for frame 

removal, frame addition and frame alteration attack. This 

SVM training is performed for all the three kinds of attack, 

separately with different tampered videos. 

4) 10 different non-tampered copies of the remaining 5 

ground truth videos are created and these 50 non-tampered 

videos together with more than 300 tampered videos are 

used as the probe database to determine the performance of 

the pro-posed algorithm. 

VI. RESULT AND ANALYSIS 

Comparison of video Authentication systems based on SIFT 

and With SVM that later one is three times faster than the 

system based on SIFT. Comparison is performed by checking 

both the systems with maximum inputs. That is the videos 

which are generated by applying various possible 

transformations on an original video are given as input for both 

the systems. Then their processing time is calculated and 

average value is computed, which shows that the system based 

on SIFT with SVM is better than the previous system. This is 

because processing time and the computational cost of the 

proposed system is very low as compared to the existing 

system. 

 
Fig. 5: Result for Calculation of Key points 
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VII. CONCLUSION 

Video authentication is a very critical problem and high 

importance in various applications such as video surveillance 

and presenting video evidence in court of law. Intelligent 

authentication techniques can recognized by using any 

statistical feature of the video frames and a large numbers of 

video database and collections are detect and verify these 

processed video frames are or authentic or not. In this paper 

analyzes different video retrieval features detection 

techniques. We have proposed an efficient video 

authentication algorithm which can detect multiple video 

tampering attacks. In this paper a method for Feature 

detection in digital image based on SIFT is used. This SIFT 

based technique is dependent on feature extraction by using 

key point detection and feature descriptor after that apply 

matching over all the key points and matching points for 

getting output with homographic matrix. This method is 

mostly used to Detection of malicious manipulation in Video 

frames. Our proposed algorithm computes the statistical local 

information of all of the binary difference frames of the given 

video and projects them into a non‐linear SVM hyper plane to 

determine if the video is tampered or not. 
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