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Abstract— In order to provide anonymity protection Mobile 

Ad Hoc Networks (MANETs) use anonymous routing 

protocols that hide node identities and/or routes from 

outside observers. An anonymous communication method in 

MANETS is divided into three types that is reactive 

methods, proactive methods and anonymous routing 

method. The reactive routing method includes hop-by-hop 

encryption and redundant traffic routing which either 

generate high cost or cannot provide full anonymity 

protection to data, sources, destinations, and routes. But 

Mobile Ad Hoc Networks (MANETs) uses various 

anonymous routing protocols to provide anonymity 

protection to data, sources and destination. Hence to offer a 

very high anonymity protection, Anonymous Location-

based Efficient Routing protocol (ALERT) was proposed. 

Basic idea behind my proposed system is to dynamically 

partition the network field into zones and randomly chooses 

nodes in zones as intermediate relay nodes, which form a 

non-traceable anonymous route. And finds the best energy 

path within the different anonymous routes Experiments and 

simulation results have proved that proposed system 

provides route anonymity protection at lower cost compared 

to existing anonymous routing protocol.  
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I. INTRODUCTION 

To offer high anonymity protection at a low cost, we 

propose an Anonymous Location-based Efficient Routing 

protocol (ALERT). ALERT dynamically partitions the 

network field into zones and randomly chooses nodes in 

zones as intermediate relay nodes, which form a non-

traceable anonymous route. In addition, it hides the data 

initiator/receiver among many initiators/receivers to 

strengthen source and destination anonymity protection. 

Thus, ALERT offers anonymity protection to sources, 

destinations, and routes. It also has strategies to effectively 

counter intersection and timing attacks. We theoretically 

analyze ALERT in terms of anonymity and efficiency. 

Experimental results exhibit consistency with the theoretical 

analysis, and show that ALERT achieves better route 

anonymity protection and lower cost compared to other 

anonymous routing protocols. 

Anonymity in MANETs includes identity and 

location anonymity of data sources (i.e., senders) and 

destinations (i.e., recipients), as well as route anonymity. 
For route anonymity, adversaries, either en route or out of 

the route, cannot trace a packet flow back to its source or 

destination, and no node has information about the real 

identities and locations of intermediate nodes en route. 
Also, in order to dissociate the relationship between source 

and destination  , it is important to form an anonymous path 

between the two endpoints and ensure that nodes en route do 

not know where the endpoints are, especially in MANETs 

where location devices may be equipped. 

II. RELATED WORK  

Several techniques have been proposed in the various 

literatures to provide anonymity protection in mobile adhoc 

networks Ariadne: A Secure On-Demand Routing Protocol 

for Ad Hoc Networks [1] presents attacks against routing in 

adhoc networks and presents the design and performance 

evaluation of a new source on demand network routing 

protocol . Aridane prevents attackers or compromised nodes 

from tampering with uncompromised routes consisting of 

uncompromised nodes, and also prevents many types of 

Denial-of-Service attacks. An Efficient Anonymous 

Communication Protocol for Peer-to-Peer Applications over 

Mobile Ad-Hoc Networks [2] which broadcasts with 

probabilistic-based flooding control to establish multiple 

anonymous paths between communication peers. It requires 

no hop-by-hop encryption/decryption along anonymous 

paths and, hence, demands lower computational complexity 

and power consumption than those MANET anonymous 

routing protocols. Data-Centric Storage in Sensor nets with 

GHT, a Geographic Hash Table [3] which defines DCS and 

predict analytically where it outperforms other data 

dissemination approaches. The system replicates stored data 

locally to ensure persistence when nodes fail. It uses an 

efficient consistency protocol to ensure that key–value pairs 

are stored at the appropriate nodes after topological changes. 

Securing Location Aware Services over VANET Using 

Geographical Secure Path Routing [4] presents the design of 

the GSPR secure geographic routing protocol to secure 

location aware services over vehicular ad-hoc networks 

(VANET) with our geographical secure path routing 

protocol (GSPR). PRISM: Privacy-Friendly Routing in 

Suspicious MANETs (and VANETs) [5] focuses on privacy 

aspects of mobility. It achieves privacy and security against 

both outsider and insider adversaries. 

III. PROPOSED SYSTEM  

In order to provide high anonymity protection (for sources, 

destination, and route) with low cost, we propose an 

Anonymous Location-based and Efficient Routing protocol 

(ALERT). ALERT dynamically partitions a network field 

into zones and randomly chooses nodes in zones as 

intermediate relay nodes, which form a non-traceable 

anonymous route. In addition, ALERT has a strategy to hide 

the data initiator among a number of initiators to strengthen 

the anonymity protection of the source. ALERT is also 

resilient to intersection attacks and timing attacks. 
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A. Architectural overview 

Fig.2 and 3 illustrates proposed protocol Architecture and 

overall dataflow of the proposed system respectively. In 

ALERT protocol a dynamic and unpredictable routing path 

is generated. There will be a number of dynamically 

determined intermediate relay nodes. The area of the 

network is partitioned into number of zones . This process is 

called hierarchical zone partition. Source first checks 

whether itself and destination are in the same zone. If it is in 

the same zone then it divides until source and destination are 

in different zones. This process of partition is performed 

until it reaches the destination zone. 

 
Fig.1: Proposed System Architecture 

Forwarding the packet from source to destination can be 

performed by using intermediate nodes. Source can select 

the neighbor node which is closest to the destination to 

forward the data. Intermediate node selected in the other 

zone act as random forwarder. Then the source can select 

the relay node in the same zone to forward the data to the 

random forwarder. 

 
Fig.2: Data Flow Diagram 

 

 

IV. SIMULATION AND RESULTS 

The simulation is performed using Linux Ubuntu 10.04. 

Network simulator ns-2 (version 2.35) is used to implement 

and run the system. The performance metrics chosen for the 

energy efficient routing protocol are bit-error rate, 

Throughput, control overhead. 

Fig.3 shows the comparison of Bit-error rate for 

time v/s number of packets in the proposed and existing 

protocol. The red line indicates the bit error rate of the 

proposed system. The green line indicates the bit error rate 

of existing system. The bit error rate in the proposed system 

is less compared to the existing system. 

 
Fig.3: Comparison of Bit-error rate for the proposed and 

existing protocol 

Fig.4 shows the comparison of Throughput vs. 

Time for the proposed and existing protocol. The red line 

indicates the throughput of proposed system. The green line 

indicates the throughput of existing system. The throughput 

in the proposed system is high compared to the existing 

system. 

 
Fig.4: Comparison of Throughput for the proposed and 

existing protocol 

Fig.3 shows the comparison of Control Overhead 

for time v/s number of packets in the proposed and existing 

protocol. The red line indicates the control overhead of the 

proposed system. The green line indicates the control 
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overhead of the existing system. The control overhead in the 

proposed system is less compared to the existing system. 

 
Fig. 5: Comparison of Control Overhead for the proposed 

and existing protocol 

V. CONCLUSION 

Hence, the network field is partitioned into zones and 

random node selections are made in order to make it 

difficult for an attacker to detect the end points in the 

network. Also the best energy path is selected for data 

transmission from source to destination. Simulation Results 

show that the performance of energy efficient routing 

protocol using ALERT is high compared to other protocols. 
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