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Abstract— To provide effective privacy protection in ad hoc 

networks, there are a number of anonymous routing schemes 

have been proposed. But these schemes provide significant 

computation overhead. The existing system introduces 

USOR, an efficient privacy preserving routing protocol that 

achieves content unobservability by using anonymous key 

establishment based on group signature. Here each node 

having a group signature signing key and an ID-based 

private key from an offline key server or by a key 

management scheme. The unobservable routing protocol is 

then executed in three phases such as anonymous key 

establishment process, privacy preserving route discovery 

and unobservable data packet transmission process in order 

to construct secret session keys as well as finding route to 

the destination. The USOR scheme  protect packet’s content 

independent of traffic pattern unobservability which can be 

used with appropriate traffic padding schemes to achieve 

truly communication unobservability. The proposed system 

have the intention of developing unobservable routing 

scheme resistant against sybil attacks, collusion attack and 

an external attack. It discovers malicious nodes during route 

discovery process when they mitigate fabricated routing 

information to attract the source node to send data through 

malformed packet. 
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I. INTRODUCTION 

Mobile Adhoc NETwork (MANET) is a collection of 

mobile nodes that is connected through a wireless medium 

forming rapidly changing topologies. They are popular in 

integrating and disintegrating readily to and from the 

network. MANET is often exposed to various kind of 

attacks. Security in an ad hoc network is crucial in scenarios 

like battlefield. The goals of security like confidentiality, 

integrity and authenticity are tough to attain in MANET, it is 

mainly because of every node in the network involved 

equally in routing the packets. Then a passive attacker can 

mount traffic analysis based on packet type. An opponent 

tried to analyze the network traffic and correlate the 

traffic[2] of a flow over an input link at a mix with that over 

an output link of the identical mix. Here two classes of 

correlation procedures were considered. Unobservability[1] 

is the powerful one in that it implies anonymity as well as 

unlinkability. For attaining unobservability, the routing 

scheme should apply unobservability to both content and 

traffic pattern. Unobservability are divided into two types. 

Content Unobservability and  traffic pattern unobservability. 

Content unobservability mentions that no useful information 

can be bring out from the content of the message. The traffic 

Pattern Unobservability, mentions that no useful information 

can be attained from length, source-destination patterns and 

frequency of message traffic. With regard to privacy-related 

beliefs in communication networks Mobile Ad hoc network 

is relatively new development. Such type of network works 

in the absence of stable infrastructure which makes them 

effortless to establish at any place at any time. Because of 

these applications we have chosen this field. All the packets 

in the network are encrypted using Elliptic curve Diffie-

Hellman key exchange algorithm and Sha-1 algorithm. 

Thus, the proposed protocol suggests unobservability on all 

the packets. 

II. RELATED WORK  

Several techniques are analyzed in the various literatures to 

provide anonymity, unlinkability, unobservability protection 

in mobile ad hoc networks where the nodes are highly 

dynamic. D. Chaum [3] presents a technique based on public 

key cryptography that allows an electronic mail system to 

hide the participant as well as the content of the 

communication in spite of an unsecured underlying 

telecommunication system.  The technique does not require 

a universally trusted authority. One correspondent can 

remain anonymous to a second, while allowing the second 

to respond via an untraceable return address. S. Capkun, 

et.al [4] described that traditional security solutions that 

require online trusted authorities or certificate repositories 

are not well-suited for securing ad hoc networks. J. Kong 

and X. Hong, [5] proposed an ANonymous On-Demand 

Routing protocol for mobile ad hoc networks(ANODR) 

deployed in hostile environments. The design of this 

protocol is based on “broadcast with trapdoor information”, 

a novel network security concept which includes features of 

two existing network and security mechanisms, namely 

“broadcast” and “trapdoor information”. S. Seys and B. 

Preneel [6] proposed an Anonymous Routing protocol for 

MANETs (ARM) that is secure against both nodes that 

actively participate in the network and a passive global 

adversary that monitors all network traffic. A. Boukerche, 

K. El-Khatib, et.al [7] proposed a distributed routing 

protocol which guarantees security, anonymity and high 

reliability of the established route in a hostile environment, 

such as ad hoc wireless network, by encrypting routing 

packet header and abstaining from using unreliable 

intermediate node. D. Sy, R. Chen, et.al [8] proposed 

ODAR, an On-Demand Anonymous Routing(ODAR) 

protocol for wireless ad hoc networks to enable complete 

anonymity of nodes, links and source-routing paths/trees 

using Bloom filters. J. Ren, Y. Li, et.al [9] proposed a 

unconditionally secure source anonymous message 

authentication scheme (SAMAS). This scheme enables 

message sender to transmit messages without relying on any 

trusted third parties.  
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III. PROPOSED SYSTEM  

In this proposed protocol, both control packets and data 

packets look random and indistinguishable from dummy 

packets for outside adversaries. Only valid nodes can 

distinguish routing packets and data packets from dummy 

traffic with inexpensive symmetric decryption. The intuition 

behind the proposed scheme is that if a node can establish a 

key with each of its neighbors, then it can use such a key to 

encrypt the whole packet for a corresponding neighbor. The 

receiving neighbor can distinguish whether the encrypted 

packet is intended for itself by trial decryption. In order to 

support both broadcast and unicast, a group key and a 

pairwise key are needed. As a result, USOR comprises three 

phases: anonymous key establishment and privacy 

preserving route discovery and unobservable data 

transmission. 

A. Architectural overview 

Fig.1 and 2 illustrates proposed protocol Architecture and 

overall dataflow of the proposed system respectively and 

architecture consists of three main modules namely 

Anonymous key establishment, Privacy preserving route 

discovery and unobservable data transmission. 

 
Fig. 1: Proposed protocol Architecture 

B. Anonymous key establishment 

Each node employs anonymous key establishment to 

anonymously construct a set of session keys with each of its 

neighbors. Our key establishment protocol uses elliptic 

curve Diffie-Hellman (ECDH) key exchange and uses group 

signature to achieve key confirmation for established session 

keys. Every node in the ad hoc network communicates with 

its direct neighbors within its radio range for anonymous 

key establishment.  

C.  Privacy-preserving route discovery  

1) Route request (rreq):  

There is a node S (source) intending to find a route to a node 

D (destination) and S knows the identity of the destination 

node D. S chooses a random number rs and uses the identity 

of node D to encrypt a trapdoor information that only can be 

opened with D’s private ID based key. S then selects a 

sequence number sequence number for this route. 

Request and another random number Ns as the 

route pseudonym which is used as the index for a specific 

route entry . 

2)  Route reply (rrep):  

After node D finds it as the destination node, it sends reply 

message to the source node. For route reply messages, 

unicast method is used to save the communication cost. D 

chooses a random number rD and computes a ciphertext 

ES(D, S, rSP, rDP) showing that he is the valid destination 

capable of opening the trapdoor information. A session key 

KSD = H2(rsrDP|S|D) is computed for data protection. 

 

3) Unobservable data packet transmission:  

After the source node S successfully finds out a route to the 

destination node D, S can start unobservable data 

transmitted under the protection of pseudonyms and keys. 

The message sent from the source is added with the 

pseudonym. After that the intermediate nodes decrypt the 

message and send to the destination. By looking up in his 

route table, D knows himself is the destination of this 

packet. So he is able to decrypt the encrypted payload with 

the session key. 

 

IV. SIMULATION AND RESULTS 

 
Fig. 3: Performance Comparison of Bit-error rate vs. Time 

for the proposed and existing protocol 
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The simulation is performed on Linux Ubuntu 

10.04. The experiments are implemented and run in the 

network simulator ns-2 (version 2.35). The performance 

metrics chosen for the unobservable routing are bit-error 

rate, Throughput, control overhead, packet delivery ratio. 

Fig. 3 shows the comparison of bit error rate vs. 

Time for the proposed and existing protocol. Bit-error rate 

in proposed protocol is minimum compared to existing 

protocol. The Red line in the graph indicates the bit-error 

rate of proposed protocol. Green line in the graph indicates 

the bit-error rate of existing protocol. 

Fig.4 shows the comparison of Throughput vs. 

Time for the proposed and existing protocol. Throughput in 

proposed protocol is Maximum compared to existing 

protocol. The Red line in the graph indicates the Throughput 

of proposed protocol. Green line in the graph indicates the 

Throughput of existing protocol. 

 
Fig. 4: Performance Comparison of Throughput vs. Time for 

the proposed and existing protocol 

Fig.5 shows the comparison of packet delivery 

ratio [PDR] vs. Time for the proposed and existing protocol. 

PDR in proposed protocol is Maximum compared to 

existing protocol. The Red line in the graph indicates the 

PDR of proposed protocol. Green line in the graph indicates 

the PDR of existing protocol. 

 
Fig. 5: Performance Comparison of PDR vs. Time for the 

proposed and existing protocol 

V. CONCLUSION 

In this paper, the proposed protocol provide an 

unobservability in packet transmission. It uses elliptical 

curve diffie-hellman key exchange protocol and sha-1 

algorithm to achieve secured transmission .It is also more 

resistant to attacks on node compromise. The simulation 

results shows that, as compared to the existing protocol, the 

proposed protocol has an efficient throughput, bit error rate 

and the packet delivery ratio. 
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