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Abstract— Fingerprint recognition  refers to the automated 

methodology of corroboratory a match between two human 

fingerprints. Fingerprint recognition  are used in many 

places such as Industries, Colleges, Hospitals  to verify 

finger print of a person for authentication purpose and that is 

unique , fingerprints  Technique  are used for identification 

as well.This paper presents a prototype system for 

generalized searching of cloud-scale biometric database.  

This  is combination of “Biometrics technology ,Embedded 

system technology and Cloud technology” which are 

unique. 
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I. INTRODUCTION 

Cloud based  Finger Print Recognization System may be 

used at several places such as Industries,  colleges and 

home. This combination of “Biometrics technology” and 

“Embedded system technology" and "Cloud technology”  

are unique. 

Fingerprint scanner module along with Cloud 

based memory is the main part. It makes use of Biometric 

sensing to scan fingerprint. Fingerprint scanner   have 

different scanning technique like inaudible scanning, 

thermal and optical.  

The main blocks are ARM7 Microcontroller, 

Fingerprint scanner, liquid crystal display GSM Module, 

data input element and Cloud memory.   The  specialty of 

fingerprint is that it is unique of every individual person, So  

it offers this  a high level of security  .  

 
Fig. 1: Cloud Based Finger Print Recognization System – 

Top View 

 

A. Organization: 

The paper is organized in the following sections. Level 

converter and Fingerprint scanner are described in section 2 

,GPRS element is describe in section 3, Section 4 describes 

about the Power supply,USB to UART TTL is described in 

section 5 and Matrix keypad, Section 6 describes about 

Interaction with Cloud 

The Cloud based FingerPrint Recognization 

System can be divided blocks, as shown in Fig.2: 
 Finger Print scanner and Level converter

 GPRS module

 Power supply

 USB to UART TTL and Matrix keypad 
 

 

 

 

  

 

 

 

 
Fig. 2: Block Diagram For Cloud Based Fingerprint 

Recognization Circuit 

II. FINGER PRINT SCANNER   

Fingerprint scanner is one of the main component. is used to 

download the image of the finger and also has been used for 

identifying the id ,if it is matching what has been stored in 

cloud. Basically it has three function firstly to take image of 

fingerprint , secondly to identifying and verifying and lastly 

for  enrolment. 

Capture of fingerprint image includes to check 

whether finger is placed or not and to capture the image of 

finger . Before identifying the image the capture work 

should be done. For Enrolment there should be a unique id 

which will be attached to fingerprint image. It is connected 

to device by UART protocol and USB protocol. 

III. MICROCONTROLLER 

The microcontroller that is employed here is largely a less 

power consumption microcontroller that relies on ARM7 

design. The microcontroller used is LPC 2148. 

 The microcontroller has been accustomed compare 

the image that it receiver from fingerprint scanner to the one 

that has been kept in cloud, therefore it will permit the user 

to access the system. it's conjointly connected to the GSM 

through UART.  

One is employed to attach the fingerprint scanner 

and different one to connect the GSM. it's conjointly 

connected to liquid crystal  display to display the 

authentication of user.. 

Microcontroller is that the brain of Fingerprint scanner. It 

receive the signal of finger through scanner and send the 

info to cloud.. It manages the standing of the system. 
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Fig.  3:  ARM7 Pin Diagram 

IV. GPRS 

GSM is  a digital mobile telecommunication system. GSM 

digitizes and compresses knowledge, then sends it down a 

channel with 2 alternative streams of user knowledge, every 

in its own time interval.  GPRS module work at  either the 

900 megahertz or 1800 megahertz waveband. 

GPRS facilitate the microcontroller to verify the fingerprint. 

it want to connect with cloud from any place around  the 

Globe. It has SIM component which will be connected to the 

cloud through this GPRS is connected to microcontroller 

conjointly, it takes signal from microcontroller and compare 

it with the cloud to urge the verification of the signal. 

 
Fig. 4: Interfacing GSM Modem To Microcontroller 

V. USB TO UART TTL 

USB to TTL UART Converter, connect the circuit (MCU 

TX/RX connect PIC/ATMEL/AVR  chip UART TTL pin, 

and not connecting  MAX232 TX/RX) , using four lines to 

make it work(+5v,GND,TX,RX). 

To use the FTDI board  the device   have to 

connect the RX to the TX of  the following device, and  

transmitter(TX) of following FTDI to the  receiver(RX) of 

the device.  MAX will work only , the device lines and RX  

lines should be crossed. 

 
                               Fig 5:  USB to UART TTL 

VI. MATRIX KEYPAD 
A keypad is a set of buttons arranged in a block or "pad" 

which usually have digits, symbols and set of alphabetical 

letters.  It mostly contains numeric keypad. In 4X4 matrix 

Keypad have the two the ends of switches. 

VII. INTERACTION WITH CLOUD 

Interaction with the Cloud is done in two modes, Admin 

mode and Normal mode. In Admin mode user‟s Fingerprint 

are upload to the Cloud Database 

In Normal mode User‟s FingerPrint is verified 

using Finger Print Recognization circuit using GSM 

module. 

 

 

                          

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 4: Interaction with Cloud 

VIII. RESULTS 
This proposed system work in two modes admin and normal 

mode . In admin mode fingerprints are uploaded in the cloud 

and normal mode fingerprints of user are verified in 

fingerprint recognization  system.„Template found‟ refers to 

the identification of fingerprint on the fingerprint scanner 

and the fingerprint is verified again by taking one more scan 

of fingerprint. It is then matched with the previous scan, if it 

matches with the previous one then the message „Template 
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found‟ is displayed. After this the scan is ready to be 

uploaded to the Cloud memory.  

This now depends upon the connectivity of the 

system. If the connection is proper then the message „Ready 

to Upload‟ is shown. Once the upload is done „Successful‟ 

message is displayed. 
The result of Admin mode comes in four statements namely: 

 Template found. 

 Template matched. 

 Ready to upload. 

 Successful 

The second phase refers to the search mode. First of all 

it checks for the GSM connectivity, if the GSM module is 

connected then the message „Connected‟ will be displayed 

as shown in fig 5.1 otherwise the message „Not Connected‟ 

is displayed as shown in fig 5.2. In this phase the template 

from the cloud is matched with the current template. If the 

match is found then the message „Verified‟ will be displayed 

as shown in fig 5.3  and if the match is incorrect or not 

properly collected then the message „Failed‟ will be 

displayed as shown in fig 5.4 

 
Fig. 5.1 

 
Fig 5.2 

 
Fig 5.3 

 
Fig 5.4 

IX. CONCLUSION AND FUTURE SCOPE 
In Existing system Finger print recognization system are 

most secure and efficient system ,due to the unique Finger 

print of each users and combination of Cloud memory with 

such systems will overcome the limitations of memory. 

Cloud based finger print recognization system find 

various application in field such as Banking application, 

Physical entry control, Voting system.  
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