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Abstract— Mobile health (mHealth) monitoring in cloud, 

which imposes the prevailing mobile communications and 

cloud computing technologies to give feedback decision 

support, has been taken as a radical approach to increasing 

the quality of healthcare service while decreasing the 

healthcare price. Miserably, it also contains a severe risk on 

both users’ privacy and rational property of monitoring 

service providers, which could avert the vast adoption of 

mHealth technology. This paper is to confront this important 

drawback and  model a privacy preserving mobile health 

monitoring system using cloud to secure the privacy of 

concerned parties and their information. Moreover, the 

outsourcing decryption technique and a lately proposed key 

secure proxy re encryption are suitable to shift the 

computational complication of the concerned parties to the 

cloud without compromising users’ privacy and service 

providers’ rational property. At last, our operation analysis 

and security indicates the efficiency of our proposed design. 
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I. INTRODUCTION 

The development of cloud computing technology is 

speeding up the rate in which the organizations outsource 

their computational resources. However shifting to the cloud 

remains a tempting trend from a budget perspective, as there 

are number of other issues that must be taken into 

consideration by companies before they decide to make use 

of it. Most critical  issue refers to security: while some cloud 

computing security issues are inherited from the solutions 

adopted to develop specific services, many new questions  

for security that are particular to these solutions also appear, 

along with  those correlated  to how the services are 

organized and which kind of service data can be placed in 

the cloud. 

The exploitation of mobile devices, as smartphones 

which is equipped with low cost antennas, has already 

shown in great possible by improving the healthcare service 

qualities. Remote mobile health monitoring has recognized 

as not as a possible. The “MediNet” has designed to realize 

the remote monitoring of the health status of diabetes and 

cardiovascular diseases in remote areas. In those a remote 

mHealth monitoring system, a user could insert 

transportable sensors in body sensor networks which are 

wireless to gather different physiological, like  breathing 

rate (BR), peripheral oxygen saturation (SpO2), blood 

glucose and Blood Pressure (BP) and 

Electrocardiogram(ECG\EKG).That physiological data 

could then be forwarded to a central server, so that it can  

perform different web medical apps on this information to 

return suitable opinion to the client. These apps may have 

different operations ranging from  physical activity 

assistants, exercises, to cardiac analysis systems, sleep 

pattern analyzers, giving different medical consultation [2]. 

Anyway, as the rising technologies of cloud computing 

develop a feasible explanation can be required by including 

the software as a service (SaaS) model and business model 

pay-as-you-go in cloud computing, which would allow 

small companies (healthcare service providers) to explore in 

this healthcare market. It has been noticed that the 

inheritance of automated decision defend mHealth 

monitoring algorithms which is cloud-assisted has been 

taken as a future [3]. 

Although cloud-assisted mHealth monitoring can 

provide way to increase the healthcare services quality and 

concievably decreases healthcare cost, there is a block 

which is stumbling in developing this technology a realistic. 

Without precise finding the information management in an 

mHealth system, users’ privacy may be critically violated 

while gathering, communications, diagnosis, preserving and 

computing. A new research indicates that seventy five 

percent (75%) of USA people believe the security of their 

health records and data are essential or very essential [4]. 

And also it has been statement [5] that patients’ eagerness to 

get concerned in health monitoring agenda could be strictly 

lowered when clients are worried with the security breach in 

their willingly presented health data. This security trouble 

will be severe cause of the increasing tendency on electronic 

health information security violations. To add this , the 

current law is mainly focused on safety against intrusions 

while there is a little effort on the protecting the clients from 

the business private information. In the mean time, many 

companies have been significant industrial interest in 

collecting the clients private health datas and sharing them 

with the insurance  companies and the research institutions 

or even with the government agencies. 

II. PROBLEM STATEMENT 

Major issue in describing privacy and security is the 

computational workload included in the cryptographic 

techniques. With the availabilty of cloud computing 

facilities, it will be wise to switch the comprehensive 

computations to cloud servers from resource-constrained 

mobile devices. However, how to accomplish this efficiently 

without compromising the security and privacy becomes a 

great challenge, which should be cautiously examined. The 

problem becomes particularly critical for cloud assisted 

mobile health systems because we need not only to promise 

the privacy  or security of users ’ input health information, 

but also that of the output decision results from both  

healthcare service providers and cloud servers. 

III. EXISTING SYSTEM 

Existing Cloud-assisted mobile health (mHealth) monitoring 

system, that applies the cloud computing  and prevailing 

mobile communication technologies to provide feedback 

decision support, has been recognised as a  revolutionary 
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approach to improving the quality of healthcare service 

while lowering the healthcare expenditure. Miserably, it also 

poses a severe risk on both clients’ privacy and rational 

property of monitoring service providers, which could avert  

the vast adoption of mHealth technology. Traditional 

privacy protection mechanisms by simply removing clients’ 

personal  identity information (such as names or SSN) or by 

using anonymization technique fails to serve as an effective 

way in dealing with privacy of mHealth systems due to the 

increasing amount and diversity of personal identifiable 

information. 

A. Disadvantages: 

The existing system privacy rules like as Health Insurance 

Portability and Accountability Act (HIPAA) gives a baseline 

for health record which are personal one, as they are 

normally  not transferable or operatable to cloud computing 

environments. At the same time, most companies have 

significant commercial interests in collecting clients’ private 

health data and sharing them with either   the government 

agencies or insurance companies or research institutions. It 

has also been indicated that privacy law could not really 

exert any real protection on clients’ data privacy unless there 

is an effective mechanism to enforce restrictions on the 

activities of healthcare service providers. 

IV. PROPOSED SYSTEM 

Proposed system consists of four parties: the cloud server, 

the company which provides the mHealth monitoring 

service (i.e., the healthcare service provider), the individual 

user (simply clients), and a semi-trusted authority (TA). The 

company stores its encrypted monitoring infomation or data 

in the cloud. Individual users collect their medical 

information and store them in their mobile , which then 

transform the data into attribute vectors. These attribute 

vectors are delivered as inputs to the monitoring program in 

the cloud server through a mobile phone. A trusted authority 

is responsible for distributing private keys to the individual 

clients and collecting the service fee from the user according 

to a some business model such as pay-as-you-go business 

model. The TA shares certain level of mutual interest with 

the company and can be considered as a management agent 

or a collaborator for a company or several companies. On 

the other hand, the company and TA could collude to obtain 

private health data from client input vectors 

A. Advantages: 

1) Reduces  the  communication and computational  

burden on clients and the cloud. 

2) The  user’s search privacy, access privacy are not 

known to the cloud. 

V. SYSTEM MODEL 

System model consists of four parties: the cloud server, the 

healthcare service provider,  the individual users (or simply 

clients), and a semi-trust authority (TA), as shown in Fig. 

5.1. 

 
Fig. 1: System Architecture 

A. Cloud Server 

Cloud server working mechanism includes following steps: 

Cloud Server act as offline storage. All data are stored in 

encrypted format even passwords of users. Ages, gender, 

emails of user are not encrypted. 

B. Mobile Healthcare Service Provider 

Mobile Healthcare Service Providers task includes 

following: Mobile Healthcare service Stores data on cloud 

in encrypted format. Username Password provided by 

mobile health service provider. They can view user detail, 

and also can add medical data detail such as blood pressure 

details with type systolic or diastolic [1, 7]. 

C. Semi Trusted Authority 

Semi-trust Authority Activity includes following: STA 

activates user account of multiple users. STA generates 

token for user. STA cannot view token as it is generated & 

send to client. Token can be in the form of 

jzcv1ERHziowFuiPL7gDiSa. User system gets token to 

retrieve query result. 

D. Clients 

Client’s activity includes following steps: Register with 

mobile healthcare Service provider. Client’s uses various 

mobile healthcare applications. Semi trust authority must 

activate user. Clients can view their details. Clients raise 

queries and also view their query results using tokens. 

Query automatically searches semi trust authority. Example-

Query is “Blood Pressure 130 missed medication”. 

VI. MODULE DESCRIPTION 

In the following, we briefly introduce the four major steps: 

Setup, Store, TokenGen and Query. 

 At the system initialization, semi trusted 

authority(TA) runs the Setup phase and  the system 

parameters are broadcasted. Then the company first 

articulate the flow chart of the mHealth monitoring program 

as a branching program which is encrypted under the 

respective directed branching tree. In context to Store 

algorithm the resulting ciphertext and its company index are 

delivered to the cloud by the company. The client and TA 

runs the TokenGen algorithm whenever  a client wishes to 
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query the cloud for a certain mHealth monitoring program. 

The client sends the company index to TA, and then inputs 

its private query (which is the attribute vector representing 

the collected health data) and TA inputs the master secret to 

the algorithm. Ta obtains no useful information on the 

individual query while the client obtains the token 

corresponding to its input query. 

 In  the last phase ie., the Query phase the user 

delivers the token for its query to the cloud, which runs the 

Query phase. The cloud returns the partially decrypted 

ciphertext to the user by performing  the computationally 

intensive task for the client’s decryption. After receiving the 

partially decrypted ciphertext the user then completes the 

remaining decryption work and get its decryption result, 

which is nothing but the decision from the monitoring 

program on the clients’ input query. The cloud obtains no 

useful information on either the user’s private query input or 

decryption result after running the Query phase.  

 The following modules are created for effective generation 

of  the proposed system output. 

A. Branching Program:  

To describe the branching program, which include binary 

classification or decision trees as aspecial case. The binary 

branching program for the ease of exposition since a private 

query protocol based on a general decision tree can be easily 

derived from our model. Let v be vector of user 

attributes.An attribute component vi is a concatenation of an 

attribute index and the respective attribute value. For 

instance, A||KW1 might correspond to blood pressure: 120. 

Those having a blood pressure less than 130 are considered 

as normal, and those with blood pressure higher than this 

threshold value are considered as high blood pressure (high 

BP). The first element is a set of nodes in the branching tree. 

The leaf node pi is a label node while the non-leaf node pi is 

an intermediate decision node. Each intermediate decision 

node is a pair (ai, ti), where  ti is the threshold value and ai 

is the attribute index  with which vai is compared at this 

node. The similar value of ai may appear in many nodes, the 

same arrribute may be calculated more than once. For each 

intermediate  decision node i, R (i) is the index of the next 

node if vai>ti, L (i) is the index of the next nodes if vai<ti. 

The leaf  node ie.,the label nodes are attached with 

classification information. Iterate the process recursively for 

ph, and so on, until one of the leaf node is reached with 

decision information. 

 
Fig. 2: Branching Program 

B. Token Generation: 

To create the private key for attribute vector v= 

(v1,v2,v3.....,vn), a user for each element in v first computes 

the identity representation set  and all the n identity 

representation sets are delivered to semi trusted 

authority(TA). Then TA runs the Anon Extract(id,msk) on 

each identity id Svi in the identity set and delivers each  

private keys skvi to the respective client.  

C. Semi Trusted Authority: 

The private keys are distributed among the individual clients 

and the service fee from the  clients are collected according 

to a some business model such as pay-as-you-go business 

model by the Semi Trusted Authority(TA). The TA shares 

certain level of mutual interest with the company and thus 

can be considered as a collaborator or a management agent 

for a company. However, the company and TA could 

collude to obtain private health data from client input 

vectors. 

D. Query: 

The private key sets obtained from the token generation 

algorithm are delivered to the cloud server by clients. In 

cloud it runs the AnonDecription algorithm on ciphertext 

generated in the store algorithm. In case, if v1[0,t1], then the 

decryption result indicates the next node index L(i).The 

cloud will then use skv(L(i)) to decrypt the subsequent 

cipher text CL(i). Continue this process iteratively until it 

reaches a leaf node and decrypt the respective attached 

information.  

VII. CONCLUSION 

Cloud Computing technology provides human advantages 

such as economical cost reduction and effective resource 

management. However, if security accidents occur, 

economic damages are inevitable. The privacy preserving 

health monitoring service using cloud computing which can 

effectively protect the privacy of clients and the rational 

property ofmHealth service providers. To protect the clients’ 

privacy, it uses the anonymous Boneh-Franklin 

identitybased encryption (IBE) in medical diagnostic 

branching programs. To protect mHeath service providers’ 

programs, we expand the branching program tree by using 

the random permutation and randomize the decision 

thresholds used at the decision branching nodes. Finally, to 

enable resource-constrained small companies to participate 

in mHealth business, our CAM design helps them to shift 

the computational burden to the cloud by applying newly 

developed key private proxy re encryption technique. 

 Future Enhancement: 

In future it can use some other encryption and decryption 

techniques and compare it with existing system. By this 

comparison they can find the accuracy which one gives 

more privacy in cloud storage. By using OTP in cloud 

computing system, our proposed architecture achieves better 

goal of preserving the privacy of a user. 
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