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Abstract— SPAM is an unwanted of electronic message 

posted blindly to thousands of recipients also known as 

„junk e-mails‟. In the recent years spam became as a big 

problem of Internet and electronic communication. So for 

overcoming these problems some methods are used. In this 

paper some techniques for spam filtering are discussed 

briefly.   
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I. INTRODUCTION 

A. What is Spam?: 

Spam messages are those messages that the receiver does 

not wish to receive. They are unsolicited mails sent in bulk 

(unsolicited bulk E-mail) with a hidden or forged identity of 

the sender, address, and header information. Defines an 

electronic message as a "SPAM" if (A) the recipient's 

personal identity and context are irrelevant because the 

message is equally applicable to many other potential 

recipients; and (B) the recipient has not verifiably granted 

deliberate, explicit, and still-revocable permission for the 

mail to be sent in the information and message body. Today 

large volumes of spam messages are causing serious 

problems for users, Internet Service providers and the whole 

Internet backbone.  

Spam messages not only waste resources such as 

bandwidth, storage and computation power, but also the 

time and energy of receivers. 

B. Problem With Spam? 

Spam messages cause lower productivity; occupy space in 

mail boxes; extend viruses, Trojans, and materials 

containing  potentially harmful information for a certain 

category of users; destroy stability of mail servers, and as a 

result users spend a lot of time for sorting incoming mail 

and deleting undesirable correspondence. Besides expenses 

for acquisition, installation, and service of protective means, 

users are compelled to defray the additional expenses 

connected with an overload of the post traffic, failures of 

servers, and productivity loss. So we can do such 

conclusion: spam is not only an irritating factor, but also a 

direct threat to the business. Considering the stunning 

quantity of spam messages coming to E-mail boxes, it is 

possible to assume that spammers do not operate alone; it is 

global, organized, creating the virtual social networks. They 

attack mails of users, whole corporations, and even states. 

        Every day E-mail users receive hundreds of spam 

messages with a new content, from new addresses which are 

automatically generated by robot software. To filter spam 

with traditional methods as black-white lists (domains, IP 

addresses, mailing addresses) is almost impossible. So some 

methods of text clustering and classifying were successfully 

applied to resolve the spam problem from last decade. 

II. RELATED WORKS 

Email spam is the bulk, promotional, and unsolicited 

message. Email spam causes a serious problem in waste of 

time and resources. Bhawana S.Dakhare et al [1] have 

discussed the problem of spam and how spam can be 

detected. They surveyed different existing techniques and 

algorithms to fight against spam and compared the different 

methods. These different methods are Support Vector 

Machines (SVM), Collaborative Spam Filtering Using E-

Mail Networks and Spam Filtering with Dynamically 

Updated URL Statistics. 

 In support Vector Machines (SVM) based method 

which is content based the training required which required 

time and accuracy is less. In collaborative system, all system 

has to participate in communication and due to 

disadvantages in this method URL method can be 

considered better. As URL can be mostly occurring factor in 

email. So using this method, spam filtering can have better 

performance. 

Rasim M.Alguliev et.al [2] have described an E-

mail is an effective, fast and cheap communication way. 

Therefore spammers prefer to send spam through such kind 

of communication. Nowadays almost every second user has 

an E-mail, and consequently they are faced with spam 

problem. In this paper, the problem of clustering of spam 

messages collection is formalized. The criterion function is a 

maximization of similarity between messages in clusters, 

which is defined by k-nearest neighbor algorithm. Genetic 

algorithm including penalty function for solving clustering 

problem is offered. Classification of new spam messages 

coming to the bases of anti spam system is also given. After 

classification, the knowledge extraction from divided classes 

is considered. Multidocument summarization method is 

applied for knowledge extraction from clusters. The 

information extracted from clusters and thematic 

dependence of spam messages from their origin can be also 

helpful in detection of social networks of spammers if they 

exist. 

Though there are a lot of works offering methods 

for classification of E-mails into spam or no spam, there is 

no one previous scientific work and experimental study 

showing classification of spam messages into thematically 

groups. In this context, it is decided to make experiments on 

this subject in future works, especially to show efficiency of 

the clustering method and genetic algorithm used in this 

paper in comparison with others. 

      In this paper K Butchi Raju et al [3] have widely 

investigate the problem of parallel string matching in the 

context of parallel computing. An overview of string 

matching is made, in which the different forms of parallel 

string matching problem are also distinguished, and the 

classifications of parallel string matching problem are 

discussed. They critically reviewed different classifications 

of parallel string matching algorithms. Based on this study, a 
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number of constructive suggestions are made which will 

helpful to the researchers for developing better techniques. 

      In this paper C.L. Lai et al [4] have presented a 

many incidents about fake online consumer reviews have 

been reported, very few studies have been conducted to 

examine the trust worthiness of online consumer reviews. 

One of the reasons is the lack of an effective computational 

method to separate the untruthful reviews (i.e., spam) from 

the legitimate ones (i.e., ham) given the fact that prominent 

spam features are often missing in online reviews. The main 

contribution is the development of a novel review spam 

detection method which is underpinned by an unsupervised 

inferential language modeling framework. Another 

contribution is the development of a high-order concept 

association mining method which provides the essential 

term association knowledge to bootstrap the performance for 

untruthful review detection. Their experimental results 

confirm that the proposed inferential language model 

equipped with high-order concept association knowledge is 

effective in untruthful review detection when compared with 

other baseline methods. 

 Sahil Puri et al [5] have described the spam 

detection algorithms under the category of content based 

filtering and rule based filtering. In content based spam 

filtering, [2] the major focus is classifying the email as spam 

or as ham, based on the data that is present in the body or 

the content of the mail. So the header section is ignored in 

case of content based spam filtering. A number of 

techniques such as Bayesian Filtering, Gary Robinson 

technique, AdaBoost classifier, KNN classifier, combining 

function based on Fisher-Robinson Inverse Chi-Square 

Function are available which can be used for content based 

filtering. This paper specifically includes the comparison 

between implementations of Fisher-Robinson Inverse Chi-

Square Function, implementation of AdaBoost classifier and 

KNN classifier because this technique showing the most 

accurate results as compared to other content based 

techniques. 

 In Rule Based Filtering uses the concept of rules to 

classify mails as spam or ham. These rules may be applied 

on “To:”,“From:” or “Subject:” field of the header or the 

body of the mail. Different rules may vary from checking 

the font size of the text to checking whether the mail arrived 

from an address in the person‟s address book or searching 

the subject line for words like „free‟, ‟sale‟ and so on. 

Various techniques of content based filtering are studied and 

analyzed. The most efficient technique according to our 

research is chosen and interfaced with the rule based 

filtering technique to create a spam filter that is most 

efficient. It will reduce the filtering time. 

    Ann Nosseir Khaled Nagati et al [6] have 

concluded two different approaches. First approach is 

“Proposed approach” and Second approach is “Multi-Neural 

Networks Classifier”. In proposed approach the message 

content has been processed in three steps. In the first step, 

the stop-word removal, a list of stop words such as articles 

(e.g. “a”, “an” and “the”), prepositions (e.g. “with” or 

“beside”) and conjunctions (e.g. “and”, “or” or “for”) have 

been generated and compared against the message content to 

get rid of words that are mapped to the list. In the second 

step, the stop-word removal, the work has generated another 

list of noise. Noises such as misspelling, misplaced space or 

embedding special characters are extracted. For an instance, 

the word Viagra could be written as “V1agra”, “V|iagra” or 

Free into“fr33”. The message content has been compared 

against this list in order to remove the message noise. In the 

third step, the words in message went into a stemming 

process which reduces words into their basic form. The 

process strips the plural from nouns (e.g. “apples” to 

“apple”), the suffixes from verbs (e.g. “measuring” to 

“measure”) or other affixes. Originally proposed by Porter 

in 1980 [14], it defines stemming as a process for removing 

the commoner morphological and in flexional 

endings from words in English. A set of rules is applied 

iteratively to transform words to their roots or stems. 

  In Multi-Neural Networks Classifier, the words 

have been classified by its length and by being good or bad 

words. The bad words are commonly used in the junk e-mail 

messages. The research managed to train multineural 

networks on the bad and good words and test the results. 

The multi-networks identify the bad and good words in the 

message. If the message doesn‟t have bad words, it is 

classified as a good message i.e., HAMS. Otherwise, a 

weight is added to the bad words according to its category. 

Each character in the word is converted into its ACSII 

values then, gets a normalized weight which is a value 

ranging from 0 to 1. Consider a feedback from the users 

about the bad or good and retrain multi-neural networks 

classifier could improve results. To enhance the decision 

fusion quality of whether the email is SPAM or not, the 

word 

Category weight could be personalized to adapt 

with users requirements.Finally, incorporating this classifier 

as a step before implement a content filter, such as Black 

and White lists and Bayesian Filters. 

III. SPAM DETECTION 

Various Techniques Used To Detect Spam Messages: 

A. KNN Classifier: 

1) K Means:  

The aim of K Means is to partition the objects in such a way 

that the intra cluster similarity is high but inter cluster 

similarity is comparatively low. A set of n objects are 

classified into k clusters by accepting the input parameter k. 

All the data must be available in advance for the 

classification. 

2) KNN:  

Instead of assigning to a test pattern the class label of its 

closest neighbour, the K Nearest Neighbour classifier finds 

k nearest neighbours on the basis of Euclidean distance. 

B. AdaBoost Classifier: 

AdaBoost (Adaptive Boosting) proposed by Yoav Freund 

and Robert Schapire which is a machine learning algorithm. 

AdaBoost is one of the meta-algorithm, and can be used in 

conjunction with many other learning algorithms to improve 

their performance.AdaBoost is sensitive to noisy data and 

outliers. However, it is less susceptible to the over fitting 

problem than most learning algorithms. 

       The AdaBoost classifier works with the concept of 

active learning using confidence based label sampling. The 

variance is used to train a classifier and obtain a scoring 

function which can be used to classify the mail as spam or 
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ham. This technique needs label data for training its 

classifier. This indicates that the data has originally been 

classified as spam or ham. Initially the data‟s were trained 

for classifier and produce necessitate functions to classify 

the spam messages. 

C. Decision Tree 

A decision tree is a tree in which each branch node 

represents a choice between a number of alternatives, and 

each leaf node represents a decision. Decision trees classify 

instances by traverse from root node to leaf node. We start 

from root node of decision tree, testing the attribute 

specified by this node, and then moving down the tree 

branch according to the attribute value in the given set. This 

process is the repeated at the sub-tree level. Decision tree 

learning algorithm has been successfully used in expert 

systems in capturing knowledge. Decision tree is relatively 

fast compared to other classification models. It also Obtain 

similar and sometimes better accuracy compared to other 

models 

D. Decision Stump 

A decision stump is a very simple decision tree. A decision 

stump is a machine learning model consisting of a one-level 

decision tree. It is a decision tree with one internal node (the 

root) which is immediately connected to the terminal nodes 

(Its leaves). A decision stump makes a prediction based on 

the value of just a single input feature. Sometimes they are 

also called 1-rules. It‟s a tree with only one split, so it‟s a 

stump 

E. Fisher-Robinson Inverse Chi-Square Function 

Chi-Square method is a content based filtering technique 

which was proposed by Robinson. ”. It uses a probability 

function which is also named as “Robinson‟s Degree of 

Belief”. In this probability function, p(w) is the Robinson‟s 

total probability function, s is a tunable constant, x is an 

assumed probability given to words never seen before 

(hapaxes) , and n is the number of messages containing this 

token. Initial values of 1 and 0.5 for s and x, respectively, 

are recommended.  

Robinson has suggested using this function in 

situations where the token has been seen just a few times. 

An extreme case occurs when a token has never been seen 

before. In such a case, the value of x will be returned.  

F (w) = (s*x) + (x*p (w))/s+n 

In this function, Robinson used the number of messages 

containing that token.  

g (w) = num ham with token/num ham 

b (w) = num spam with token/num ham 

p (w) = b (w)/b(w)+g(w) 

F. Genetic Algorithm 

Text Classification based on genetic algorithm Use of 

genetic algorithm to generate rules for text categorization. 

To avoid biasing effect by large number of documents or 

large sized document of a particular type, relative frequency 

of a word in all documents is used. 

G. The Apriori Algorithm 

Apriori is an influential algorithm for mining frequent item 

sets for Boolean association rules. The name of the 

algorithm is based on the fact that the algorithm uses prior 

knowledge of frequent item set properties. Apriori employs 

an iterative approach known as a level-wise search, where k-

item sets are used to explore (k+1)-item sets.  

      First, the set of frequent 1-itemsets is found. This 

set is denoted by L1. L1 is used to find L2, the set of 

frequent 2-itemsets, which is used to find L3, and so on, 

until no more frequent k-item sets can be found. The finding 

of each Lk requires one full scan of the database. 

      To understand how Apriori property is used in the 

algorithm, let us look at how Lk-1 is used to find Lk. A two 

step process is followed, consisting of join and prune 

actions: 

1) The Join Step: 

To find Lk, a set of candidate k-item sets is generated by 

joining Lk-1 with itself. This set of candidates is denoted by 

Ck.  

2) The Prune Step: 

Ck is the superset of Lk. A scan of the database to determine 

the count if each candidate in Ck would result in the 

determination of Lk (item sets having a count no less than 

minimum support in Ck). But this scan and computation can 

be reduced by applying the Apriority property. 

H. Naive Bayes Classifiers: 

Naive Bayes classifiers are a popular statistical technique of 

e-mail filtering. They typically use bag of words features to 

identify spam e-mail, an approach commonly used in text 

classification. 

   Naive Bayes classifiers work by correlating the use 

of tokens (typically words, or sometimes other things), with 

spam and non-spam e-mails and then using Bayesian 

inference to calculate a probability that an email is or is not 

spam. 

   Text document classification widely uses Naive 

Bayes classifier due to its ease of use and accuracy. Naïve 

Bayes classifier uses Bayes theorem. 

The probability that a test document td belongs to 

class C is given by: 

P (c\td) = [p (td/c) * p(c)]\p (td) 

   When the training database contains a set of text 

documents, the documents have to be pre-processed 

Unnecessary and irrelevant words are removed by the 

process of filtration and stems of remaining words are 

obtained. Stemmed remaining words are said to be 

document representatives and their weight is calculated by 

finding the frequency of occurrence in the document. 

IV. CONCLUSION 

Spam messages are nuisance and huge problem to most 

users since they clutter their mailboxes and waste their time 

to delete all the junk mails before reading the legitimate 

ones. They also cost user money with dial up connections; 

waste network bandwidth and disk space. Summarizing the 

article, in this paper we discussed the problem of spam and 

how spam can be detected. There are different existing 

algorithms to fight against spam. But the previous results 

were noticeable that the decision tree and naïve bayes 

algorithms performed little better as compared to another 

algorithms ( like K Means, KNN, AdaBoost Classifier, 

Decision stump, Genetic Algorithm).Because both of these 

algorithms are simple to understand and interpret, requires 
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little data preparation, able to handle both numerical and 

categorical data and performs well with large datasets. 
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