
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 03, 2015 | ISSN (online): 2321-0613 

 

 

All rights reserved by www.ijsrd.com 1933 

Image Forgery Attack & Detection using Pixel Matching Algorithm 

Love Chauhan
1
 Prof Ravi K Sheth

2
 

1
P.G Student 

2
Professor 

1,2
Department of Information Technology and Network Security 

1,2
GTU PG School, Gandhinagar, Gujarat, India

Abstract— A new method using DWT & PVD is used to 

provide the solution for detection of  various attack which 

has been undergone rotation, scaling and translation and to 

provide accurate results. In today’s world of advanced 

computer technology, tampering and synthesis of digital 

images can be easily performed by a novice with number of 

available sophisticated image processing software available 

in the market. So, a sturdy, fast and single algorithm to 

determine forgery has been proposed and simulated. 
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I. INTRODUCTION 

Based on the survey and study on different methodologies 

the author stated that different method undergo problems 

like rotation ,scaling and other geometric transformation. 

Pixel Matching Algorithm lack in performance and 

the method is unable to detect the rotation, scaling and other 

geometric transformation, it is also not resilient to JPEG 

images. 

Krawtchouk moments are used to extract features 

and detect copy-move forgery in the paper. 

Krawtchouk algorithm work well with the regular 

and irregular tampered region detection but it is again 

unable to detect the rotation and scaling tampered region. 

All implemented undergo simple computational 

problem like rotation, scaling, resize, resampling while 

processing the image. 

Large Database is required for testing image 

forgery detection. 

Post Processing is required after tamper algorithm 

is applied on the image. 

Moreover performance of algorithm relies on the 

location of copy move forgery. 

Pixel-Matching algorithm doesn’t support rotation 

which is the main drawback of the proposed algorithm. 

II. PROPOSED SOLUTION 

 

Fig. 1: Proposed Solution 

A. Tools and Technologies Used: 

The implementation of the proposed algorithm of “Image 

Forgery Attack & Detection Using Pixel Matching 

Algorithm” is implemented using the MATLAB. 

B. Psuedo Algorithm: 

1) STEP 1: Input Tampered Image 

2) STEP 2: Converting Image into binary format 

using Mat lab. 

3) STEP 3: Preprocessing on the image. 

4) STEP 4: Compute phase co relation. 

5) STEP 5: Compute offset (Δx, Δ y) between copy 

move regions. 

6) STEP 6: Locate the copy-move region by pixel 

matching. 

7) STEP7: Mathematical morphological operations. 

8) STEP 8: Detection of Forged Portion in the image. 

III. INTRODUCTION 

Today, almost everyone has a digital camera. Literally 

billions of digital images are taken. Some of these images 

are used for purposes other than family photo albums or 

Web site decoration. One of the many merits of digital 
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cameras and digital images is that the images they capture 

do not deteriorate over time. Making images with digital 

camera is both inexpensive and fast because there is no film 

processing. With the advancement of the internet, 

professionals of digital media now have an inexpensive 

means to distribute their works to a growing audience. 

With the rise in digital photography, manufacturers 

of graphic editing tools are quickly gathering momentum. 

The tools are becoming cheaper and easier to use-so easy in 

fact that anyone can use them to enhance their images. 

Editing or post-processing, if done properly, can greatly 

enhance the appearance of the picture, increase its impact to 

the viewer and better convey the artist’s message. But at 

what point does a documentary photograph become a 

fictional work of art? 

1) What is a Forged Image? 

We don’t consider an image to be altered if only in-camera, 

internal conversions, filters, and corrections such as certain 

aberration corrections, saturation boost, shadow and 

highlight enhancements, and sharpening are applied. After 

all, the processing of raw pixel data captured from the 

digital sensor is exactly what the camera’s processor is 

supposed to be doing. 

2) But is every altered image a forged one? 

What if the only things done to the image were standard and 

widely accepted techniques such as cropping, rotating, or 

applying horizon correction? These and some other 

techniques do alter the image, but don’t necessarily forge it, 

and this point may be brought before a judge, making him or 

her accept an altered image as genuine. Therefore, the whole 

point of forgery analysis is determining whether any 

changes were made to alter meaningful content of the 

image. We’ll analyze an image on the pixel level in order to 

detect whether significant changes were made to the actual 

pixels, altering the content of the image rather than its 

appearance on the screen. [1] 

3) Types of Digital Image Forgery 

Image tampering is defined as "adding, changing, or 

deleting some important features from an image without 

leaving any obvious trace. [2] 

A. Copy-Move Forgery: 

In copy-move forgery (or cloning), part of the image of any 

size and shape is copied and pasted to another location in the 

same image to hide some important information or to 

duplicate portions of the image as shown in Fig. 1. 

 
Fig. 1: Copy Move Forgery Attack 

[2] 

On the left side in the original image shows a truck 

standing while, after the copy move forgery attack there is 

no truck because the tree part is copied moved and pasted. 

As the copied part came from the same image, its important 

properties such as noise, color and texture do not change and 

make the detection process difficult
.[2]

 

B. Image Forgery using Splicing 

Image splicing uses cut-and-paste techniques from one or 

more images to produce a new fake image. When splicing 

isperformed carefully, the borders between the spliced 

regions can visually be imperceptible. Splicing, however, 

disturbs the high order Fourier statistics such as the bi-

spectrum; these statistics can subsequently be used in 

detecting forgery. 

 

Fig. 2: Image Forgery using Splicing
[2] 

From Fig 2 We can see different tampering attack on 

the images the subpart of the image shows that there is a 

boat in the middle of the sea(original) while after tampering 

it show a another ship before him. 

This kind of tampering with images are occurring daily 

and are very dangerous and can harm so many evidences 

that are require to solve the mystery, cases, copyright  etc. 

C. Image Resampling 

To create a high quality forged image, some selected regions 

have to undergo geometric transformations like rotation, 

scaling, stretching, skewing, flipping etc. [2]The 

interpolation step plays a central role in the resampling 

process and introduces non-negligible statistical changes. 

Resampling introduces specific periodic correlations into the 

image. These correlations can be used to detect forgery 

caused by resampling. 

In Figure 3[2], the image (a) on the top is the 

original scene while the one down (b & c) the left & right is 

the forged image obtained by scaling it. 

While the image (d) and (e) states the changes that 

occur in the original image and the forged image. 

D. Cropping 

It is a technique to cut-off borders of an image or reduces 

the canvas on which an image is displayed. Generally this 

kind of operation is used to remove border information 

which is not very important for display. 

E. Noising & Blurring 

Tampering images with operations described above like 

image splicing, scaling, rotating can be clear to a viewer in 

the form of artifacts like improper edges, aliasing defects 

and tone variations. These obvious traces of tampering can 

https://www.google.co.in/search?q=An+example+of+copy-move+forgery;+(left)+original+image+with+3+missiles+(right)+forged+image+with+4+missiles&es_sm=122&source=lnms&tbm=isch&sa=X&ei=f8JdVL-lDZWYuQSw6ICYCQ&ved=0CAgQ_AUoAQ
http://forensics.idealtest.org:8080/
https://www.google.co.in/search?q=An+example+of+copy-move+forgery;+(left)+original+image+with+3+missiles+(right)+forged+image+with+4+missiles&es_sm=122&source=lnms&tbm=isch&sa=X&ei=f8JdVL-lDZWYuQSw6ICYCQ&ved=0CAgQ_AUoAQ
http://forensics.idealtest.org:8080/
https://www.google.co.in/search?q=An+example+of+copy-move+forgery;+(left)+original+image+with+3+missiles+(right)+forged+image+with+4+missiles&es_sm=122&source=lnms&tbm=isch&sa=X&ei=f8JdVL-lDZWYuQSw6ICYCQ&ved=0CAgQ_AUoAQ
http://forensics.idealtest.org:8080/
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be made imperceptible by applying small amount of noise or 

blur operations in the portions where the tampering defects 

are visible. 

 
                       Fig. 3: Image Resampling

[2]
 

F. Double JPEG Compression 

If a JPEG is tampered and compressed again with JPEG 

compression with different quality factor than it would be 

likely to find periodic artefacts in the histogram of the DCT 

coefficient of compressed images. 

G. Graphic Rendering 

Computer based graphic rendering software are being used 

to tamper natural images to make them look superficial. 

 
1) Table Comparison for Image forgery attack and 

Detection Techniques: 

 
Table 1: Image Tamper Techniques and Detection 

Techniques 

In this work I have selected detection copy-move forgery 

techniques for study and implementation as for the reasons 

that;  

1) Copy-move forgery are the most often used 

tampering techniques in making image forgery. 

2) Blind tamper detection is a new field of research. 

To realize, it is better to start with a study on some 

of the existing detection techniques and determine 

if they can be put in to practice.  

3) Detection techniques for copy-move have already 

been studied by some researchers [6, 7, 8, 4] and 

have been well reported.  

4) It  is  known  that  copy-move  technique  can  be  

detected  by  extensive  search  of  local regions in 

an image which needs to find search algorithms 

that are suitable and fast enough for image data. 

IV. PIXEL MATCHING BY IMAGE SHIFTING 

In the approach DWT is firstly applied to the input image to 

yield a reduced dimension representation, i.e LL1 subband. 

Then the LL1subband are divided into sub-images. Phase 

correlation is adopted to compute the spatial offset (dx,dy) 

between the copy-move region.[3] 

The copy-move region can be easily located by 

pixel matching shifting the input image according to the 

offset and calculating the difference between the image and 

its shifted version. 

The flow chart of the pixel matching algorithm is 

shown in the Fig 11 

 
Fig. 4: Pixel Matching Algorithm 

The formula to be applied on the pixel matching algorithm 

is shown in Fig 12 
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Fig. 5: Formula for Pixel Matching Algorithm 

Where * is complex conjugate, and ||.|| is complex 

magnitude. Let p (x, y) be the inverse Fourier transform of P 

(u, v). Phase correlation techniques estimate spatial offsets 

by extracting peaks in p (x, y). The spatial location of a peak 

corresponds to the spatial offset (dx, dy). 

 
Fig. 6: Pixel Matching Formula Flow Diagram [6] 

V. RESULTS 

A. Translation: 

 

Fig. 7: Original Color Image & Forged Image by 

Translation 

 
Fig. 8: Original Image & Forged Image By Translation – 

Grey Scale 

 
Fig. 9: Forged Image After Inverse DWT & Filtering 

 
Fig. 10: Forged Portion Detected In The Image After Our 

Proposed Algorithm 

B. Scaling: 

 
Fig. 11: Original Color Image & Forged Image By Scaling 
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Fig. 12: Original Image & Forged Image By Scaling – Grey 

Scale 

 
Fig. 13: Forged Image After Inverse DWT & Filtering 

 
Fig. 14: Forged Portion Detected In The Image After Our 

Proposed Algorithm 

 

 

 

 

 

 

 

C. Rotation: 

 

 
Fig. 15: Original Color Image & Forged Image By Rotation 

 
Fig. 16: Original Image & Forged Image By Rotation – 

Grey Scale 

 
Fig. 17: Forged Image After Inverse DWT & Filtering 
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Fig. 18: Forged Portion Detected In The Image After Our 

Proposed Algorithm 

Image 

Type 
Quality 

Time 

(in 

sec) 

Tampered 

Region size 
Accuracy 

Bird - 

PNG 
100 7.056 64*64 89.65% 

Bird - 

PNG 
80 7.072 64*64 83.29% 

Lena 

- JPG 
100 8.783 64*64 84.72% 

Lena 

- JPG 
80 8.816 64*64 79.47% 

Table 2: Results of Translation 

Image 

Type 
Quality 

Time 

(in 

sec) 

Tampered 

Region size 
Accuracy 

Bird - 

PNG 
100 7.093 64*64 88.22% 

Bird - 

PNG 
80 7.115 64*64 82.16% 

Lena - 

JPG 
100 8.835 64*64 83.08% 

Lena - 

JPG 
80 8.924 64*64 78.28% 

Table 3: Results of Scaling 

Image 

Type 
Quality 

Time 

(in 

sec) 

Tampered 

Region size 
Accuracy 

Bird - 

PNG 
100 7.038 64*64 86.92% 

Bird - 

PNG 
80 7.071 64*64 79.04% 

Lena - 

JPG 
100 8.725 64*64 84.63% 

Lena - 

JPG 
80 8.847 64*64 78.19% 

Table 4: Results of Rotation 

VI. CONCLUSIONS 

The proposed solution provides accurate and fast 

computation to overcome those flaws in the pixel matching 

algorithm and provides a better result for PNG format 

Images then JPEG format Images. 

In future, this algorithm  can be enhanced to detect 

multiple forged portions, and time for processing can also be 

reduced. 
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