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Abstract— Wireless multimedia applications are used to 

transfer multimedia data under wireless network 

environment. Network operators test the multimedia 

content, optimize the bandwidth and provide quality of 

service (QoS) to authorized users. Physical layer 

information is dynamic in wireless networks. Application 

layer information is related to wireless multimedia delivery. 

Joint physical application layer security scheme is used to 

secure the wireless multimedia data delivery. The proposed 

joint security architecture can be implemented in a 

distributed manner by exchanging messages between the 

authorized transmitters and receivers, thus achieving a 

satisfying trade-off between the security level and 

communication overhead. Security and signal processing 

tasks are managed under the physical layer. The 

authentication and watermarking strategies are used at the 

application layer. Cross layer security scheme used 

streaming based authentication is done in two ways Error 

Correction Coding (ECC) based methods and graph-based 

methods. Device authentication scheme is used to verify the 

devices and its associated multimedia services. Triple DES 

algorithm is used to secure the multimedia content, control 

and feedback messages. 
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I. INTRODUCTION 

Wireless Multimedia Extensions (WME), Wi-Fi Multimedia 

(WMM), is a Wi-Fi Alliance interoperability certification, 

based on the IEEE 802.11e standard. It provides basic 

Quality of service (QoS) features to IEEE 802.11 networks. 

WMM prioritizes traffic according to four Access 

Categories (AC) - voice, video, best effort and background. 

It does not provide guaranteed throughput. It is suitable for 

well defined applications that require QoS, such as Voice 

over IP (VoIP) on Wi-Fi phones (VoWLAN).WMM 

replaces the traditional Wi-Fi DCF distributed coordination 

function for traditional CSMA/CA wireless frame 

transmission with EDCF, Enhanced Distributed 

Coordination Function, which according to version 1.1 of 

the WMM specifications by the Wi-Fi Alliance, defines four 

Access Categories (AC_BK, AC_BE, AC_VI, AC_VO) 

labels, for the Enhanced Distributed Channel Access 

(EDCA) parameters that are used by a WMM-enabled 

station to control how long it shall set its TXOP 

Transmission Opportunity, according to the information 

transmitted by the access point to the station and is 

implemented for wireless QoS between RF media.     

The Wi-Fi Alliance has added Power Save 

Certification to the WMM specification. Power Save uses 

mechanisms from 802.11e and legacy 802.11 to save power 

and fine-tune power consumption. The certification provides 

an indication that the certified product is targeted for power 

critical applications like Mobile/Smart Phones and portable 

power devices. The underlying concept of WMM Power 

Save is that the station (STA) triggers the release of buffered 

data from the access point (AP) by sending an uplink data 

frame. Upon receipt of such a data frame the AP releases 

previously buffered data stored in each of its queues. 

Queues may be configured to be trigger enabled and 

delivery enabled. Queues refer to the four ACs defined for 

WMM. 

II. RELATED WORK 

Wireless multimedia delivery mainly focuses on upper 

layers such as transport, network and application, while 

usually ignoring the physical layer technology. In this 

section, we briefly introduce two major technologies to 

realize the physical layer security that will be useful in 

wireless multimedia communication systems. 

Reference [5] investigated a full channel state 

information (CSI) scenario in which an authorized 

transmitter is able to obtain the channel gains of an 

authorized receiver and an unauthorized user. In this case, 

SC is defined as the upper bound of the channel capacity 

when the authorized receiver can only access the CSI of the 

authorized transmitter. 

Moreover, [4] proposed a simple and efficient 

energy allocation scheme achieving the upper bound of the 

SC, while ensuring that the proposed scheme can achieve 

the asymptotical optimization at some specific conditions. 

The full CSI is difficult to obtain in some practical cases. 

Hence, [6] extended the previous studies by introducing 

imperfect CSI. Specifically, two authorized users transmit 

data over a quasi-static fading channel and an unauthorized 

user can also access their transmissions via another quasi-

static fading channel. Importantly, [6] characterized the role 

of a fading channel and provided a close expression of the 

upper bound of SC in this case.    

Currently, there are two main methods at the 

application layer for wireless multimedia communications: 

authentication and watermarking. In what follows, we 

provide a brief introduction and some classical applications 

of these methods; in particular, their advantages and 

disadvantages are analyzed. 

Stream-based authentication can be broadly 

classified into error correction coding (ECC) - based 

methods and graph-based methods [8]. Specifically, [9] used 

a type of ECC code for stream authentication. Note that the 

basic data processing unit is a block, which consists of a 

number of packets. For each block, the digital signature is 

coded with an erasure code and then dispersed over all the 

packets of the block. All received packets can be 

authenticated if and only if the number of lost packets is less 

than a specific threshold, which is defined by the 

authentication level. Conceptually, this method suffers from 
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high computational overhead due to the erasure coding. In 

addition, it also suffers from an unexpected high receiver 

delay due to the minimum number of received packets for 

authentication. 

The basic framework of graph-based authentication 

is introduced in [8]. In this case, each packet’s hash is 

computed and appended at the end of the packet and the 

signature is computed over all the hashes of the packets. 

Naturally, authentication is realized after receiving the last 

packet. Notice that substantial graph-based stream 

authentication schemes have been proposed in recent years 

as well. Specifically, [4] proposed an authentication scheme 

using a simple hash chain that possesses relatively low 

overhead and low receiver delay. Unfortunately, this method 

suffers from high transmission delay and is not robust 

enough for packet loss. Most notably, [1] proposed a 

butterfly graph for stream authentication, which achieves 

low overhead and high authentication probability. This 

method is robust against any kind of packet loss and 

outperforms the existing authentication methods in terms of 

overhead and delay. We refer readers to [8] for additional 

work on graph based stream authentication. 

III. SECURITY SCHEME FOR WIRELESS MULTIMEDIA 

SERVICES 

Wireless multimedia communications have developed 

rapidly with increasing wireless access bandwidth and 

popular intelligent devices. In the past decade, a number of 

studies have been conducted to design robust and efficient 

schemes for delivering multimedia content over error prone 

wireless networks. In contrast, very few of those studies 

have concentrated on the security aspect of such 

transmission. In fact, compared to traditional wired 

networks, malicious intruders are more likely to eavesdrop 

and alter multimedia contents in wireless networks. 

Therefore, there is a growing number of multimedia 

applications that requires different levels of security service 

in the context of various wireless networks in recent years. 

In current wireless multimedia communication 

systems, it is very difficult for the multimedia information 

transmitter to keep track of multimedia content security 

because there are many uncertain third parties between the 

information transmitter and the receiver [2].  

Figure 3.1 shows a typical wireless multimedia 

communication system, where the multimedia content is 

delivered from the transmitter to the receiver via wireless 

networks. 

Network operators test the multimedia content, 

optimize the network bandwidth and provide quality of 

service (QoS) - aware multimedia service to authorized 

users. Facing dynamic wireless networks and heterogeneous 

user requests, appropriate cross-layer technologies such as 

encoding, scheduling and resource allocation should be 

jointly considered to deal with the complex communication 

conditions and requests [3]. We provide two examples: 

1) When transmitting an original high-resolution 

video sequence to mobile phones, transcoding and 

resource allocation play a key role in wireless 

multimedia delivery. 

2) When broadcasting TV signals, translating and 

scheduling should be deployed jointly to control 

the bit rates of individual channels before 

multiplexing. 

       Intuitively, guaranteeing secure wireless delivery 

of multimedia content to authorized users in such a dynamic 

environment also needs cross layer security technologies. 

Unfortunately, existing security service schemes for 

network-based multimedia applications do not have a 

systematic perspective. More specifically, conventional 

multimedia security methods usually neglect the physical 

layer information of wireless networks, while physical layer 

security methods also ignore the impact of the security 

implementation at the application layer [7].  

 
Fig. 3.1: An Example of a Wireless Multimedia 

Communications System 

As studied in our previous work [1], only cross-

layer design strategy can adapt to the dynamic network 

conditions and user requests in terms of wireless multimedia 

delivery. To this end, in this study, we design and evaluate a 

joint physical application layer security scheme that jointly 

considers and optimizes security capacity, encoding method, 

authentication and watermarking. In summary, the major 

contributions of this article are as follows. 

IV. PROBLEM STATEMENT 

Joint physical application layer security scheme is used to 

secure the wireless multimedia data delivery.  Joint 

framework integrates both the physical and application layer 

security technologies.  Security and signal processing tasks 

are managed under the physical layer. The authentication 

and watermarking strategies are used at the application 

layer. Security capacity, encoding method, authentication 

and watermarking are considered in the system.  Streaming 

based authentication is done in two ways error correction 

coding (ECC) based methods and graph-based methods. The 

verification process is carried out under the receiver to 

check source and contents of multimedia data. Signature 

verification is used to check the data integrity. The 

following problems are identified from the existing system. 

Device level authentication is not performed. Control and 

feedback messages are not secured. Energy consumption is 
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not considered in the security process. Transmission latency 

is high. 

V. JOINT PHYSICAL-APPLICATION LAYER SECURITY SCHEME 

The joint physical application layer security scheme at the 

transmitter, the multimedia data is first passed to the 

security capacity part, where the maximal channel capacity 

with any security level is estimated and analyzed. This part 

also implements the distributed resource allocation or 

scheduling scheme and outputs the maximum transmission 

rate, including the source coding, channel coding and 

authentication and watermarking rates. The source coding 

function encodes the multimedia contents according to the 

received input rate and required output rate. In the channel 

coding part, authentication and watermarking are 

constructed. Media streaming is established, signed and 

protected by channel coding before communication. At the 

receiver, content detection is performed on the received 

multimedia stream to test the integrity of the content. 

      Generally, the total framework is based on an error-

resilient encoder and decoder and the synchronization of the 

total system is guaranteed. Specifically, the decoder detects 

transmission errors and utilizes error concealment to reduce 

the cost of a code error. Moreover, the error detection 

information is passed to the packet verification part, in 

which multimedia content errors can trigger false alarms at 

the receiver. If the false alarms are smaller than the 

threshold, which is determined by the authentication request, 

the receiver can ignore the error alarms. Otherwise, it should 

report them to the transmitter immediately. 

      Packet verification is based on packet-by packet 

operation, which also employs traditional hash functions. 

The decisions on multimedia content authentication and 

watermarking are based on the verification results. The 

verifiability information is processed at the decoder and 

nonverifiable packets are skipped. It should be noted that the 

practical wireless network architecture consists of several 

layers that are beneficial to independent design and 

interaction between the encoder and decoder. Nevertheless, 

this kind of approach will inevitably lead to data 

redundancy. One of the key points is to achieve the optimal 

trade-off between security level and data redundancy by a 

cross-layer design of the security scheme. 

       The error report for each block is transmitted from 

the decoder to the encoder, which also suffers from the 

unexpected information attack. In this case, we employ 

duplicate transmission to ensure that this report can be 

correctly received at the transmitter. Actually, for security 

considerations, this transmission can be performed based on 

a specific private key only known to the transmitter and 

receiver. Of course, this key can be selected arbitrarily, but 

it should be different from the authentication and 

watermarking methods for security concerns. 

       Once the errors have been detected at the 

transmitter, one first determines whether the error value is 

larger than the given threshold or not. As stated previously, 

this threshold is determined by the user’s security level. If 

the error is smaller than the given threshold, all the packets 

in this block are skipped for verification. If not, 

authentication and watermarking are reconstructed by 

reducing the strength of the security level. In other words, 

security protection is conducted by a try-test procedure in a 

dynamic wireless environment. Obviously, this scheme is 

not efficient due to the substantial communication overhead. 

A simple scheme proposed by jointly considering physical 

and application layer security. More specifically, the 

security capacity is estimated, denoted by C, before the 

wireless multimedia transmission. For different network 

environments, this estimation frequency is also different. 

Intuitively, for dynamic wireless networks, the update 

frequency is higher than in static wireless networks. One 

point should be emphasized here: information update does 

not distinctly increase the communication overhead since it 

is conducted almost completely at the transmitter. 

Subsequently, sophisticated channel coding technologies are 

absorbed to improve the content robustness and the 

corresponding rate is Cc. Note that the above two steps are 

implemented at the physical layer.  

      After that, at the application layer, the 

authentication and watermarking are done, in which the 

authentication rate is Ca and the watermarking rate is Cw 

and the sum of Ca and Cw is equal to or smaller than (C – 

Cc). In other words, the total maximal authentication and 

watermarking rate is (C – Cc). Usually, authentication and 

watermarking have the same importance; hence, the 

maximal authentication or watermarking rate is (C – Cc)/2. 

Note that this equal division is not a must; the users can 

arbitrarily choose the proportion according to the need of 

multimedia applications. We refer readers to [1] for more 

detail on the impact of the allocated rate on authentication. 

VI. CROSS LAYER SECURITY SCHEME FOR MULTIMEDIA 

SERVICES 

The system is designed to manage the multimedia services 

with security and authentication process. Multimedia source 

and user applications are used in the system. Device and 

service authentication is integrated with the system.  

      The system is divided into six major modules. 

They are Multimedia Source, Users, Device Authentication, 

Streaming Authentication, Security Process and Integrity 

Analysis. Multimedia sources module is designed to provide 

multimedia content to the users. The user module is 

designed to access the multimedia contents. Devices and 

their functions are verified under device authentication 

module. Multimedia contents are verified with streaming 

authentication process. Content and control message 

security is provided under security process module. Integrity 

analysis module is used to verify the data integrity in 

transmission services. 
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Fig. 2: Cross Layer Security Scheme 

A. Multimedia Source: 

The multimedia source is used to provide multimedia 

services to the users. Images, audio and video contents are 

provided from the multimedia sources. Multimedia services 

are managed by the administrator. Multimedia data are 

delivered with reference to the user requests. 

B. Users: 

The user application is designed to access the multimedia 

services. Service meta data provides the service details. 

Services and shared content details are collected from the 

service provider. User submits the content request to the 

service provider. 

C. Device Authentication 

Multimedia services are provided from different device 

sources. Device authentication process is carried out to 

verify the device. Devices and associated services are also 

verified by the system. Shared contents and associated 

formats are verified in  the device authentication process. 

D. Streaming Authentication: 

The multimedia data values are delivered in streaming 

mechanism. Streaming authentication is carried out to verify 

the source of the content. Additive watermarking algorithm 

is used for the verification process. Watermark verification 

is performed under the user application. 

 

 

E. Security Process: 

Security process is used to protect the multimedia content. 

Control and feedback messages are used to manage the data 

transmission process. Security is also provided for the 

control and feedback messages. Triple DES algorithm is 

used for encryption and decryption process. 

F. Integrity Analysis 

Content authentication and verification are performed in the 

receiver side. Error Correction Code (ECC) and digital 

signatures are used in the verification process. Secure Hash 

Algorithm (SHA) is used for the integrity verification 

process. Feedback messages are released with reference to 

the verification process. 

VII. CONCLUSION 

The multimedia content is delivered from the transmitter to 

the receiver via wireless networks.  Joint physical 

application layer security system provides the security for 

multimedia data delivery process. The joint framework is 

improved with device authentication and control message 

security. The data transmission process is tuned with energy 

and latency reduction mechanism. Efficient network 

resource utilization is achieved by the system. The system 

improves the security level in multimedia data transmission. 

Data transmission is achieved within delivery deadlines. The 

system reduces the communication overhead in multimedia 

data delivery process. 
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