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Abstract— Achieving higher security, cryptographic 

algorithms play an important role in the protection of data 

from unapproved usage. For the security of data, various 

solutions algorithms were proposed. Use such an encryption 

methods such as DES, 3DES and AES etc. The AES also 

known as the Rijndael algorithm was selected as a Standard 

by National Institute of Standards and Technology (NIST). 

Encryption algorithms are used to ensure security of 

transmission channels. In this paper two different 

architectures i.e. AES and Pipelined AES have been 

designed in VHDL. The comparison is being done between 

the Basic AES and Fully Pipelined AES algorithm. It will 

make it faster and secure compare to software 

implementation. 
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I. INTRODUCTION 

There are numerous ways of categorizing cryptographic 

algorithms. It will be classified based on the number of keys 

that are engaged for encryption and decryption, and further 

demarcated by their application and use. The three kinds of 

algorithms based on key. 

 
Fig. 1: Types of Cryptographic Algorithm Based on Keys 

Cryptography is an art of composing in mystery 

symbols and is an antiquated craft. Use such an encryption 

methods such as DES, 3DES and AES etc. Advanced 

Encryption Standard (AES) is a symmetric cryptographic 

algorithm. Considering the complex nature of advance 

encryption standard (AES) algorithm, it requires a huge 

amount of hardware resources for its practical 

implementation. The extreme amount of hardware 

requirement makes its hardware implementation very 

burdensome.  FPGA scheme is introduced which is highly 

efficient in terms of resource utilization. VHDL is used as a 

programming language for the purpose of design. 

Xilinx_ISE software is being used for the purpose of 

simulating and optimizing the synthesizable VHDL code[2]. 

Implement the algorithm using VHDL test bench waveform 

of Xilinx ISE simulator and resource utilization is also 

presented for a targeted Spartan FPGA for achieving high 

data speed by MIPS technique compare to simple clock 

cycle process. 

II. AES (ADVANCE ENCRYPTION STANDARD) 

The Advanced Encryption Standard is a determination for 

the purpose of encryption of automated information built by 

the National Institute of Standards and Technology of U.S. 

in 2001. AES is focused around the Rijndael figure created 

by Joan Daemen and Vincent Rijmen. AES fall into three 

areas: Security, Cost and Implementation. AES has a fixed 

block size of 128 bits and a key size of 128, 192 or 256 bits, 

whereas Rijndael can be specified with key and block sizes 

in any multiple of 32 bits, with a minimum of 128 bits and a 

maximum of 256 bits. AES has defined three versions, with 

10, 12, and 14 rounds. Each version uses a different cipher 

key size (128, 192, or 256), but the round keys are always 

128 bits. 

AES (except the last round) consists of four stages. 

1) SubBytes - a non-linear substitution step where 

each byte is replaced with another according to a 

lookup table (known as S Box).  

2) ShiftRows - a transposition step where each row of 

the state is shifted cyclically a certain number of 

steps.  

3) MixColumns - a mixing operation which operates 

on the columns of the state, combining the four 

bytes in each column using a linear transformation. 

 
Fig. 2: Advanced Encryption Standard Algorithm 

4) AddRoundKey - each byte of the state is combined 

with the round key; each round key is derived from 

the cipher key using a key schedule. [1] 

 AES algorithm comprises of various rounds 

depending on the key size and block size, Out of all the 
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rounds the Pre- round comprises only AddRoundKey 

whereas the final round omits the MixColumns stage. 

III. PIPELINED AES 

For pipeline we are used MIPS concepts. Pipelining is a 

different method of multicycle implementation than the 

microinstruction method. The goal of pipelining is to reduce 

the number of stages that are idle in the datapath. In a 

pipeline, instructions move along the datapath, one stage at a 

time, through all stages. The next instruction begins long 

before the previous instruction is finished. This creates 

problems known as “hazards”. To keep the pipeline moving 

along at a uniform speed, each pipeline stage is given the 

same amount of time (one clock cycle). This is made to be 

long enough that each pipeline stage can complete in this 

time. [3]  

Figure (3) shows; if three instruction run as simply 

then it will require 800 ps * 3 = 2400 ps time. While using 

pipeline it will require 1400 ps 

 

Fig. 3: Pipeline Performance 

Pipelining is one of the most efficient means of 

improving performance in high-end processor architectures. 

In order to achieve higher throughput and greater 

instruction-level modern microprocessors contain deeply 

pipelined function used. The classical hardware pipeline 

design theory developed more than 3 decades ago was 

driven by this need. In our case, we used some levels of 

cryptography pipelining and greater frequencies were 

achieved. We developed a pipelined cryptography hardware 

with one, two and five levels of cryptography, improving the 

efficiency of the process. 

IV. FPGA IMPLEMENTATION OF AES 

The effective implementation of the AES algorithm on 

FPGA is being under discussion from last numerous years in 

terms of throughput, minimum area usage, and high speed. 

The central motive to select FPGA for the implementation 

of the cryptographic algorithms is to permit altering designs 

with almost no extra time. A low cost and a short design 

cycle are also the FPGA design attributes. An FPGA-based 

AES implementation is presented in while several other high 

speed implementations have been explored in which the 

speed ranged from Mbps to several Gbps. [4] Some of the 

presented AES approaches have implemented AES as a 

pipeline manner either in inner rounds or outer rounds. 

V. SIMULATION RESULTS 

These simulation waveforms show the data encryption and 

all the transformation process and KEY schedule for 128-bit 

AES. 

 
Fig. 4: Add Round Key Transformation Waveform 
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Fig. 5: Sub Byte Transformation Waveform 

 
Fig. 6: Shift Row Transformation Waveform 

 
Fig. 7: Mixcolumns Transformation Waveform 

 
Fig. 8: Key_Schedule Transformation Waveform 

 
Fig. 9: AES_128_Cipher Transformation Waveform 

 
Fig. 10: Design Summary for AES 
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Fig. 11: Design Summary for Pipeline AES 

Fully Pipelined architecture uses more resources 

and consumes more power, yet it has very high speed as 

compared to Basic AES core. [5] 

VI. CONCLUSION 

AES (Advanced Encryption Standard) is an advance 

cryptographic process which is more secure and it become 

more faster when it is  implement on hardware FPGA (Field 

Programmable Gate Array) in VHDL using pipeline stage. 
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