
IJSRD - International Journal for Scientific Research & Development| Vol. 3, Issue 03, 2015 | ISSN (online): 2321-0613 

 

 

All rights reserved by www.ijsrd.com 863 

Enhancing Image Security by Prediction Error Clustering and Random 

Permutation Methodology 

Mahesha.S
1 

Nithya.S
2
   

1
M. Tech Student

 2
Assistant Professor  

1,2
Department of Electronics & Communication Engineering   

1,2
SJB Institute of Technology, Bengaluru, Karnataka, India

Abstract— In practical scenarios, encryption should be 

performed before the image compression. If encryption is 

not performed then there may be the chances of stealing the 

information. Therefore we have proposed a system where 

encryption is done prior to the image compression. Here we 

have considered both the types of compression -Lossless 

and Lossy compression. Compression is done in the 

prediction domain where experts find out the prediction 

error of each pixel then encryption is applied on them by 

random permutation. Prediction domain provides the high 

level of security. Most of the existing ETC solutions induce 

significant penalty on the compression efficiency. In this 

paper we are proposing a new approach named as 

“Enhancing image security by prediction error clustering 

and random permutation.” where compression is applied on 

the clusters of encrypted image So image received at the 

receiver end has all the characteristics of original image.     
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I. INTRODUCTION 

With the rapid development of multimedia and network 

technologies, the security of multimedia becomes more and 

more important, since multimedia data are transmitted over 

open networks more and more frequently.  The standard 

techniques of encoding are not appropriate for the particular 

case of the images. The best would be to be able to apply 

asymmetrical systems of encoding so as not to have a key to 

transfer. Because of the knowledge of the public key, the 

asymmetrical systems are very ex-pensive in calculation, 

and thus a protected transfer of images cannot be envisaged. 

The symmetrical algorithms impose the transfer of the secret 

key. The traditional methods of encoding images impose the 

transfer of the secret key by another channel or another 

means of Communication. Consider an application scenario 

in which a content owner Alice wants to securely and 

efficiently transmit an image I to a recipient Bob, via an 

untrusted channel provider Charlie. Conventionally, this 

could be done as follows. Alice first compresses I into B, 

and then encrypts B into Ie using an encryption function Ek 

(•), where k denotes the secret key as illustrated in Fig.1 (a). 

 
Fig. 1.1: Traditional Compression-then-Encryption 

(CTE) System 

The encrypted data I is then assed to Charlie, who 

simply forwards it to Bob upon receiving I Bob sequentially 

performs decryption and decompression to get a 

reconstructed image I. Even though the above Compression-

then-Encryption (CTE) paradigm meets the requirements in 

many secure transmission scenarios, the order of applying 

the compression and encryption needs to be reversed in 

some other situations and is shown below in Fig.1 (b).As the 

content owner, Alice is always interested in protecting the 

privacy of the image data through encryption. Nevertheless, 

Alice has no incentive to compress her data, and hence, will 

not use her limited computational resources to run a 

compression algorithm before encrypting the data. This is 

especially true when Alice uses a resource-deprived mobile 

device. In contrast, the channel provider Charlie has an 

overriding interest in compressing all the network traffic so 

as to maximize the network utilization. It is therefore much 

desired if the compression task can be delegated by Charlie, 

who typically has abundant computational resources. A big 

challenge within such Encryption-then Compression (ETC) 

framework is that compression has to be conducted in the 

encrypted domain, as Charlie does not access to the secret 

key K. 

 
Fig. 1.2: Encryption-then-Compression (ETC) 

II. PROPOSED WORK 

The Proposed research work has three different modules 

which will be presented here. We will have the four phases 

like: Encryption of image, Compression, Decryption, 

Random permutation and clustering is the new methodology 

used for image encryption and compression. The phases are: 

A. Image Encryption: 

The first phase is the image encryption where the image is 

split into blocks and these blocks are permutated. Further 

permutation is applied based on a random number to 

strengthen the encryption. 
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Fig. 2.1: Encryption phase 

The algorithmic procedure of performing the image 

encryption is then given as follows: 

1) Step 1: Compute all the mapped prediction errors 

˜ei,j of the whole image I. 

2) Step 2: Divide all the prediction errors into L 

clusters Ck, for 0 ≤ k ≤ L − 1, where k is 

determined by (5), and each Ck is formed by 

concatenating the mapped prediction errors in a 

raster-scan order. 

3) Step 3: Reshape the prediction errors in each Ck 

into a 2-D block having four columns and ⌈|Ck|/4 ⌉ 
rows, where |Ck| denotes the number of prediction 

errors in Ck. 

4) Step 4: Perform two key-driven cyclical shift 

operations to each resulting prediction error block, 

and read out the data in raster-scan order to obtain 

the permuted cluster.  

5) Step 5: The assembler concatenates all the 

permuted clusters Ck, for 0 ≤ k ≤ L−1, and 

generates the final encrypted image. 

6) Step6: Pass Ie to Charlie, together with the length 

of each cluster |˜C k|, for 0 ≤ k ≤ L − 2. The values 

of |˜C k| enable Charlie to divide Ie into L clusters 

correctly. In comparison with the file size of the 

encrypted data, the overhead induced by sending 

the length |˜C k| is negligible. 

B. Compression Phase: 

Encrypted image is disassembled and apply arithmetic 

coding on each cluster. Again the clusters are assembled at 

the assembler and we will get compressed image. 

 
Fig. 2.2: Compression Phase 

C. Decryption Phase: 

The receiver takes the help of the key to construct the secret 

image in the decryption process. The technique proposed is 

a unique one from the others in a way that the key is 

generated with valid information about the values used in 

the encryption process. At receiver receiver must know the 

prediction value of pixel. 

 
Fig. 2.3: Decryption phase 

III. PERFORMANCE MEASURES 

To study the relative performance of cluster based 

segmentation methods the following quality measures are 

calculated. 

A. Peak Signal to Noise Ratio (PSNR): 

PSNR is most commonly used to measure the quality of for 

image compression. The signal in this case is the original 

data, and the noise is the error introduced by compression. 

When comparing compression, PSNR is a human perception 

of reconstruction quality. The PSNR is calculated based on 

color texture based image segmentation. The PSNR range 

between [0, 1), the higher is better. 

PSNR = 20 * log10 (255 / sqrt (MSE)) 

B. Mean Square Error (MSE): 

Mean Square Error (MSE) is calculated pixel-by pixel by 

adding up the squared difference of all the pixels and 

dividing by the total pixel count. MSE of the segmented 

image can be calculated by using the Equation. The MSE 

range between [0, 1], the lower is better. 

 

IV. RESULTS 

 
Fig. 4.1: Input image 
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Fig. 4.2: Prediction error image 

 
Fig. 4.3: Encrypted image 

 
Fig. 4.4: Decompressed image 

 
Fig. 4.5: Decrypted image 

 
Fig. 4.6: Decrypted color image 

Image Flower 

Quality measures PSNR MSE 

Prediction error image 6.6573 9.7675e+003 

Encrypted image 4.4654 1.4562e+004 

Reconstructed image 19.7406 3.2940e+003 

Table 1: Quality Measures of Image 

V. CONCLUSIONS 

In this paper, we have designed an efficient image 

Encryption-then Compression (ETC) system. Within the 

proposed work, the image encryption has been achieved via 

prediction error clustering and random permutation. 

Efficient compression of the encrypted data has then been 

done by arithmetic coding approach. By Arithmetic Coding 

based, Coding can’t be cracked. Both theoretical and 

experimental results have shown that reasonably high level 

of security has been retained. The coding efficiency of the 

proposed compression method on encrypted images is very 

close to that of the image codec’s, which receive original, 

unencrypted images as inputs. The Compressed image is 

measured in terms of Quality measures like MSE and 

PSNR. 
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