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Abstract— Many data mining techniques are available to 

explore useful hidden information from large databases. 

Amomg these, association rule mining has wide applications 

to discover interesting relationships among attributes. The 

issue of privacy arises when the data is distributed among 

multiple sites and no site owner wishes to provide their 

private data to other sites but they are interested to know the 

global results obtained from mining process. Many 

researchers have put their effort for preserving privacy in 

Association Rule Mining. In this paper, we have presented 

the survey about the techniques and algorithms used for 

preserving privacy association rule mining in horizontally 

partitioned database. 
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I. INTRODUCTION 

Data mining has became threat to privacy due to rapid 

increase of electronic data maintained by Organizations. 

This leads to increased concerns about data privacy. The 

reason is applying data mining techniques can reveal the 

sensitive information, which could be sensitive data or 

sensitive knowledge. Certain information may not be 

allowed to reveal under any national law or it can be some 

trade secrets, Thus schemes for Privacy preserving in data 

mining are required to perform mining tasks without 

revealing data. Thus Privacy preserving deals with the 

obtaining valid data mining results without learning the 

underlying data values. In large applications, Data may be at 

single place called Centralized Database or it can be at 

multiple sites called Distributed Database. Distributed 

Database is further classified into Vertical and Horizontal 

distributed database. Every partition in horizontally 

distributed database consists of a subset of records for same 

attributes whereas in Vertical, It consists of a subset of 

attributes for same records. 

In data mining, association rule mining is a very 

well researched and popular method for discovering 

interesting patterns in large databases. When data is 

distributed among different sites, It is a challenging task to 

find the global association rules as with results, the privacy 

of the individual site’s data should be preserved. There are 

various approaches to mine global association rules which 

preserve privacy of sites data when the data is distributed 

horizontally among N number of sites. 

 
Fig. 1: Data Mining 

In Horizontally Distributed database, each site 

collects the same attributes of different entities. In mining 

processing, each site shares its local mining model to each 

other to find strong association rules without revealing the 

sensitive data. As we have known, the strong global 

association rules are the global rules X  Y (where X ∩ Y 

≠ Ø) satisfying both global minimum support (sup%) and 

global minimum confident (conf%) as in (1) and (2), 

respectively; where n is the number of sites; DBi is the local 

transaction database at site si where each transaction is a 

subset of set of items I = {i1, i2 …, ix}; DB is a global 

database, which is a virtual database satisfying DB = 

⋃     

 
    and  |DB| = ∑     

 
     ;  X and Y are itemsets 

which are subsets of I;  X.supi is local support count of X at 

site  si and is the number of transactions containing X at 

DBi;   similarly for Y.supi and {X ∪ Y}.supi;   X.sup is 

global support count of X and is given as X.sup =  
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Equations (1.1) and (1.2) show that site si does not 

need to share its local values of X, Y or {X ∪ Y}. This 

means local data are already protected. However, site si need 

to share its X.supi , {X ∪ Y}.supi, and |DBi|. 

II. DIFFERENT APPROACHES FOR PRIVACY PRESERVING 

ASSOCIATION RULE MINING IN HORIZONTALLY DISTRIBUTED 

DATABASE 

This section covers about Secure Multiparty Computation 

(SMC) without trusted third party, Secure Multiparty 

Computation (SMC) using trusted third party, MHS 

algorithm, Enhanced MHS and Improved EMHS for privacy 

preserving association rule mining for horizontally 

distributed databases.  

A. SMC (Secure Multiparty Communication) based on 

Semi Honest Model 

This algorithm takes up all the sites as honest and uses 

publick key cryptosystem. One site acts as an Initiator
[1]

 and 

all others as client sites. Each site sends its encrypted rows 

to the next site. At last, the last site sends all encrypted and 

shuffled rows to initiator which finds the global result using 

private key[7]. 

An illustration to SMC with semi honest model is 

Fast Private Association Rule Mining for Securely Sharing 

algorithm
[1]

. The detailed description is mentioned in[8]. 

The limitation of this algorithm was the increase in 

computation time with the increase in the number of sites. 

B. Secure Multiparty Computation (SMC) Using Trusted 

Third Party  

This algorithm worked as a client server system where one 

site is a server(TP) responsible for the generating global 
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results and all the other remaining sites are client sites which 

send their encrypted data to the server to retrieve global 

result
[2]

. 

An example to SMC with trusted third party was 

PPDM-ARBSM algorithm. This algorithm has mainly two 

servers: Data Mining Server and Cryptosystem Management 

Server
[2]

. A disadvantage of this algorithm are increased 

complexity and the failure of third party fails called the  

communication single point failure, 

C. MHS Scheme For Horizontally Distributed Database 

MHS approach works on 3 or more sites. It takes up all sites 

as semi honest sites and uses RSA cryptography technique 

for cryptographic tasks. One site acts as an Initiator, one 

another site acts as Combiner
[3]

. Each site finds its frequent 

itemsets, encrypt them by using RSA’s public key and send 

them to Combiner. The task of the combiner here is to 

combine all the received encrypted data with its own 

encrypted data and then send it to the initiator. The task of 

the initiator is to decrypt all the data received from 

Combiner and generate global results
[3]

. The bottleneck of 

this algorithm is increased computation time with the 

increase in the database size and number of sites. 

D. EMHS Algorithm for Horizontally Distributed Database  

This algorithm is an enhanced scheme of MHS algorithm. It 

makes an use of MFI(Maximal Frequent Itemset) instead of 

Frequent Itemset and homomorphic paillier cryptosystem 

along with RSA. 

1) Maximal Frequent Itemset: MFI is a frequent Itemset 

which is not a subset of any other frequent 

itemset
[4]

.Making use of MFI, Instead of  FI(Frequent 

Itemset), communication cost can be reduced 
[4]

. 

2) RSA Algorithm: One of the most widely used 

cryptographic technique based on public key, invented 

by Rivest,Shamir and Adleman. Security of RSA is 

based on the factoring of the two very large prime 

numbers.Thus,Breaking RSA algorithm
[4]

 is tough. 

This was used in the first phase. 

3) Homomorphic Paillier Cryptosystem: It is based on 

additive homomorphic property, means one is able to 

generate ciphertexts into new ciphertext which is 

encryption of sum of the original ciphertext messages. 

Example ,Let two messages be P and Q, Encryption is 

E(P+Q) = E(P)*E(Q), then Decryption is  

D(E(P)*E(Q)) = P+Q, sum of P and Q. The size of the 

cipher text is 2*t if size of the public key is taken as t 
[4]

. 

E. Improved EMHS algorithm 

This algorithm uses the same model as EMHS but improves 

the efficiency in terms of computational time by using 

ElGamal cryptography technique instead of using RSA
[5]

.It 

allows three or more parties to involve to mine global results 

and reduces computational time compared to EMHS 

algorithm
[5]

 

III. PROPOSED ALGORITHM 

A. Basics of New Algorithm 

Suppose database DB is partitioned among n sites called 

(S1,S2,..,Sn).Partitions are made such that database DBi (1≤ 

i ≤ n) at site Si consists of same set of attributes (columns) 

but for different transactions(rows). All sites are supposed to 

work as semi honest site. Now the main problem is to mine 

proper valid global association rules which satisfy given 

minimum support threshold (MST) along with minimum 

confidence threshold (MCT) in environment which is 

unsecured, moreover it should satisfy the succeeding 

privacy and security issues.  

 Any of the involving party should not be able to 

know the transaction contents of any other 

involving parties.  

 No Adversaries should be able to affect the security 

and privacy of the information of involving parties 

by inferring communication channel between 

parties 

B. Elliptic Curve Cryptography(ECC)
[14]

 

ECC is a public key cryptography approach based on the 

elliptic curve’s algebraic structure over finite fields[14]. 

Finite fields are defined in two types based on where the 

elliptic curves are defined: prime fields called Fp, where p 

shows large prime number, and other are binary fields called 

F2m.Now,elliptic curves over prime fields E (Fp) has been 

used. Let p > 3, then a nonsupersingular elliptic curve(E) 

over Fp can be defined for (x, y) ∈  Fp x Fp to the cubic 

equation: 

y² mod p = (x
3
+ax+b) mod p     ..(a) 

Here, a, b ∈  Fp where 4a3 + 27b2 ≠ 0 (mod p) with 

a special point ∞ defined as the point at the infinity, The 

group of points makes an abelian group with operation 

addition so that the addition of any two points on elliptic 

curve results in another point on the same elliptic curve. The 

addition operation between two points is defined as follows: 

Given two points A and B, with the coordinates (xa,ya), (xb, 

yb), respectively. If A ≠ B then the addition result of A + B 

is C=(xc, yc), with: 

xc = (λ2 – xa – xb)  mod p                      .. (b) 

yc = ( λ (xa – xc) – ya ) mod p                 .. (c) 

And 

λ = ((yb – ya)/(xb – xa)) mod p,     if A ≠ B(adding)..(d) 

λ = ((3xa2 + a)/2ya) mod p, if A = B (doubling)..(e) 

Note that the inverse of a point P is –P= (xp,-yp) 

and P + ∞ = ∞ + P = P, The product Q = k.P of a point P on 

elliptic curve with a scalar value k is called scalar point 

multiplication and it is performed by a sequence of point 

addition and point doubling. The security of all 

cryptographic protocols based on elliptic curves depends on 

the Elliptic Curve Discrete Logarithm Problem (ECDLP). 

The ECDLP can be defined as the problem of finding the 

scalar k such that Q=kP given Q and P. 

1) KeyGeneration: 

The domain parameters are given as(a,b,p,G,n,E) of an 

elliptic curve called E over finite field Fp where p is a large 

prime and it satisfies equation (a). Where G is the generator 

base point of order n, here it should be noted that n*G = 

∞,and the private key x is randomly choosen from [1, n-

1],and the public key Y=xG, another point on the same 

eliiptic curve. 

2) Encryption:   

The plaintext m and Y are given,now output CT 

 k ∈ [1, n – 1] 

 M = map (m) = mG .. (f) 

 CT= (R, S) = (kG, kY+mG) ..(g) 
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3) Homomorphic operation:  

Given CT1, CT2... CTn, output CT’ 

CT’= (k1G,k1Y+m1G)+(k2G,k2Y+m2G)+…+(knG, 

knY+mnG).. (h) 

CT’= ((k1+k2+..kn)G, (m1+m2+mn)G+(k1+k2+..kn)Y)        .. 

(i) 

4) Decryption:  

Given CT’ and the private key x, output m 

 M = S – xR              ..(j) 

 m =rmap(M)                .. (k) 

The map function shown in equation (f) encodes 

the message into the x or y coordinates and rmap function 

shown in equation (k) decodes the x or y coordinates into 

message.  

C. Proposed Algorithm 

The proposed communication protocol is defined in Fig. 3.1.  

 
Fig 3.1: Proposed  Communication Protocol 

This works on 3 and more sites. Suppose 3 sites are 

there, call it SITE 1, SITE 2, SITE 3. Among these sites, 

there are two sites, name it as Initiator and Combiner. All 

the parties are assumed to be semi-honest. Assume that they 

want to mine the global results along with preserving their 

privacy means without revealing their own information to 

any other sites.  . 

This proposed communication protocol is similar to 

improved EMHS algorithm. But we use Elliptic Curve 

Cryptography with ElGamal Cryptography instead of 

Homomorphic Paillier Cryptosystem. 

Here is How ECC cryptosystem used to find global 

support counts With given itemset X and (n-1) sites, this can 

be computed using equations (l) and (m) 

1) Encryption formula:  

E(X.sup1  + ….+  X.sup(n-1) ) =  E( X.sup1 ) +….+ E( X.sup(n-1)) 

 ..(l) 

2) Decryption formula: 

D(E(X.sup1) +….+E(X.sup(n-1))) = X.sup1 + …. + X.sup(n-1)         

..(m) 

After decryption, the result will be the sum of X’s 

support counts at sites (n-1).  

The detailed description and working of our 

proposed algorithm is shown below: 

1) Phase 1: 

1) Initiator produces ElGamal’s and ECC’s  public key, 

private key pairs,and shares both public keys to 

combiner and all other sites.  

2) Except initiator, Each site finds  its MFI(Maximal 

Frequent Itemsets),then encrypts them by using 

ElGamal’s public key, sends them to the Combiner. 

3) Combiner combines the received data(MFI) with its 

own encrypted data(MFI) and sends whole data to the 

Initiator  

4) Initiator decrypts the received data(MFI) by using 

ElGamal’s private key, merges its own data(MFI) 

with the decrypted data and computes to find global 

MFI. Then global MFIs are sent to all other client 

sites.  

2) Phase 2: 

1) Each site mines frequent itemset and its local support 

count based on global MFI.  

2) Except initiator, Each site encrypts the data using 

ECC’s public key,then sends it to the Combiner site.  

3) Combiner combines  its own encrypted data with the 

received data and sends to Initiator site.  

4) Initiator decrypts the data received from combiner 

using ECC’s private key. It computes global support 

count of each candidate X using (n):  

X.sup  =  D(E(X.combiner)) + X.supInitiator            .. (n) 

3) Phase 3:  

1) All the sites calculate their database size |DBi|.  

2) Except initiator, All sites encrypt  their database size 

using ECC’s public key and send them to the 

combiner.  

3) The combiner combines its own encrypted database 

size with the received encrypted database sizes and 

sends it to the initiator.  

4) Initiator decrypts the received data(database size) by 

using ECC’s private key, adds its own data(database 

size)  with the decrypted data(database size)   and 

computes to calculate global database size |DB|.  

5) Now Finally, Initiator produces the global association 

rules and sends them to all other sites. 

IV. EXPERIMENTAL RESULT 

Both Improved EMHS and Proposed algorithm are excuted 

for different number of sites varying from 3 to 6 sites for 

Two datasets : MUSHROOM
[16]

 and CHESS
[16] 

Based on experimental results of both datasets for 

different partitions, Computational time taken for proposed 

algorithm is less compared to Improved EMHS algorithm is 

depicted in Fig 4.21 and Fig 4.22 

Fig 4.21 depicts the comparison graph for 

computational time taken for MUSHROOM dataset where 

Minimum Support Threshold (MST) = 70% and Minimum 

Confidence Threshold(MCT) = 80% 

 
Fig. 4.21: Comparison graph for MUSHROOM dataset 

Fig 4.22 depicts the comparison graph for 

computational time taken for CHESS dataset where 
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Minimum Support Threshold(MST) = 90% and Minimum 

Confidence Threshold(MCT) = 80% 

 
Fig 4.22: Comparison graph for MUSHROOM dataset 

V. CONCLUSION  

In this paper, we proposed an algorithm to reduce 

computational time in Improved EMHS when increasing the 

number of sites. We maintain the model of EMHS and apply 

ElGamal Cryptography in the first phase and ECC 

cryptosystem in the second phase. 

Experimental results show that computational time 

taken by proposed algorithm that uses ECC is less compared 

to Improved EMHS algorithm that uses homomorphic 

Paillier cryptosystem. In future, we will try to solve the 

problem of collusion between Initiator and Combiner. 
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