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Abstract— One of the most popular services provided in the 

online store is collaborative tagging. It allows the end user 

to loosely classify the products into categories and the 

products can be viewed in the categories where they belong 

to. The tags to the products contain sensitive information 

such as usernames which is a personal information of the 

user. Suppressing the sensitive tags might be a useful way to 

preserve the end user privacy. In the paper, we make 

contribution to the online shopping mart by providing the 

efficient method to increase their business by monitoring the 

interest of the users and contribution towards how a tag 

suppression technique will enhance the privacy of the user 

by using a most popular form that is tag suppression. We 

have also dealt with the keyword search technique which 

provides web access functionality such as easy discovery of 

product, by content filtering and discoveries based on the 

user preferences.  
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I. INTRODUCTION 

The novelty of collaborative tagging as an approach to 

content/resource categorization has been seen, in recent 

years, as a challenging research topic. The main purpose of 

collaborative tagging is to loosely classify resources based 

on end-user’s feedback, expressed in the form of free-text 

labels (i.e., tags). In fact, collaborative tagging may be the 

basis for a semantic network connecting online resources 

based on their characteristics, and not only their URIs. At 

the same time, the undefined semantics of tags, which are 

per se ambiguous and expressed in multiple languages, 

makes it difficult to enforce semantic interoperability and to 

grant a reasonable level of accuracy when determining the 

“meaning” of a tag. 

Tag suppression is a technique that has the purpose 

of preventing privacy attackers from profiling users’ 

interests on the basis of the tags they specify (see Fig. 1). 

Conceptually, our approach protects user privacy to a certain 

extent, by dropping those tags that make a user profile show 

bias toward certain categories of interest. Mathematically, 

we model a user profile as a histogram of relative 

frequencies of tags across categories of interest, and 

quantify the degree of privacy attained by the modified 

profile as its Shannon entropy. 

Consequently, collaborative tagging requires the 

enforcement of mechanisms that enable users to protect their 

privacy by allowing them to hide certain user generated 

contents (unless they desire otherwise), without making 

them useless for the purposes they have been provided in a 

given online service. This means that privacy-preserving 

mechanisms must not negatively affect the service accuracy 

and effectiveness (e.g., tag-based browsing, filtering, or 

personalization). 

In this paper, we make a first contribution in this 

direction by showing how a specific privacy-enhancing 

technology (PET), namely tag suppression [8], can be used 

to protect end-user privacy; and second, we analyze how our 

approach can affect the effectiveness of policy-based 

collaborative tagging systems. Building on these premises, 

we extend our preliminary work [8], without empirical 

evaluation, and conduct a thorough experimental analysis to 

assess the impact of tag suppression on one of the most 

popular social bookmarking services, Delicious. 

Collaborative tagging requires the enforcement of 

mechanisms that enable users to protect their privacy by 

allowing them to hide certain user-generated contents 

(unless they desire otherwise), without making them useless 

for the purposes they have been provided in a given online 

service. 

More precisely, we illustrate an architecture, built 

on top of Delicious, consisting of two additional services. 

The former enables users to specify policies both to block 

undesired web content and to denote resources of interest. 

The latter implements tag suppression. The combination of 

these two services allows us to broaden the functionality of 

collaborative tagging systems and, at the same time, to 

provide users with a mechanism to preserve their privacy 

while tagging. Moreover, we carry out an extensive 

performance evaluation of this architecture, showing its 

effectiveness in terms of privacy guarantees, data utility and 

filtering capabilities for two key scenarios, for example, 

parental control and resource recommendation. Since we are 

not aware of similar experimental studies, we believe that 

what reported in this paper can be useful to evaluate further 

future developments in the area. 

The remainder of this paper is organized as 

follows: Section 2 discusses related work, whereas Section 3 

illustrates our tag suppression mechanism. Section 4 

describes the proposed approach. Section 5 introduces the 

two reference scenarios on which the tag suppression 

approach has been tested, whereas performance results are 

reported and discussed in Section 6. Section 7 concludes the 

paper and outlines future research directions.  

II. RELATED WORK 

Social/collaborative tagging has been early recognized as a 

challenging research topic [4], [9]. From 2005, several 

papers have studied its specific characteristics, the 

similarities, and differences with “traditional” annotation 

techniques, as well as how tags’ collections evolve over 

time. 

Privacy protection in social tagging services is 

another issue that has not been thoroughly investigated. 
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Nevertheless, personalized web access and content filtering 

may be ultimately considered as content recommendation 

services. In the context of recommendation systems, 

numerous approaches have been proposed to protect user 

privacy. These approaches basically suggest perturbing the 

information provided by users. For instance, [21] proposes 

that users add random values to their ratings and then submit 

these perturbed ratings to the recommender. After receiving 

these ratings, the system executes an algorithm and sends 

the users some information that allows them to compute the 

prediction. When the number of participating users is 

sufficiently large, the authors find that user privacy is 

protected to a certain extent and the system reaches a decent 

level of accuracy. In this line, [22] applies the same 

perturbative technique to collaborative filtering algorithms 

based on singular-value decomposition. However, even 

though a user disguises all his/her ratings, it is evident that 

the items themselves may uncover sensitive information. In 

other words, the simple fact of showing interest in a certain 

item may be more revealing than the ratings assigned to that 

item. Apart from this critique, other works [23], [24] stress 

that the use of randomized data distortion techniques might 

not be able to preserve privacy 

III. TAG SUPPRESSION 

The data-perturbative technology considered in this work is 

tag suppression, a technique that allows a user to refrain 

from tagging certain resources in such a manner that the 

profile resulting from this perturbation does not capture their 

interests so precisely. Our conceptually simple technique 

protects user privacy to a certain degree, but at the cost of 

the semantic loss incurred by suppressing tags. Other 

approaches based on data perturbation include the 

submission of false tags. 

A more intelligent form of tag perturbation consists 

in replacing (specific) user tags with (general) tag 

categories. In conceptual terms, and resorting to the example 

above, the user would use the tag “health” instead of 

“depression.” In this manner, the user would hide, to a 

certain extent, their genuine interest in that resource, but 

clearly at the cost of some vagueness or inaccuracy in the 

description of that webpage. 

In our scenario of collaborative tagging, users tag 

resources on the web, for example, music, pictures, videos 

or bookmarks, according to their personal preferences. Users 

therefore contribute to describe and classify those resources, 

but this is inevitably at the expense of revealing their profile. 

To avoid being accurately profiled by tagging systems, or in 

general by any attacker able to collect such information, 

users may adopt a privacy-enhancing technology based on 

data perturbation. 

IV. SYSTEM ARCHITECTURE 

Collaborative tagging is not exploited to its full potential, 

since it is typically used just to support tag-based resource 

browsing and search, despite the fact that collaborative 

tagging systems can be easily enhanced without modifying 

their core architecture, because they provide access to the 

collected information via APIs, which can be easily 

exploited by external applications. One of the reasons is that 

the size of the collected data sets is too big to allow the 

enforcement of even simple mechanisms, concerning, for 

example, personalization, content filtering, and quality 

assessment. An enhanced collaborative tagging system that 

consists of a “traditional” bookmarking service, such as 

Delicious, and two main additional services built on top of 

it. Such services address two main issues. The former allows 

end users to specify policies that can be used either to 

explicitly denote resources of interests or to enforce 

blocking conditions on the browsed data. 

 
Fig. 1: System Architecture 

V. TAG CATEGORIZATION 

A. Tag Categorization: 

The representation of a user profile as a normalized 

histogram across these 59,505 tags would be certainly 

unfeasible from various practical perspectives, mainly 

concerning the unavailability of data to reliably, accurately 

measure interests across such fine-grained categorization, 

and, should the data be available, its overwhelming 

computational intractability. Further, in our experiments but 

also in data mining procedures, a coarser categorization 

makes it easier to have a quick overview of the user 

interests. For example, for users posting the tags “welfare,” 

“Dubya” and “Katrina” it would be preferable to have a 

higher level of abstraction that enables us to conclude, 

directly from the inspection of the user profile, that these 

users are interested in politics. 

 
Fig. 2: Admin-User module 
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B. Admin-User Module: 

The admin and user class diagram is shown in the figure 2 

which shows how the data mining algorithm is implemented 

in the paper. The counter counts the number of views a 

particular product has got. 

VI. CONCLUSION 

Collaborative tagging is introduced in the paper which 

categorizes a large data sets into small clusters which may 

be used for further applications. The approach of hit counter 

is also implemented to track the number of views. Motivated 

by all this, our first contribution is an architecture that 

incorporates two layers on support of enhanced and private 

collaborative tagging. More specifically, the proposed 

architecture consists of a bookmarking service and two 

additional services built on it. The former service enables 

users to specify policies both to block undesired web content 

and to denote resources of interest. The latter implements 

tag suppression, a privacy-preserving technology based on 

data perturbation. The combination of these two services 

allows us then to broaden the functionality of collaborative 

tagging systems and, at the same time, provide users with a 

mechanism to preserve their privacy while tagging. 

However, the fact that our PET comes at the cost of data 

utility poses a tradeoff between privacy on the one hand, and 

on the other hand, the effectiveness of the enhanced 

collaborative tagging services enabled by said policy layer. 

Our second contribution is an extensive performance 

evaluation of this architecture, showing its effectiveness in 

terms of privacy guarantees, data utility, and filtering 

capabilities for two key scenarios, for example, parental 

control and resource recommendation. Since we are not 

aware of similar experimental studies, we believe that what 

reported in this paper can be useful to evaluate further future 

developments in the area. Future work includes the 

development of a full prototype for the experimented system 

and its testing and use in further scenarios. 
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