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Abstract— In today’s IT industry, businesses are managing 

hundreds to thousands of machines in a network. A bigger 

network is integrated with multiple machines, for example, 

system, servers, phone connections etc. Hence, we need a 

centralized system using which we can rectify problems, 

provide technical assistance and manage updates. This 

application allows the administrator to manage the remote 

clients and machines in a systematic way. Using this 

application, the administrator can take full control of the 

remote system to manage the fault, errors etc. When 

providing support, the transfer of information is done in an 

encrypted format with the industry standard Secure Socket 

Layer and 128-bit Advanced Encryption Standard 

encryption, which are being widely used by online banking 

transactions. The application works as if the two machines 

are situated at the same location. All the data interchanged 

between the participants of the session is encrypted. Thus, 

the technicians and system administrators can use a platform 

for support software to execute remote administrative tasks 

like restarting the system and viewing event logs without 

taking control of the computer. With the RDS provider 

software in hand, technicians and system administrators can 

perform maintenance and updates to each and every 

computer on a network along with its servers. This 

application is useful not only for large businesses but also 

for small organizations and ordinary computer users. 
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I. INTRODUCTION 

Desktop sharing is the term used for the technology and 

products that enable remote access and collaboration on the 

person’s desktop through a graphical terminal emulator. 

Two scenarios for desktop sharing are as follows:  

 Remote log-in 

 Real time collaboration 

The remote log-in feature enables users to connect 

to their own computers while physically away from the 

computer. Examples of such systems are X Window 

System, Unix typically have this feature built in. 

 
Fig. 1: Basic architecture of the remote desktop support 

system. 

II. SCOPE 

The application being a remote support tool allows quick 

and secure connection between computers located remotely 

via internet to any place in the world. Then we can show the 

company name, logo and other attributes directly to the 

client support that will market their services. We can easily 

integrate brand support on the business website in order to 

further simplify the whole process. Opinion can be shared 

on your desktop or can grant full control of your system to 

the remote user. Transferring can be done through clipboard 

which allows bidirectional transfer of objects between the 

local and the remote systems. 

 
Fig. 2: Flow overview 

III. EXISTING SYSTEM 

Using cloud computing features, remote desktop softwares 

can be stored on USB hardware device. This allows users to 

connect the device to any computer which is connected to 

the network or Internet and reconnect desktop. This avoids a 

major problem with remote desktop application that requires 

the local system to be turned on whenever the user wants to 

access remotely. There are existing applications which 

provides such remote support but there is always some 

limitation to it. To keep along with the technology and 

business requirement, where the companies require 

advanced integrated features, we are designing this 

application with new ideas and complete market research. 

IV. PROPOSED SYSTEM 

The major use of remote desktop application is remote 

administration. This duplicate remote desktop mode is 

useful for providing end user support. The application has 

been combined with telephonic communication which is 

very helpful for novice(new) computer users, providing 

support in a manner as if the support user was actually there 

in person. It provides a centralized management 

environment where all the work is done in a proper format. 

Reports can also be fetched for the purpose of analysis. This 

application is time as well as cost effective.  

In the proposed system, we are keeping minute 

details in mind. Here many advanced features are being 
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integrated to differentiate it with the traditional remote 

desktop application. Some of the features included in the 

proposed system are Customization, Remote Reboot feature 

as well as Reconnect, Multi-Monitor Support, Two-Way 

Desktop Sharing, Reporting Tool, Browser-Based Solution 

and Drag-and-Drop feature of transferring files. Here we are 

using SSL & AES encryptions for advanced security. 

V. MODULES 

A. Administrator: 

1) Administrators can maintain and update as well as 

view event log files and manage remote services. 

2) When support is provided to the end users by the 

admin, they can even chat with them in order to 

gain a better understanding of the process. The 

users can even monitor the process to gain 

knowledge of how to resolve a problem. 

3) Branding is also possible by adding logo, color, 

name etc on the client’s page. 

4) It helps in installing updates and patches. It can 

boot, reboot and connect with the remote system at 

the time of assistance. 

B. Support: 

1) The application will provide support to multiple 

clients and machines from the admin’s end. 

2) It will help monitor multiple clients and networks 

from one place, even at the same time. 

3) This application is time and effort saving  

4) It provides quality service thereby maintaining 

client relationship. 

5) It can further take control of the mouse and 

keyboard, share desktop etc. It provides training, 

support, presentations and demonstrations. 

C. Manager: 

1) This application is a hosted application so 

installation is not required. 

2) Client is provided a support page so they can easily 

post the problems. 

3) During the session files can be transferred from 

both sides. 

4) The user can use the copy and paste method. 

5) The drag and drop option can be utilized for a 

faster process. The required files and folders can be 

selected and dropped to the required location. 

6) Application provides a secure connection, people 

can access the remote machines by selecting 

connect option. Then authentication process will be 

carried out. 

D. Reporting: 

1) With the help of reporting the end user can fetch 

any type of information they need. 

2) The application will keep track of the session time, 

duration, connection etc and other related 

information that the user can fetch from the reports. 

3) User can also export the reports in different formats 

such as excel, PDF etc. This is typically done for 

analysis or for sending invoices to the client. 

4) Application will automatically collect data when 

user is connected with the client. Log files will also 

be maintained for tracking purpose. 

5) Users can design custom reports also. 

 
Fig. 3: Connecting with the client 

 
Fig. 4: Checking different processes and actions 
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Fig 5: Selecting application to be executed at client’s place 

VI. FUTURE ENHANCEMENTS 

With the rapid advancement in today’s technological 

environment, it is really difficult to predict the improvement 

in business in the upcoming years. Some of the future 

enhancements are as follows:- 

 This application can be integrated with network 

intrusion detection system options. 

 The application can also be made suitable for 

prototyping networks by adding required options. 

Our application provides all the features required 

by the client. More features can be added as needed in the 

future. All the modules are done in a way such that more 

features/options can be added using simple techniques. 

Hence, the application is very extensible. 

VII. CONCLUSION 

Our remote desktop support application helps users to 

monitor, rectify problems and solve them on a remote 

machine located anywhere in the world. It enables the 

technician or administrator to connect to a remote computer 

via their machines and work directly on the remote system 

without being physically present there. It also helps to 

reduce the helpdesk centers costing problems. All the 

transport related expenses are also removed as our 

application allows the technician using the remote support 

software to assist a customer just as if it was physically 

present at the customer’s end. 
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