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Abstract— Packet sniffers are used in a wide range of 

organizational IT environment. IT teams use application for 

monitoring and filtering traffic. Application is used to track 

protocols, pinpoint problems, check issues and rectify the 

network problems. Application helps to manage the network 

security and helps to manage the attacks, virus and 

vulnerable areas of the network. Application fetches the 

information of the data movement in the network and 

decodes it for analysis. Application helps the users to see all 

the statistics about the network activities. Packets can be 

decoded for the analysis purpose. Log file is used to capture 

the data and is saved for future analysis. Even application 

provides a advance feature of alarms where users can add 

the events for which the application will notify the user eg. 

Track some suspicious packet. Application provides real 

updated charts and reports so that the analysis in real time is 

possible. 

Keywords: HOPOPT (IPv6Hop-by-HopOption), GGP 

(Gateway-to-Gateway Protocol), IP-in-IP (IP-Within-

IP (encapsulation)), TCP, UDP 

I. INTRODUCTION 

A packet analyzer (known as a network analyzer or packet 

sniffer or wireless sniffer) basically a computer program or 

we can say a piece of computer hardware which can 

intercept and log traffic passed over a digital network or 

network part. All the data basically flowed across the 

network & captured by sniffer each and every packet. If it is 

needed then decodes the packets into raw data and showed 

their values of different fields in the packet. It is also used to 

analysis the other specification. 

Packet sniffers can be used for- 

- Network problem analyser. 

- Network instruction detects. 

- Detect the external and internal users who are 

misuse the network. 

- Used to gain information for a network instruction. 

- Bandwidth utilization for monitoring WAN. 

- Network usage based on monitoring concept. 

- Gather the report of network statistics. 

- Day by day network monitoring and management 

for primary data source. 

- Reserved engineer property used over the network. 

- Client/Server communication. 

- Implementation of network protocols. 

- Verify moves, add & changes. 

- Verify internal control system. 

A. Literature Survey 

1) In managing networks terms, network monitor is 

the part which is basically used to describe a 

system which is continuously monitoring a network 

system. It is basically used to notify an 

administrator network through messaging system 

when a device fails due to some reason or outage 

occurs. Network monitoring is basically performed 

the use of software application and tools. At the 

initial level basically ping is thetype of network 

monitoring tool. Some applications are used to 

controlled traffic on my network, such as we can 

say VoIP network monitoring, video streaming, 

mail server (POP3 server) monitoring and so on.  

2) Computer Networks basically two types public and 

private. That is used every day to made transactions 

and communications among the business and 

individuals. The nodes of network that are client 

terminals and one/more server or host of computer 

used for public access. Say for example network 

system is open to public access over the internet. 

Basically many private networks are used to access 

in public network or accessible in publically 

communication. Now a day’s most of the host 

computer accessed by the employees who are 

basically worked at some Organization. 

3) Basically Network security involved all kind of 

activities of that organization & institutions which 

are undertaken to protect their assets and integrity 

of operations. An effective networks security 

basically used to identify the threats.  

4) WAN is a techniques for increasing data transfer 

efficiencies over the wide area network. In 2008, 

the WAN optimized market estimated was to be $1 

billion and it grows day by day to $4.4 billion 

according to Gartner. Mostly in TCP/IP data-

transfer efficiencies depends on throughput, 

bandwidth, latency, protocol optimization and 

congestion as per manifested in dropped packets. 

Basically the WAN itself can be classified depends 

on two things, there are distance between endpoints 

and the amount of data transferred. It has also two 

common businesses that are B2H and 

DC2DC(B2H-Branch to Headquarters and 

DC2DC-Data Center to Data Center ). 

II. PROBLEM STATEMENT 

Packet sniffer used basically to controlled network traffic 

monitoring, traffic analysis, troubleshooting and useful 

purposes. In packet sniffing might be able to eavesdrop as 

well as manipulate sensitive data due to communicate 

between machines in a LAN. Packet sniffing tools are very 

powerful software that can prove to be devastating hacking 

tools. Those entire things freely available on the Internet. 

Say for example Dsniff and ScoopLM. 

III. MODULES 

A. Display Panel 

Connecting to a Network Monitoring the author begins with 

selecting the network interface that the user will follow. 

Selecting the interface for monitoring is important for 



Swift Statistic Examiner with Packet Generator& Distribution Graphs 

 (IJSRD/Vol. 3/Issue 03/2015/785) 

 

 All rights reserved by www.ijsrd.com 3149 

getting the results. Application is designed in a user friendly 

way so the user can use it is much easy format 

 Application will give the information of all bridged 

adapters e.g. incoming and outgoing traffic 

information. IP is used to show all information 

about the connections. 

 Application can track and give information about 

the source and destination IP addresses.  

 With our application all the captured packets can 

be analyzed from decoder table. User can select the 

packet and application will display all the 

information about that. 

 In the pane the content of the packets can be 

studies. Pane is divided in different parts for better 

analysis eg  no of selected packets, size, time span 

etc 

 Even the application helps to align the decoder 

panel according to the user need alignment can be 

done e.g. left or right 

 Application will fetch and display reports for host, 

packets received/sent, transfer data, sessions and 

volume of data transfer. 

B.  Statistics 

Application shows the graphs displaying the information 

about the TCP. User can track the errors and flow in the 

TCP session. Detailed information about protocols, 

Ethernet, bytes, packet rate etc can be studied with the help 

of the application. 

Application will display the following: 

 TCP  

 SEQ and ACK  

 Packet arrival time. 

 Current and previous packet time details. 

 Packet not in session. 

C.  Schedule 

 Rules of the capture can be set by the user, 

different rule are provided by the application so 

that user can select and implement e.g. direction, 

port rules, protocol etc 

 Application helps to set alarms that can notify user 

about events, e.g. suspicious packets, unknown 

addresses, high bandwidth utilization etc.  

 Scheduler can be used to create and edit scheduled 

capturing tasks.  

 Application provides the packet generator option 

where packet content can be modified and even 

create any type of packets. This is used to track 

intrusions and test firewalls. 

 Directory is used to save all the captured packets, 

even can assign the space. 

 Log file can be viewed to explore the capture data 

 With the colour feature sets the colour for 

displaying packets. 

IV. EXISTING SYSTEM 

Drawback of existing system 

 System resources basically choose for various 

programs for different places for their needs. 

 Here chatting with customer is not possible. 

 Difficult to transfer file source IP to destination IP. 

 Resources of mapping is not possible. 

 User Machine is not user friendly. 

This is an entirely new application with new features. There 

is no produce in the market similar to Application. With new 

ideas and full market survey we are designing this product 

to suit individuals and corporate who want to access and 

analyze various hosting services in a single place. 

Application is applications are different from the traditional 

approach till now. 

V. PROPOSED SYSTEM 

Proposed system is designed by keeping minute details in 

mind e.g. either its administration, analysis or for 

commercial use. Basically in Advanced search it allows to 

search any data in the database. Some of the advance 

features are Extended Network Security Analysis, 

Transmission Control Protocol Transmission Control 

Protocol and Monitor Network Traffic. 

Basically Application is used to capture of network traffic. 

Analyzing this traffic will help in resolving network 

connectivity issues? Packet Sniff ring is the most important 

concept in network engineering. It is an important tool for 

network engineers who are basically involved to fixed 

network error and fix network trouble shooting.  

VI. DFD 

 
Fig.1 

VII. SCREEN SHOOT 

 

Fig. 2: Admin Login 
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Fig. 3: Captured Schedule 

 
Fig. 4: IP Protocol Statistics 

 
Fig. 5: Check Report Options 

 
Fig. 6: Packet Generator 

VIII. CONCLUSION 

Day by day Business is increasing and it relies on their 

network to move data, provide communication & basic 

operation. Today in business environment most companies 

cannot afford to go down of their networks. Our application 

provides 24*7 services to identify the list of potential issues 

of Network Troubleshooting and it helps to resolve the 

problem arises.   

1) By monitoring network with our application, we 

can: Remove bandwidth & bottlenecks server 

performances. 

2) Discover the applications which are used up to 

your bandwidth. 

3) Can provide the good quality of service to user. 

4) Easily troubleshoot network problems. 

IX. FUTURE ENHANCEMENTS 

With rapid and advances in this competitive environment it 

is difficult to predict how business will improve and expand 

in the coming years. Though we have some advance plans 

for the future enhancements in the current project. We can 

implement practice mode so that new or basic users can 

have a full idea of the application, it will help user to be 

comfortable with the tool.It can implement more graphical 

reporting option for more flexible reporting. 
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