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Abstract— Security is a big issue for all networks in today’s 

enterprise environment. In order to provide security, hash 

functions with various algorithms are used. The lightweight 

hash functions designed based on the sponge constructions. 

The result of  hash function is called SPONGENT. Light 

weight hash functions which takes an variable length of 

input and produces fixed length of output. Various 

parameters of SPONGENT is referred as n/c/r for different 

hash sizes n, capacities c, and rates r. It has different hash 

sizes of n={88,128,160,224,256}, covering many security 

applications. In this project, pipelining and parallel 

processing techniques are used to construct high speed VLSI 

architecture for the SPONGENT family devices and to 

improve the performance of the system. 
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I. INTRODUCTION 

Security requirements are the greatest issue in 

communication. In order to provide security, hash functions 

with various algorithms are used. Secret should be kept 

confidential. The hash functions are used to maintain secure 

informations. The hash value checks whether the 

information from the transmitter to receiver is original or 

not. The secure hash algorithm (SHA) is a family of 

cryptographic hash functions published by “National 

Institute of Standards And Technology”(NIST) as a U.S. 

Federal Information Processing Standard(FIPS). SHA 

includes the following algorithm with the help of different 

digest length such as SHA-1, SHA-2, SHA-3.  

The SPONGENT lightweight cryptographic 

algorithm comes under the SHA-3 family. SPONGENT is a 

sponge construction based on a PRESENT type 

permutation. It takes a variable length of input and produce 

a fixed length of output. This paper focus on to construct the 

high speed VLSI architecture for the SPONGENT family to 

improve the speed by using pipelining and parallel 

processing techniques which can be applied in Linear 

Feedback Shift Register (LFSR). 

II. EXISTING METHOD 

The sponge based lightweight hash functions SPONGENT 

having a smaller foot print than the another lightweight hash 

functions PRESENT and QUARK. Area requirement is a 

challenging task in the comparison of lightweight hash 

functions.                                                                                                                                                          

The design of PHOTON chooses for a higher rate and larger 

area occupation, while SPONGENT used for a lower rate 

and lower area requirements. One can either make the 

resulting design smaller and slower or larger and faster by 

slightly changing the rate of a sponge-based hash function 

SPONGENT Lightweight hash functions are designed by 

instantiate the sponge construction with a PRESENT-type 

permutation. The various parameters are referred as 

SPONGENT-n/c/r for different hash sizes n, capacities c, 

rates r, for five different hash sizes of n = {88, 128,160, 224, 

256}, It is a hermetic sponge, covering many security 

applications that is Full preimage and second-preimage 

security, Reduced second-preimage security, Reduced 

preimage and second-preimage security. spongent offers a 

lot of flexibility and speed in terms of serialization[2]. 

1) Full preimage and second-preimage security 

2) Reduced second-preimage security 

3) Reduced preimage and second-preimage security 

III. THE DESIGN OF SPONGENT 

The SPONGENT is based on sponge construction and 

PRESENT-type permutation. It a simple iterated design that 

takes a variable length input and can produce an output of an 

fixed length. The size of the internal state bit is b=r+c>=n, 

where b is called width, n is the hash sizes, r is the rate and c 

is the capacity. The sponge constructions are in three 

phases[1]. 

A. Initialization Phase  

The message is added by a single bit 1 followed by a 

required no. of 0 bits to a multiple of r bits. Then it is cut 

into blocks of r bits. 

B. Absorbing Phase 

The first r-bits of the state is  XOR-ed into the r-bit input 

message blocks. 

C. Squeezing Phase 

The first r-bits of the state are returned as output, interleaved 

with application of the permutation Πb. 

 
Fig. 1: Sponge Construction 

IV. PARAMETERS 

The STATE can be evolved by the substitution box layer 

and permutation layer. The number of rounds depends on 

block size b. ICounterb(i) is the state of an LFSR dependent 

on b and is added to the rightmost bits of STATE. 

counterIb(i) is the value of ICounterb(i) with its bits in 

reversed order and is added to the leftmost bits of STATE. 

The following blocks are generalizations of the PRESENT 

structure. 



Improvement of Speed in Lightweight Cryptographic Algorithm-Spongent Family 

 (IJSRD/Vol. 3/Issue 03/2015/346) 

 

 All rights reserved by www.ijsrd.com 1410 

 

A. Substitution Box Layer 

SubBytes transform is a simple transform which converts 

4bit data to other 4 bit data. which is applied b/4 times in 

parallel. Important is that different 4 bit data are always 

transformed into different 4 bit data. If this condition is not 

satisfied, the transformed data can not be recovered. The 4-

bit S-box is the major block of function logic used in a serial 

low-area implementation of SPONGENT. It fulfills the 

differential and linear properties.[5]. This aims to restrict the 

linear hull effect discovered in round-reduced PRESENT. 

The action of the S-box in hexadecimal notation is given 

 
Table 1: The Action of S-Box. 

B. pLayer: 

This is extension of the PRESENT bit-permutation and 

moves bit j of STATE to bit position Pb(j). The function of 

the bit permutation pLayer is to provide good diffusion, by 

acting together with the S-box, while having a limited 

impact on the area requirements. This is its main goal, while 

a bit permutation may occupy additional space in silicon 

 

 
Fig. 2: The Bit Permutation Layer of SPONGENT-88 at the 

Examples of pLayer 

C. Counter: 

This is one of the four-bit LFSRs. The LFSR is clocked 

once every time its state has used and its final value is all 

ones. If ζ is the root of unity in corresponding binary field, 

the n-bit LFSR is defined by the polynomials given below 

are used for the SPONGENT variants. The counters are 

mainly aimed to prevent sliding properties. 

 
Table 2: Sizes and Initial Values of All the LFSRs. 

The Linear Feedback Shift Register is based on 

linear xor feedback logic in which the initial value of the 

shift register, shift register taps, and feedback logic 

determines the output sequences. 

 
Fig. 3: LFSR 

Hardware figures of SPONGENT implemented 

using open core 45nm library (NANGATE). To further 

stress on the later issue, we present the performance of 

SPONGENT using four different CMOS technologies. The 

comparison is only possible once the designs are 

implemented on the same hardware platform, using the same 

standard cell library and the same synthesis tool.  

 
Fig. 4: Serial Datapath 

It provides considerably small circuit size. we first 

focus on serialized designs. We explore four different data 

path sizes (d) for each of the SPONGENT variants and we 

focus on d={4,8,b/2,b} These four implementations are 

clearly marked  in the figure by the four marker points for 

each different SPONGENT version. An architecture 

representing our serialized data path is depicted in Fig. 3. 

The control logic consists of a single counter for the cycle 

count and some extra combinational logic to drive the 

selection signals of the multiplexers[4]. Further reduce the 

area use scan flip-flops, which act as a combination of two 

input multiplexer and an ordinary D flip-flop. Instead of 

providing a reset signal to each flip-flop separately, use two 

zero inputs at the multiplexers M1 and M2 to correctly 

initialize all the flip-flops. This additionally reduces 

hardware  resources, as the scan flip-flops with a reset input 

approximately require an additional GE per bit of storage. 

With gi we denote the value of lCounterb(i) in round i. 

lCounterb(i) is implemented as an LFSR. The pLayer 

module requires no additional logic except some extra 

wiring. Using the most serialized implementation, the 

smallest variant of the SPONGENT family, SPONGENT-

88/80/8, can be implemented using only 738 GE. Though 

some of this advantage is at the expense of a performance 

reduction, also less serialized implementations result in area 

requirements significantly lower than 10 kGE. To 

demonstrate this, implement all the SPONGENT variants in 

Fig. 4. 
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Fig. 5: Parallel Datapath 

Every round now requires a single clock cycle, 

therefore resulting in faster, yet rather compact designs. 

 

Fig. 6: Area versus Throughput Tradeoff of the SPONGENT 

Family 

The main cause of the present variance is a 

difference in relative cell sizes, which is directly related to 

the library type. Note that the serial implementation of our 

designs consists of more than 90 percent of sequential logic. 

A single scan flip-flop consumes at least 7.67 GE in 

NANGATE45. The same cell consumes 6.25 and 6.67 GE 

in UMC130 and UMC180, respectively. The NXP90 library 

has significantly smaller flip-flops that are the main area 

consumers in the case of SPONGENT family, and thus 

provides a considerably better hardware performance. 

Present the obtained hardware figures for all of the 

SPONGENT variants. The smallest implementation 

consuming only 738 GE, which achieve more than 66 kbps 

at 100 kHz[4]. 

 

 
Table 3: Hardware Performance of SPONGENT Family 

V. PROPOSED SYSTEM 

Parallel processing and Pipelining techniques are used in 

proposed system. 

Pipelining leads to a reduction in the critical path, 

which can increase the sample speed or reduce power 

consumption at the same speed. Parallel processing 

techniques require multiple outputs, which are computed in 

parallel in a clock period. Therefore, the effective sample 

speed is increased by the level of parallelism. Parallel 

processing should be applied in the Linear Feedback Shift 

Register(LFSR) and then Pipelining should be applied in 

LFSR. Speed get increased by this techniques. 
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Fig. 7: Proposed Architecture with Parallel Processing 

 
Fig. 8: Proposed Architecture with Pipelining 

VI. RESULT ANALYSIS 

 

Simulation results are shown below: 

A. Output for Spongent Architecture: 

 
Fig. 9: Spongent Architecture Waveform 

B. Output for Parallel Processing 

 
Fig. 10: Parallel Processing Waveform 

C. Output for Pipelining 

 
Fig. 11: Pipelining Waveform 

 Implementation Results Are Shown Below: 

 
Table 4: Design Summary 

 
Table5: Comparison of Speed Parameters 

VII. CONCLUSION 

Existing method uses the SPONGENT lightweight 

cryptographic hash function. Though the hardware 

architecture of SPONGENT is optimized in area, it consist 

of more number of registers and also it is bit oriented not 

byte oriented. So the latency is increased. Here parallel 

processing and pipelining process can be applied in existing 

LFSR. The hybrid method of pipelining and parallel 

processing increase the speed of the architecture. The 

effective sample speed is increased by the level of 

parallelism. 
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