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Abstract— Usage of digital media has witnessed a 

wonderful growth during the last decades, as a result of their 

notable benefits in efficient storage, ease of manipulation 

and transmission. In the last five years the protection of 

digital information has received significant attention within 

the digital media community, and a number of techniques 

that try to address the problem by hiding appropriate 

information within digital media have been proposed. Image 

Security persists in many operational contexts till up this 

day: an encrypted e-mail message between an employee of a 

defines contractor and the embassy of aggressive power, for 

example, may have obvious implications. So the study of 

communications security includes not just encryption but 

also traffic security, whose essence lies in hiding 

information. Data information hiding is a multidisciplinary 

discipline that combines image and signal processing with 

cryptography, communication theory, coding theory, signal 

compression, and the theory of visual and audio perception. 

One of the more interesting sub disciplines of information 

hiding is steganography. Differently from cryptography that 

is about protecting the content of messages steganography is 

about concealing their existence. Several techniques to hide 

information are presented, terminology and possible related 

attacks, with specific attention on steganography and 

copyright schemes. In my major work describes a 

watermark embedding technique for images using discrete 

fractional Fourier transform. The idea is that a discrete 

fractional Fourier transform of the image is computed, the 

robust watermark and fragile watermark embed in the 

fractional Fourier transform (FRFT) domain of the image, 

and the watermark position and the transform order are used 

as the encryption keys. My proposed results indicate the 

embedded watermark is perceptually invisible and robust 

also compare with the discrete Fourier transform based 

method along with various image processing operations. 
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I. INTRODUCTION 

There are a lot of similarities between information hiding, 

steganography, watermarking. Information hiding involves 

the concealment of information so that an observer does not 

know of its existence. Steganography generally means 

―covered writing‖ communications are carried out in secret. 

Watermarking is the embedding of content-dependent 

information. A hierarchical taxonomy can be made to relate 

these fields, information hiding covers both steganography 

and watermarking. This thesis concerns image 

watermarking, i.e. embedding of invisible watermarks in 

images. Analogy of digital watermark is the paper 

watermark. Paper watermarks on currency notes and 

corporate letterheads are used to prove their authenticity. 

Similarly, digital watermark is embedded into digital media 

to validate their contents .Although cryptographic methods 

have long been applied in digital content security. The 

decrypted content requires further protection. For instance, a 

piece of artwork may be obtained legitimately but 

distributed to others unlawfully through peer sharing 

networks. Digital watermarks can provide extra protection 

to the decrypted content since it is embedded into the 

content. Digital watermarking technologies started to 

mushroom in the past decades. This is evident through the 

exponential growth of academic publications in digital 

watermarking over the years. Some of those articles were 

published in top rank journals. For example, there are more 

than 100 watermarking papers in IEEE Transactions on 

Signal Processing and IEEE Transactions on Image 

Processing as of October 2006. Research activities in digital 

watermarking had matured to warrant the establishment of 

new conferences [7] and new journals [9]. The scopes of 

these publicist ions cover many interests in digital 

watermarking. They range from theoretical discussions to 

real-life applications. In addition, research topics are 

becoming more specialized, e.g. robust watermarking, 

fingerprinting, benchmarking, steganalysis, and security. 

Furthermore, watermarking technologies have been 

commercialized. For example, Digimarc [12] watermark 

was added into Adobe Photoshop to enable embedding and 

detection of digital image watermarks. 

Epson produced cameras with image watermarking 

capabilities. 

 

II. DIFFERENT TYPE OF WATERMARKING 

A. Spatial Domain Watermarking: 

In this method the pixel information of the two-dimensional 

image is altered so as to embed the hidden data. Three 

Different techniques are defined in the spatial domain 

watermarking. 

 Least Significant Bit Technique 

 Correlation Based Technique 

 Spread Spectrum Based Technique 

B. Transform Domain Watermarking: 

Transform domain watermarking techniques apply some 

invertible transforms to the host image before embedding 

the watermark. Then, the transform domain coefficients are 

modified to embed the watermark and finally the inverse 

transform is applied to obtain the marked image. The 

transforms commonly used for watermarking purposes are: 

 The Discrete Fourier Transform (DFT) 

 The Discrete Cosine Transform (DCT) 

 The Discrete Wavelet Transform (DWT). 
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C. Invisible Watermarking: 

In this technique the watermark is embedded in the cover 

object in such a way that cannot be perceptually isible. 

 
(A) original image 

 
(B) watermarked 

 
(c) Watermarked image 

D. Invisible Watermarking 

III. DIFFERENT TYPE OF WATERMARKING TECHNIQUES 

A. Spatial Domain Techniques: 

1) Least-Significant Bit (LSB): 

The earliest work of digital image watermarking schemes 

embeds watermarks in the LSB of the pixels. Given an 

image with pixels, and each pixel being represented by an 8-

bit sequence, the watermarks are embedded in the last (i.e., 

least significant), bit, of selected pixels of the image. This 

method is easy to implement and does not generate serious 

distortion to the image; however, it is not very robust against 

attacks. For instance, an attacker could simply randomize all 

LSBs, which effectively destroys the hidden information. 

2) SSM-Modulation-Based Technique: 

Spread-spectrum techniques are methods in which energy 

generated at one or more discrete frequencies is deliberately 

spread or distributed in time or frequency domains. This is 

done for a variety of reasons, including the establishment of 

secure communications, increasing resistance to natural 

interference and jamming, and to prevent detection. When 

applied to the context of image watermarking, SSM based 

watermarking algorithms embed information by linearly 

combining the host image with a small pseudo noise signal 

that is modulated by the embedded watermark. 

B. Transform Domain Techniques: 

The phase of the DISCRETE FOURIER TRANSFORM is 

used to embed a watermark, because phase is more 

important than amplitude of the DFT values of an image. 

The concept of inserting the watermark with its phase values 

comes from the fact that inserting a watermark in most 

significant components of an image gives more robustness 

to it. Along with this it is also backed up by the fact that 

phase modulation is more immune to noise than amplitude 

modulation. Watermark is inserted in mid frequency 

components. Because watermark insertion in low frequency 

components causes visible artefacts and high frequency 

components have relatively less immunity against filtering, 

noise and lossy compression. In this scheme the 

modification of DFT coefficient is not fixed but it is 

proportional to the amplitude of the DFT coefficients. The 

coefficients having small values are hardly affected while 

larger value coefficients are affected significantly. It states 

“HVS does not perceive equal changes in image equally, but 

the sensitivity of the image is relatively constant with 

respect to relative changes in an image.” The only 

disadvantage with FT is that it does not differentiate 

between stationary and non-stationary signals as frequency 

components for both are same. For FT, both are same. 

C. DCT Based Watermarking: 

1) DCT Coefficients Characteristics: 

1) Magnitude of DC components of an 8x8 block 

DCT coefficient is proportional to the average gray 

level of the corresponding block. 

2) Frequency components are ordered in a sequential 

order, starting with low frequency, mid frequency 

and high frequency components. Proper 

components can be selected based on this. If most 

of the high frequency components that are zero 

then it represents a smooth blocks. 

2) Coefficient Selection in DCT: 

1) Coefficients which have larger perceptual criteria 

should be selected because they allow stronger 

watermarks to be embedded and result in least 

perceptual distortion 

2) Those coefficients should be selected which are 

least changed by common attacks like low pass 

filtering, noise addition etc.. 

3) Low frequency AC components satisfy above 

criteria and that’s why selected in most 

watermarking algorithms. Common image 

processing operations affects the high frequency 

components and that’s why they are not a good 

choice. 

4) DC components can also be selected because the 

magnitude of DC component is much larger than 

the AC component which means they have a very 

high perceptual capacity. Most of the DCT based 

approaches do not completely address the issue of 

geometric attacks like cropping. But this approach 

is much more robust compared to spatial domain 

approach. Another advantage of using DCT for 

watermarking is the extensive study of HVS in this 

domain, which has resulted in the standard JPEG 

quantization table. So watermarking can be more 

adaptive in this domain. 

3) DWT Based Watermarking: 

The wavelet decomposition decomposes the image into 

three spatial directions i.e. horizontal, vertical and diagonal. 

Hence wavelets reflect the anisotropic of HVS more 

precisely. Because of its mutiresolution nature they are 

suitable for applications which require tolerable degradation 

and scalability. Hence it allows for progressive transmission 

of images. The larger the magnitude of wavelet coefficient 
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the more significant it is. High resolution sub bands helps to 

easily locate edge and textures patterns in an image. 

Magnitude of DWT coefficients is larger in LL band 

compared to other bands. 

4) Coefficient Selection in DWT: 

Watermark is embedded in the coefficients having larger 

perceptual capacity to increase its robustness against 

different attacks. 

1) Embedding watermark in higher level sub bands 

increases robustness of the watermark however 

image visual fidelity may be lost which can be 

measured by PSNR. 

2) Embedding watermark in lower level sub bands 

increases the image’s visual fidelity and makes it 

perceptually invisible but at the same time it 

reduces its robustness. 

3) Low level bands have higher magnitude and we 

can use a larger scaling factor to embed a more 

robust watermark. However other three bands have 

smaller magnitudes and hence we can use a low 

scaling factor to embed a comparatively weaker 

watermark. 

IV. PROPOSED WORK 

Usage of digital media has witnessed a wonderful growth 

during the last decades, as a result of their notable benefits 

in efficient storage, ease of manipulation and transmission. 

In the last five years the protection of digital information has 

received significant attention within the digital media 

community, and a number of techniques that try to address 

the problem by hiding appropriate information (e.g. 

copyright or authentication data) within digital media have 

been proposed. Image Security persists in many operational 

contexts till up this day: an encrypted email message 

between an employee of a defines contractor and the 

embassy of aggressive power, for example, may have 

obvious implications. So the study of communications 

security includes not just encryption but also traffic security, 

whose essence lies in hiding information. Data information 

hiding is a multidisciplinary discipline that combines image 

and signal processing with cryptography, communication 

theory, coding theory, signal compression, and the theory of 

visual and audio perception. One of the more interesting sub 

discipline of information hiding is steganography. 

Differently from cryptography that is about protecting the 

content of messages steganography is about concealing their 

existence, i.e. hiding information in other information. 

Several techniques to hide information are presented, 

terminology and possible related attacks, with specific 

attention on stenographic and copyright schemes. In my 

major work describes a watermark embedding technique for 

images using discrete fractional Fourier transform. The idea 

is that a 2D discrete fractional Fourier transform of the 

image is computed, the robust watermark and fragile 

watermark embed in the fractional Fourier transform 

(FRFT) domain of the image, and the watermark position 

and the transform order are used as the encryption keys. My 

proposed results indicate the embedded watermark is 

perceptually invisible and robust also compare with the 

discrete Fourier transform based method along with various 

image processing operations. 

A. Embedding Process: 

 

B. Extraction Process: 

 

V. APPROXIMATE OUTPUT 

A. Original Image: 
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B. Watermark Image: 

 

C. Watermarked Image: 

 

VI. CHALLENGES IN WATERMARKING 

There are four criteria that can be used to measure the 

performance of an information hiding system. They are 

invisibility, robustness or security, payload ratio and 

computational cost. From the observation of the current 

watermarking systems, it can be seen that some of these 

criteria are less satisfied than others.  

The first criterion is invisibility. A watermarking 

system is of no use if it distorts the cover image to the point 

of being useless, or even highly distracting. Ideally the 

watermarked imaged should look indistinguishable from the 

original even on the highest quality equipment. The second 

criterion which is often overlooked when assessing system 

performance is robustness. Robust watermarking systems 

are expected to withstand different kind of attacks. Image 

compression, introduction of noise, low pass filtering, and 

image rescaling, cropping, rotation are some but a few of 

types of attacks that often are not addressed in most 

literatures. Both pixel domain and transform domain 

watermarking techniques share the same level of exposure 

to these attacks. There are a few tools that can be used to 

measure a system robustness level, e.g., Starmark. Many of 

the proposed watermarking techniques aim at hiding data 

with large size. These techniques manage to hide image as 

large as, or even larger than, the cover image. Although this 

is impressive in its own right, very little discussion and 

analysis is given to what extent this feature can be used to 

bring together watermarking with image compression 

techniques. Digital images are often transmitted over the 

internet in compressed format. Being able to seamlessly 

incorporate watermarking algorithm into image compression 

system would be a challenge for researchers. The fourth 

criterion that is often overlooked is the computational cost 

of the encoding and decoding processes. The computational 

cost determines how fast the technique can be executed and 

how many resources required to do so. Although this 

criterion is probably considered the least important by 

research community, it is nonetheless a significant factor to 

consider when the technique is deployed as a commercial 

product. 

VII. CONCLUSION 

Digital Image Watermarking can protect image, video, audio 

from unauthorized person, noise, copyright etc. DCT and 

DWT domain watermarking is comparatively much better 

than the spatial domain encoding since DCT domain 

watermarking can survive against the attacks such as 

noising, compression, sharpening, and filtering and also use 

JPEG compression method and DWT is used embedded 

zero-tree wavelet (EZW) image compression scheme and 

high frequency sub bands as LH,HL,HH etc. after this 

transform. By using varying DFRFT powers in digital image 

watermarking in DFRFT domain  watermark can be 

embedded. The DFRFT powers and watermark location can 

be used as secret keys for such type of watermarking 

techniques. It is not possible to extract watermark in DFRFT 

domain digital image watermarking without the knowledge  

of the above given secret key. In this techniques all the 

watermarked images saatisfy the imperceptibility criterion 

that is the difference between the watermarked image and 

the original imageis not perceivable.simulation result show 

that the extracted watermark image is very close to the 

original watermark image. 
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