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Abstract— Now a day internet users are increased drastically 

and malicious activities through internet have also been 

increased HTTP-based is one of the latest technology of 

botnet. It uses the HTTP protocol to make normal web 

traffic and passes the network security systems. 

Furthermore, HTTP protocol is normally used by normal 

applications and services on the web, so to detect the HTTP 

botnets having a low rate of false alarms has become a 

challenge. In this paper, we propose a detection approach to 

improve the HTTP-based botnet detection according the rate 

of false alarms and detect HTTP bots using different 

characteristics. The experimental result shows that the 

proposed method is able to reduce the false alarm rates in 

HTTP-based botnet detection successfully.   
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I. INTRODUCTION 

Botnets are one of the biggest threats in this internet 

technology. It is used for the malicious activities like 

attacks, hack the servers, stealing sensitive information and 

committing fraud.  A study shows that, on a typical day, 

about 40% of the 800 million computers connected to the 

Internet in a botnet[1]. 

Botnets are the collection of computers which are 

under control of some hacker. Some kind of software those 

computers are installed with user intimation and are 

remotely controlled called „bot‟. These computers are being 

controlled by via the command and control server. 

An active Botnet initializes its attack by first 

exploiting vulnerabilities in the user computers. It then 

downloads the malicious binary and executes it locally. This 

program logs on to the Command and Control Server (C & 

C) and notifies it‟s Host, commonly known as “Botmaster”, 

that the computer is now converted to a „Bot‟. It can now be 

used to forward its affect to other computers by repeating 

the same procedure[2]. This process can be done by 

continuously communicating with the bots. It can be done 

by different networks like centralized and decentralized. 

This is the main difference between the botnet and other 

threats. 

II. BOTNET CHARACTERISTICS 

Botnets are emerging as the most significant threat which is 

used to perform cybercrime attack to steal the valuable data 

of users that is we can say Botnet perform attack after facing 

online ecosystems and computing assets[10]. 

Among the other malwares, the main characteristic 

of botnet is   that is using the C&C mechanism through 

which systems are directed and they are updated if required. 

This characteristic of Botnet provides anonymity for the 

Botmaster. Using C&C channels the botmaster can operate a 

wide range of different network topologies and different 

protocols. 

Botnet can be classified as IRC based, HTTP based, P2P 

based. 

The Internet Relay Chat (IRC) protocol is used in 

the beginning of botnets. The IRC servers and its related 

channels are gathered to establish a central C&C server to 

distribute botmasters‟ commands. The IRC bots follow the 

PUSH approach as they connect to selected channels and 

remain in the connect mode[8]. The IRC botnets are easy to 

use, control and manage but they suffer from a central point 

of failure. So to overcome this issue, the P2P model, instead 

of having a central C&C server, the botmaster sends 

separately a command to one or more bots, and they send it 

to their neighbors. As the botmaster commands are 

separated by other bots, he/she is not able to manage the 

delivery status of the commands. Furthermore, 

implementation of a P2P botnet is difficult and complex. 

HTTP protocol is a popular Botnet due to its communication 

method by sending message as HTTP response and HTTP 

GET response to perform attack which is difficult to be 

detected. So Using the HTTP protocol, Botnet usually 

bypass security devices[10]. 

This paper contain four chapters. First chapter 

includes introduction and types of botnet. Second chapter 

introduces related works of malicious HTTP botnets. Third 

chapter describes a detection method of malicious HTTP 

botnets. Last chapter provides an overall view of the result 

of this study.    

III. RELATED WORKS 

Different studies on botnet detection have adopted passive 

analysis by collecting the network traffic for a specific 

period and analyzing it in order to identify any evidence of 

bot and botnet activities. 

According to the modelling and state division of 

the botnets[14], the observing value set of the detection 

objects needs to be acquired, namely, abnormal 

characteristics of basic attribute of hosts, network traffics, 

network behaviors and so on. Then a host who has been 

detected will be decided if it belongs to a botnet by 

analyzing the similarity between host state transition models 

and botnet models which have been trained. 

Jae-Seo et. al. [13] use degree of periodic 

repeatability to describe relationship between client and 

server use degree of freedom and standard deviation to 

calculate repeatability standard deviation. Table 1 shows 

Connection Data Table of a potential HTTP-based bot. It 

shows the connections of given id are very periodic. 

 
Table 1: CDT Table of potential bot

[13] 
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An activity is considered a bot if it‟s Degree of 

Periodic Repeatability is low. The DPR becomes low only if 

a bot uses the fixed connection intervals. By changing the 

connection intervals technique, the botmasters can avoid this 

technique and generate a false negative in results [13].  

The authors observed that by using this technique, 

the normal automatic software, such as updaters, can be 

detected as a bot and generate a false positive. 

Meisam et. al.[8] employed the passive behavior 

analysis approach to collect information about particular 

network traffic and analyses it in order to identify signs of 

bots and botnet activities. Its main objective was to propose 

an efficient filtering approach to reduce the rate of false 

negative and false positive rates. 

It uses the approaches of Data Preparation, 

Grouping and Sorting, High Access Rate Filter, Low Access 

Rate Filter and, Periodic Access Analysis. Although the 

experiment results show that our method significantly 

reduced the false alarm rate, in some circumstances normal 

applications can be detected as suspicious activities. 

Each of aforementioned methods comes with 

different tradeoffs regarding false alarm rates and efficiency 

in detecting HTTP-based botnet with random patterns. 

Therefore, this paper aims to propose new data filtering 

approaches to reduce the false positive rates in the detection 

results.  

IV. METHODOLOGY AND EXPERIMENT 

To establish a botnet we required three main things, 

machines having bot, a C&C server and Bot master. 

 
Fig. 1: Proposed System 

Firstly to make a system bot master we need to 

install XAMPP server(C&C server) on that machine so that 

that machine can work like a bot and can trace all machines 

details having bots. 

Generate a Zeus bot executable file that will be 

install in other machines. 

By accessing sites using http protocols the details 

of the machine can be send to the botmaster by the Zeus bot. 

As shown in the figure 1 different approaches will be 

applied to the requests to minimize the false negative ratio. 

Apply different characteristics found for the 

requests and get the results. 

As shown in figure 1 user request to the server as 

either a regular request or a bot requests. Different 

approaches are applied on the request at server side to detect 

them as bot or regular. 

Different patterns to separate the bot request from 

the regular request like time interval, packet size, ip address. 

The requests being blocked at these approaches are kept at 

BotAnalytics and apply another characteristics like packet 

size and user Agent detail. It will filter the regular requests 

those are being blocked and allowed to access the server. 

V. RESULT ANALYSIS 

In order to evaluate the proposed architecture, several 

experiments were conducted. In this approach numbers of 

experiments were conducted to evaluate the performance of 

proposed approaches to reduce false alarms. Table 2 shows 

the results of one of the experiments, which was conducted 

by collecting 100 requests. There are five main approaches 

used to filter the traffic. 

Total 

Request 

Bot 

Requests 

Bot Detected 

(higher false 

positive ) 

Bot Detected 

(minimum 

false positive ) 

100 17 23 18 

For Experiments in 100 requests 17 are bot 

requests and others are regular requests. The base 

approaches detects the 23 requests which includes the 

regular requests also. So the proposed method minimize that 

false positive ration to 18. Thus it minimize the false alarm 

in terms of false negative as well false positive successfully. 

VI. CONCLUSION 

This paper proposed several approaches to reduce the false 

alarms rate in HTTP-based botnets detection. The proposed 

methods are evaluated based on the false positive and false 

negative rates and its efficiency in the detection of botnets 

with random intervals. The test results show that the 

proposed method achieved higher efficiency in detecting 

HTTP-based botnets. The very low false positive ratio 

obtained through the use of the new proposed HAR, and 

LAR filters, shows that the proposed method is able to 

reduce false alarm rates and improve current studies on 

HTTP-based botnet detection successfully. 

VII. FUTURE WORK 

Based on the investigation, mobile devices and networks are 

concerned by the new generation of botnets called MoBots. 

Mobile networks are now well integrated with the Internet 

e.g. 3G, 4G. So, we are working on the extension of current 

approaches to design a security management to detect and 

mitigate a new generation of botnets in mobile devices. 
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