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Abstract— Data Mining is the process of finding the 

interesting Knowledge from Large Amount of data stored in 

database, data warehouse or other information repositories. 

In data mining regularly data collected and analyzed by 

organizations and governments. For this database we have to 

provide Privacy, confidentiality and security. In Privacy 

Preserving data mining we have the many traditional 

technique these technique are not giving the accurate result. 

In preserving Privacy of individuals when data are shared 

for clustering it is complex problem. The challenge is how 

to protect the underlying attribute values subjected to 

clustering without Jeopardizing similarity between data 

object under analysis. To address this problem data owner 

must not only require privacy, but also guarantee for valid 

clustering result. To achieve this dual goal we propose the 

rotation based transformation .These approach is based on 

principal component analysis which is exiting and it is 

extended to discrete cosine transformation to achieve 

privacy. The success of privacy can be measure in terms of 

data utility, Performance resistance and level of uncertain to 

data mining algorithm etc. 

Key words:  Data mining, Privacy preserving; data 

perturbation; Rotation Perturbation technique,DCT 
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I. INTRODUCTION 

Information is now probably the most important and 

requested resource. We live in an interconnected society , 

based on the dissemination and sharing of information in the 

private sector and in government and public sectors. 

Government, private and public institutions are increasingly 

required to make their data available in electronic form. To 

protect the privacy of respondents (organizations, Personal, 

individuals , student record , company’s, etc.) to which the 

data relate, published data are usually disinfected by 

removing all explicit identifiers such as names , student id 

and mobile numbers. Although seemingly anonymous, the 

identified data may contain other data such as name, birth, 

phone number, zip code, and gender, which is solely or 

almost solely to the specific respondents ( eg entities to 

which the data relate ) and make them stand out among 

others. By linking these identifying public databases 

available combining these features with the recipient's 

identity features, the data sender can determine that each 

defendant released data element belongs, or restrict their 

uncertainty to a specific subset individuals. To ensure 

accuracy and less loss of information we provide technical 

disturbance rotation modifying the original data with the 

same characteristic.  Data mining is the most advance tools 

for data Analysis. Using these tools We can find the rules 

and potential model in the depth of scientific research and 

medical research. Mainly in these paper we have the privacy 

preserving data mining tool can be divided into two levels. 

First level the privacy preserving can be used in the 

protection of sensitive data like id, name, number etc. 

Second level of privacy preserving data mining it is called 

the knowledge Hiding in database is the protection of 

sensitive knowledge that is showed by data mining. 

II. PPDM FRAMEWORK 

PPDM framework in this framework we can show the 

mining or knowledge from KDD process the data is 

collected by single organizations stored in respective in 

database 

 
Fig 2.1: PPDM Framework

 [3] 

Privacy constraints cannot be applied at one step; it 

needs to be kept in mind along with the data mining process 

all the way from     data collection to the generation of 

information/ knowledge. The figure given below suggests 

three levels where privacy concerns are taken care of. 

At level 1, the raw data collected from a single or 

multiple databases or even data marts is transformed into a 

format that is well- suited for analytical purposes. Even at 

this stage, privacy concerns are needed to be taken care of. 

Researchers have applied different techniques at this stage 

but most of them deal with making the raw data suitable for 

analysis.
[3] 

At level 2, the data from data warehouses is 

subjected to various processes that make the data sanitized 

so that it can be revealed even to untrustworthy data miners. 

The processes applied at this stage are blocking, 

suppression, perturbation, modification, generalization, 

sampling etc. Then, the data mining algorithms are applied 

to the processed data for knowledge/information discovery. 

Even the data mining algorithms are modified for the 

purpose of protecting privacy without sacrificing the goals 

of data mining
[3] 

At level 3, the information/knowledge so revealed 

by the data mining algorithms is checked for its 

sensitiveness towards disclosure risks. We have described 
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the embedding of privacy concerns at three levels, but any 

combination of these may be used.
[3] 

III. PROBLEM DESCRIPTION & PROPOSED WORK 

A. Problem Description: 

The initial idea of it was to extend traditional data mining 

techniques to work with the perturbed stream data to mask 

sensitive information.  

The key issue is to get accurate stream mining 

results using perturb data. The solutions are often tightly 

coupled with the data stream mining algorithms under 

consideration  
Principal Component Analysis (PCA) is used for 

transforming the multidimensional data into lower 

dimensions.Traditional techniques for Privacy Preserving in 

Data mining, not giving accurate privacy of data and loss of 

information is high. 

B. Proposed Work 

To achieve the dual goal of privacy preservation and valid 

clustering results, a discrete cosine transformation based 

method is proposed in  database environment. 

Our aim is Change the original value D to 

perturbed data D’ to gain accuracy and privacy of data also 

avoid attack from outside.  

Data perturbation refers to a data transformation 

process typically performed by the data owners before 

publishing their data For these transformation we are using 

discrete  cosine Transformation(DCT)  Algorithm. 

The objective of this stage is to mine perturbed data streams 

to construct a clustering model and evaluate the clustering 

measures. 

 
Fig. 3.1: Framework for privacy preserving in data stream 

clustering 

1) Algorithm: Data Perturbation Using Discrete Cosine 

Transformation(DCT)  

Input: Data Stream D, Sensitive attribute S.  

Intermediate Result: Perturbed data stream D’.  

Output: Clustering results R and R’ of Data stream D and D’ 

respectively. 

Steps: 

(1) Given input data D with tuple size n. 

(2) Extract sensitive attribute [S]nx3 from given   data 

set D. 

(3) Apply DCT formula on Original Dataset D 

(4) Crate perturbed dataset D’ by replacing sensitive 

attribute     [ ]      in origial dataset D with f(x). 

(5) Apply k-Mean clustering algorithm with different 

values of k on original dataset D having sensitive 

attribute S. 

(6) Apply k-Mean clustering algorithm with different 

values of k on perturbed dataset D’ having 

perturbed sensitive attribute P. 

(7) Create cluster membership matrix of results from     

step 5 and step 6 and analyze. 

IV. RESULT AND DISCUSSION 

Series of experiments were performed over define sliding 

window size (w) in order to evaluate the clustering 

accuracy. Our evaluation approach focused on the overall 

quality of generated clusters after dataset perturbation. 

Experiment was based on following steps: 

(1) Setup each dataset as stream in MOA framework. 

(2) Define sliding window (w) over the data stream to 

evaluate measures and cluster membership matrix. 

(3) Modified all the instances in sliding window by 

applying our proposed data perturbation method to 

protect the sensitive attribute value. 

(4) K-Means clustering algorithm is used to find the 

clusters for our performance evaluation. Our 

selection was influenced by (a) K-Means is one of 

the best known clustering Algorithm and is 

scalable. (b)Number of cluster to be find from 

original and perturbed dataset was taken same as 

number of cluster. 

(5) Compare how closely each cluster in the perturbed 

dataset matches its corresponding cluster in the 

original dataset. We expressed the quality of the 

generated clusters by computing the F-measure 

Experiments were performed to measure accuracy 

while protecting sensitive data. We here presents two 

different results, one is corresponding to clustering accuracy 

in terms of membership matrix which was manually derived 

from clustering result and another represent corresponding 

graph for F1_P(precision) and F1_R(Recall) measures. 

Table 5.1 shows datasets configuration to 

determine the accuracy of our proposed method. We 

configured each dataset to determine 5 and 3 clusters using 

K-Means clustering algorithm. 

Table 5.2, 5.3 shows the membership matrix 

obtained while clustering the perturbed attributes of Bank 

Management dataset respectively.  

Each Matrix representing 5 and 3 clusters scenario 

for true dataset and perturb dataset. True dataset clustering 

gives information about no. of instances are actual classified 

in each cluster where as perturb dataset clustering showing 

result of correct assignments after attributes data 

perturbation and percentage of accuracy achieved. 

Dataset 
Total 

instances 

Instances 

processed 

Attributes 

protected 

Bank 

Management 
45210 45k 

Aid, Balance, 

Duration 

Table 5.1 Dataset configuration to determine accuracy based 

on Membership Matrix 

k-Mean clustering algorithm has been applied on 

original dataset D and perturbed dataset D’ generated using 

proposed algorithm. Results in table 5.2 and 5.3 shows that 
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for all tested cases almost 90% mining accuracy has been 

achieved. Algorithm has been tested against different values 

of k and it has been observed that accuracy has been 

decreasing as k value. 

k-Mean clustering algorithm has been applied on 

original dataset D and perturbed dataset D’ generated using 

proposed algorithm. Results in table 5.2 and 5.3 shows that 

for all tested cases almost 90% mining accuracy has been 

achieved. Algorithm has been tested against different values 

of k and it has been observed that accuracy has been 

decreasing as k value increases. This justifies that 

probability of tuple to fall into original cluster will be 

decreasing as number of clusters increases. 

Dataset Attributes 

No. 

of 

Cluster 

Stream 

Data 

k-

means 

Bank 

Management 

Aid 

5 

 

2000 

88.59% 

Balance 88.99% 

Duration 87.41% 

Aid  

3000 

84.28% 

Balance 88.06% 

Table 5.2: accuracy of 5-Cluster 

Dataset Attributes 

No. 

of 

Cluster 

Stream 

Data 

k- 

means 

Bank 

Management 

Aid 

3 

 

2000 

92.30% 

Balance 93.26% 

Duration 89.46% 

Aid 
 

3000 

90.31% 

Balance 89.02% 

Duration 86.69% 

Table 5.2: accuracy of 3-Cluster 

Fig.  5.1: Accuracy on attribute Aid in Bank Management  

with 5-Cluster 

 
Fig.  5.2: Accuracy on attribute Balance in Bank 

Management with 5-Cluster 

 
Fig.  5.3: Accuracy on attribute Duration in Bank 

Management with 5-Cluster 

Fig.  5.4: Accuracy on attribute Aid in Bank Management 

with 5-Cluster 

 
Fig.  5.5: Accuracy on attribute Balance in Bank 

Management with 5-Cluster 

 
Fig.  5.6: Accuracy on attribute Duration in Bank 

Management with 5-Cluster 
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Fig. 5.7: Accuracy on attribute Aid in Bank Management 

with 3-Cluster 

 
Fig. 5.8: Accuracy on attribute Balance in Bank 

Management with 3-Cluster 

 
Fig. 5.9: Accuracy on attribute Duration in Bank 

Management with 3-Cluster

 
Fig.  5.10: Accuracy on attribute Aid  in Bank Management 

with 3-Cluster

Fig.  5.11: Accuracy on attribute Aid in Bank Management 

with 3- Cluster 

 
Fig. 5.12: Accuracy on attribute Duration in Bank 

Management with 3- Cluster 

V. CONCLUSION 

DCT based rotation perturbation technique is use to preserve 

privacy in multiplicative data. In Data Stream mining we 

compare original dataset D with Perturbed Data D' in MOA. 

And measure efficiency in terms of precision and recall. 

Ultimately goal for this algorithm to provide good 

accuracy.so perturb data will use as a real data processing 

reserving clustering in centralized database environment. 

Concept of DCT for perturbation based Privacy Preserving 

Data Mining is applied here. and the goal is to achieve valid 

clustering result using proposed algorithm. 
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