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Abstract— Cloud Computing is considered to be the next 

generation of information technology framework. It is the 

next generation computing platforms that can provide 

dynamic resource pools, virtualization and high availability 

and online storage systems. The new character brings a lot 

of new security challenges which have not been taken into 

account completely in the current cloud computing system. 

There are number of security issues related to online storage 

of data on the cloud. Evidence of integrity preservation of 

data is a crucial aspect to be considered. In this paper, we 

propose a model to provide evidence of integrity 

preservation of the data uploaded to the online cloud storage 

and downloaded from the cloud storage systems. Moreover, 

accessibility of logs is a burning issue these days. This 

challenge is overcome by providing  a customised user and 

resource log including crucial information like by whom 

was the object accessed, when it was accessed, which 

operations were performed on which objects, and the status 

of operations requested. This can boost up the trust of the 

users leading to increased adoption of cloud computing 

services in areas like business, healthcare and education, 

thus directing towards lower cost and long term benefits to 

the society. 
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I. INTRODUCTION 

The popularity of cloud computing started in 2006 and 

within a short span of time it achieved major popularity 

through the user’s attention. It’s usage is increasing rapidly 

because of ample services and benefits offered by cloud 

computing. Normally, organizations lack robust services 

like servers, software, network hardware,etc. and thus they 

prefer to use the cloud computing. Cloud computing brought 

about a revolution by providing service models in 

distributed computing and thus attained tremendous 

attention by research communities. On the basis of 

virtualization and distributed technologies, on-demand 

services are provided by cloud computing. The 

infrastructure, services and management of resources 

provided by cloud computing are much more effective and 

potent. cloud computing can help increase organization’s 

profits and earnings by decreasing costs of purchasing, 

managing, implementing and maintaining hardware and 

software.  

The four deployment models of cloud computing 

are private, public, community and hybrid. The cloud that 

can be used publicly in a public domain is referred as public 

cloud. The cloud that is available only within a specific 

organization is a private cloud. The combinatory form of 

different cloud deployment models is called a hybrid cloud. 

The cloud meant for groups of organizations and abides by 

the agreement and privacy among organizations is called a 

community cloud. The cloud computing also provides on-

demand services on pay-per-use basis and can be accessed at 

any time from any place. Cloud computing needs to be 

researched upon data security and effective data retrieval. 

Major issues in cloud computing are confidentiality and 

integrity of data, trust, control and audit, thus acting as 

hurdles in the adaptability of cloud computing in the market. 

The impact of data security issue can be reduced by 

implementing security evidence mechanisms. 

The three major areas of research in cloud 

computing are performance, availability and security. 

Among these, cloud computing security occupies the top 

position. The application layer software, platform services 

layer, and the infrastructure layer are the three levels of 

cloud computing based on different definitions of cloud 

computing like SaaS, PaaS and IaaS. These different levels 

of cloud computing have different issues regarding security. 

The important issues concerned with IaaS are system 

security, transport security, physical security, network 

security and data center construction. Whereas in PaaS, the 

issues demanding more attention are the problems of 

disaster and recovery, data availability, data security and 

computing availability. The problems regarding security of 

data and application need to be focused upon in highest 

level of SaaS. These security issues are unknown and 

uncontrollable at the highest level when a platform of cloud 

computing is used for construction of SaaS. There are issues 

regarding trust about integrity preservation and accessibility 

of logs. 

In recent years, a large number of applications of 

cloud computing technology, for enterprises and individuals 

are coming up with additional computing power needs and 

more storage at low cost. Cloud computing can replace the 

need for costly physical and administrative infrastructure. It 

is found that an organization could save 37% cost if they 

would migrate their IT infrastructure from an outsourced 

data centre to an Amazon Cloud[5]. The main uses of 

Amazon S3 are online backup, content storage and 

distribution, big data analysis and disaster recovery. The 

Amazon S3 storage model comprises of two components- 

Meta data servers (MDS) and Object Storage Devices 

(OSD)[5]. Anything uploaded on S3 is an object. The most 

common operations that can be performed are create a 

bucket, write an object, read an object, delete an object and 

listing keys. 

II. RELATED WORK 

Xiaojun Yu and Qiaoyan Wen stated that most of the 

security solutions focus on the storage stage of the life cycle 

and proposed a security model focusing on all the stages [1]. 

Whereas, there are risks associated with each and every 

stage of the data life cycle which must be considered and 

worked upon to enable the creation of a complete data 

security system for the cloud. The threats associated with 

the stages of the data life cycle model were listed as follows. 

 Create stage: The moment the data is generated, 

there are chances of loss of user rights as the 
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adversary may alter the access rights or modify the 

data.[1] 

 Store stage: Unauthorized access, aging risk of 

backup medium, tampering of data by malicious 

cloud service providers or network intruders, etc 

are the risks at this stage.[1] 

 Use and Share stage: Difficulty in maintaining the 

integrity and consistency of the shared data, 

chances of data leakage by corrupted user. 

 Archive stage: There are threats of illegal access of 

the data.[1] 

 Destruct stage: There prevails a risk of illegal 

restoration of data if the data is not destroyed 

completely.[1] 

Based on these risks, a set of security functions for 

the client proxy and the cloud server were proposed for the 

protection of the data. 

Zhang Xin, Lai Song-qing, and Liu Nai-wen, 

analyzed the application data security in cloud computing 

which indicated that cloud computing data leads to new 

security threats other than the traditional client side security, 

the security of master and slave structure, and the 

communication security[2]. Distributed availability threats, 

dynamic integrity threats, and the threat of failure are the 

several aspects. A security model was proposed using a 

hierarchical architecture comprising of three layers. These 

layers combine with each other for ensuring data security in 

cloud. Each layer has its own set of responsibilities. This 

model was referred as cloud cube model: CCMDSM (Cloud 

Computing Multi-dimension Data Security). 

 
Fig. 1: Cloud Computing Data Security Model[2] 

Cloud Computing Data Security Model[2] 

Each layer accomplishes its own job and combines 

with others to ensure data security in cloud computing. 

 First layer: Responsibility of authentication of 

users, managing permissions of users, present the 

users with appropriate digital certificates. [2] 

 Second layer: Responsible for encrypting user’s 

data, and protects privacy of users by some 

means.[2] 

 Third layer: It is the last layer of the system and is 

responsible for the protection of user data. It also 

enhances the fast recovery of user’s data.[2] 
Shams Zawoad and Ragib Hasan examine the 

cloud forensic problem and explore the issues in cloud 

forensics[5]. The open problems and future directions in 

cloud forensics are highlighted. One of these challenges are 

the integrity preservation, accessibility of logs and absence 

of crucial information in logs. The Distributed signature 

detection framework proposed for integrity preservation is 

not suitable for IaaS model. Log Management solution 

proposed for the issues like absence of critical information 

and volatility of logs is also not suitable for Iaas. 

III. PROPOSED APPROACH 

The issues related to integrity preservation and log 

management in an IaaS cloud service like Amazon S3 can 

be overcome by implementing integrity checks before 

uploading/downloading and after uploading/downloading an 

object. This can lead to evidence of integrity preservation of 

an object during transit. A log is maintained which is 

accessible to the user, to keep a check on the operations 

performed on buckets and objects and by whom these 

operations are performed at what time, thus helping to 

identify any unauthorized activity in the account of the user. 

This can be of immense help to boost up the trust of the 

users on the cloud computing services. 

 
Fig. 2: Model 

The purpose of the model is to achieve assurance of 

data security in cloud through integrity checks and logging. 

The objects to be stored on the cloud will be divided into 

fixed size blocks before upload, thereby reducing  the risk of 

data loss in case of large sized objects being uploaded on the 

cloud. Moreover, authentication mechanisms will be 

implemented for upload and download operations thus not 

allowing unauthenticated users to perform upload and 

download operations. These multiple blocks of the object 

are encrypted and uploaded on the cloud. Whenever an 

object is to be uploaded, a message digest will be generated 

before the upload and will be stored in the metadata of the 

object created before upload. After the object is uploaded on 

the cloud, metadata of the object is created by Amazon.  The 

metadata created before upload is sent to replace the 

metadata created by Amazon after upload.  When the 

metadata created before upload is encountered by the bucket 

in Amazon S3, it generates a Message Digest for the object 

and compares with the value of Message Digest in the 

metadata created before upload. If both are found to match, 

then the metadata created by Amazon after upload is 

replaced by the one created before uploading the object and 

the value of Message Digest is stored in the ETag field of 

metadata.  This operation is carried out whenever any object 

is uploaded or downloaded from the cloud. In case, if the 

file is tampered on the network during transmission, the 

integrity check for the object will be unsuccessful.  Vice 

versa, if there is no tampering of the object during 

transmission, the integrity check for the object will be 

successful. To ensure security of object on the cloud, log 

will be maintained about the activities taking place on the 

object. Whenever anyone logs into the account, an entry will 

be made in the log which will include Date and Time of log-

in, name of the owner of account from which bucket or 

object is accessed, along with the Access key of the user. 
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The other information included in the log will be the type of 

operation done or the request made, name of the bucket and 

the object on which operation is performed and the status of 

the request of operation. This can help identify any 

mischievous activity carried out in the account and on the 

data in the cloud. 

 
Fig. 3: Flow Diagram for Integrity Check 

The outputs generated by Integrity check are as follows. 

 
Fig. 4: Output Snapshot 
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Fig. 5: Output Snapshot 

 
Fig. 6: Output Snapshot

The logs generated by the activities performed on 

the buckets and objects are as below. these logs include 

information about date and time of access, the owner details 

of the account from which the resources are accessed, 

Access Id of the user, type of operation performed on the 

buckets, operation performed on the object, status of the 

operation requested. This log can lead to identification of 

the malicious or malignant activity taking place. 
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Fig. 7: Output Snapshot 

 
Fig. 8: Output Snapshot 

 
Fig. 9: Output Snapshot

The search filters can help searching from log, the 

activities or operations by a specific user or a specified 

bucket or object. 
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Fig. 10: Output Snapshot

IV. CONCLUSION AND FUTURE WORK 

With increasing use of cloud computing, more emphasis is 

laid on providing trustworthy cloud forensic schemes. 

Moreover there are trust issues with the users regarding 

reliability of cloud storage services. Thus, a mechanism of 

integrity check for the objects and the cloud and maintaining 

a log of the operations and activities, which can be accessed 

and viewed by the user can lead to increased adoption of 

cloud storage services and increased reliability for the users. 

The users can utilize the logs to identify any unusual, 

unauthenticated or malicious suspected activities. The same 

mechanism can be implemented for other cloud services and 

can be provided as a web service for the users. Such systems 

can lead to increased use of cloud services and long term 

benefits to the society.   
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