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Abstract— The cloud computing has reap its prevalence by 

anything as a service (Xaas).The three major services are 

Software as a Service, Platform as a Service and 

Infrastructure as a service. The database is a maturing 

service nowadays. The database stored at the cloud should 

be encrypted and operations on the encrypted data to be 

performed in order to reduce the passive attack. The passive 

attack exists inside the system but it does not affect the data, 

sends information to the intruder. The Snooping of data can 

be reduced by performing SQL query operations over 

encrypted database. In accordance to encrypt and perform 

SQL query operations over database the various algorithms 

are used. This project proposes to perform SQL operation 

over encrypted database. The various encryption algorithms 

which are used to perform SQL operations over encrypted 

database are random encryption, homomorphic encryption, 

Deterministic Encryption, Order Preserving Encryption and 

MAC. The time complexity is used to measure the 

performance of the algorithm which can be used to perform 

SQL operations over encrypted database. 

Key words: Cloud computing, DBaaS, Encryption, Security, 

SQL Query Operations          

I. INTRODUCTION 

  The cloud computing has gain its popularity from anything 

as a service. The major services offered by cloud are 

Software as a service, Platform as a service and 

Infrastructure as a service. The infrastructure as a service 

provides the storage for the users.
[1][13]

The Database-as-a-

service caters the user an access to database without the 

need for hardware setup, configuration and installation. The 

user can use the database and they pay as per their use.
[2]

The 

administrative and maintenance are taken care by the 

database-as-a-service providers. In essence, DbaaS is a 

managed service provides access to a database to be used 

with several applications and their related data. Database-as-

a-service is a structured approach based on Storage-as-a-

service and it is similar to software as a service. The 

payment includes not only the usage but also for the 

administrative and maintenance of database provided by the 

database provider.
[2]

 The database manager component 

controls all the instances of the database by an application 

program interface.  

The developed application interface is accessible 

by both the web application and management console to the 

user and the users may customize the dbaas. Although the 

materialization of cloud computing is a recent development, 

insights into critical perspective of security can be gathered 

from researchers analysing and experimenting with 

available cloud providers and associated technologies. The 

organization‘s ownership rights over the data must be 

mentioned in the service contract to enable a basis for trust 

and privacy of data.  The organizations have much 

equipment to secure the data which is vulnerable to attack in 

which; if the data is sensitive it is not shared
[15]

. 

Risk Management is the techniques to identify and 

reduce the organizational risk, operational risk assets and 

individual‘s risk. The cloud is a public cluster and data 

stored in cloud can be shared among various users. The 

access control should be given by the data owner since 

cloud is a shared cluster of storage. In order to secure data 

from the unauthorized users, the data should be encrypted. 

The decryption of shared data can be done only by the 

authorized cloud users. The cipher text is an encrypted data 

which cannot be understand by the unauthorized users. The 

process of deciphering  the cipher text to the plaintext text 

which can be understand is an decryption. 

The database hoarded in the cloud should be 

encrypted. An attack is defined as an intrusion into the 

system by means of malicious code, logic, devices which 

results to the negotiation of the sensitive data and it is 

addressed as an identity theft or information theft. A passive 

attack in network security is an attack personalized by the 

attacker listening in on communication. In such an attack, 

the intruder does not attempt to break into the system or 

modify the data. A simple example for passive attack is 

eavesdropping. Snooping is an attempt of an unauthorized 

user to observe the information about the sensitive data of 

others. Snooping uses various software programs to 

remotely monitor activity on a network device. A simple 

example for snooping can include casual observance of an e-

mail that appears on another's computer screen. In order to 

avoid the passive attack the data processing should be on the 

encrypted database. The security also includes the three 

major features Confidentiality. Integrity and availability. 

The passive attack affects the confidentiality while the 

active attack affects the integrity and availability. The 

snooping of database is observing the information about the 

database stored in the cloud. The homomorphic 

cryptosystem allows the user to perform operations on the 

cipher text without decrypting it. The homomorphic 

encryption algorithm is used to perform SQL operations on 

the encrypted database
 [15]

.   

II. RELATED WORK  

A. Database-as-a-Service (DbaaS): 

Database as a Service (DBaaS) is an architectural and 

operational approach enabling IT providers to deliver 

database functionality as a service to one or more 

consumers. Database as a Service
[2]

 architectures support the 

following necessary capabilities Consumer-based 

provisioning and management of database instances using 

on-demand, self-service mechanisms;  Automated 

monitoring of and compliance with provider-defined service 
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definitions, attributes and quality of service levels; Fine-

grained metering of database usage enabling show-back 

reporting or charge-back functionality for each individual 

consumer A database can be accessed by the clients via the 

internet from the cloud database service provider and is 

deliverable to the users when they demand it. The cloud 

database holds the data on different data centers located at 

different locations. There are multiple nodes across a cloud 

database, designed for query services, for data centers that 

are located in different geological locations and the 

corporate data centers as well. Once the query is generated 

from the user via computer, the node first decides the sort of 

query,and which node will be best for the query. After the 

query is identified by the node, then it is transferred to that 

specific node. Then the specific node takes care of the query 

and responds to the user. Many different cloud database 

service providers are working who provide database as a 

service that is further divided into major three categories. 

There are rational database, non-rational database and 

operating virtual machine loaded with local database 

software like SQL.There are different companies offering 

database as a service, DBaaS like Amazon RDS, Microsoft 

SQL Azure, Google AppEngine Datastore and Amazon 

SimpleDB. Each service provider is different from the other 

depending upon the quality and sort of services being 

provided. There are certain parameters that can be used to 

select the best service that will suit for your company. This 

is not limited to a certain company; these parameters can 

help in deciding the best service provider depending upon 

the requirements of any company. 

B. Database Encryption 

Database encryption is the process of converting data, 

within a database, in plain text format into a meaningless 

cipher text by means of a suitable algorithm
[9]

. There are 

multiple techniques and technologies available for database 

encryption. With TDE, some level of encryption can be 

achieved, but the protocol can cause degradation of 

performance in a database if it is not configured accurately. 

Database encryption is done to encrypt sensitive data like 

credit card numbers, medical records, etc. on the tables, 

columns, or rows of a database
[12]

. Using database 

encryption can limit a database administrator in copying or 

seeing business-critical information. Storage-level 

encryption amounts to encrypt data in the storage subsystem 

and thus protects the data at rest (e.g., from storage media 

theft). It is well suited for encrypting files or entire 

directories in an operating system context. From a database 

perspective, storage-level encryption has the advantage to be 

transparent, thus avoiding any changes to existing 

applications.  

Database-level encryption
 [23]

 allows securing the 

data as it is inserted to, or retrieved from the database. 

Selective encryption is possible and can be done at various 

granularities, such as tables. Application-level encryption 

moves the encryption/decryption process to the applications 

that generate the data
[10]

. Encryption is thus performed 

within the application that  the data is sent encrypted, stored 

and retrieved encrypted  to be finally decrypted within the 

application
[15]

. The security of the encrypted data depends 

on the encryption algorithm, the encryption key size and its 

protection. Even having adopted strong algorithms, such as 

AES, the cipher text could still disclose plain text 

information if an inappropriate mode is chosen. For 

example, if encryption algorithm is implemented in 

electronic codebook mode (ECB), identical plaintext blocks 

are encrypted into identical cipher text blocks, thus 

disclosing repetitive patterns. In database context, repetitive 

pattern are common as many records could have same 

attribute values, so much care should be taken when 

choosing the encryption mode. Cryptographic techniques 

and more specifically cryptographic hash functions are 

important component for building integrity checking 

techniques. Typically, Message Authentication Code (MAC) 

can be used to ensure data authenticity and, when combined 

with Merkle Hash Tree (MHT), can bring proofs of 

correctness and completeness 

C. SQL Operation  

Divyakant Agarwal
[3]

 et al proposed the use of data 

encryption and operations on encrypted data. The fully 

homomorphic is theoretically discussed.The use of private 

information retrieval solves the problem of retrieving of data 

but it is too expensive to employ. For security and Privacy, 

data management and query processing should be done on 

encrypted data. The use of various techniques such as range 

queries and use of multiple servers to store data for 

confidentiality.  The privacy of the data is major concern in 

cloud era. The relational cloud
[4]

 is developed by the Carlo 

curino et al. The onion layer approach is used in relational 

cloud for storing the encrypted values of data. The use of 

onion layer approach increase the time of performing 

operations over encrypted database. The homomorphic 

method is used to perform some operations on data. Luca 

Ferrett
[5]

 et al proposed a novel architecture that integrates 

cloud database services with data confidentiality and the 

possibility of executing concurrent operations on encrypted 

data and it eliminates proxy server. The threat in the cloud 

can be the provider itself or hacker. The passive attack is 

used to send information about the data without any 

modification in the data. A novel architecture that 

integrates cloud database services with data confidentiality 

and the possibility of executing concurrent operations on 

encrypted data and it eliminates proxy server.  The cryptdb 
[6]

 approach which is proposed by Paluca Ada Popa et al is 

used to execute queries over the encrypted data. The threat 

in the cloud can be either a service provider or a hacker. The 

cryptdb uses the onion layer approach and partial 

homomorphic encryption algorithm are used to perform the 

operations over encrypted data. The SQL operations are 

restricted because the use of partial homomorphic algorithm.  

The anti-tamper databases by Sun S.Chunet al are used 

which allow the execution of Queries over the encrypted 

database.  

The cost reductions for the efficient query 

processing are evaluated 
[7]

. The off-site agents are always 

subjected to threat. The privacy preserving complex queries 

are so not feasible for practical applications. Bharath 

K.Samanthula et al propose the framework for the privacy 

preserving complex queries over the encrypted data
[8]

. The 

combination of the homomorphic encryption algorithm with 

the garbled circuits is used for the development of the 

privacy preserving complex query over encrypted data. The 

secure indexing tag and the bucketization algorithm is used 

http://en.wikipedia.org/wiki/Data
http://en.wikipedia.org/wiki/Database
http://en.wikipedia.org/wiki/Plain_text
http://en.wikipedia.org/wiki/Format_%28computing%29
http://en.wikipedia.org/wiki/Cipher_text
http://en.wikipedia.org/wiki/Technology
http://en.wikipedia.org/wiki/Cryptographic_protocol
http://en.wikipedia.org/wiki/Credit_card_numbers
http://en.wikipedia.org/wiki/Medical_records
http://en.wikipedia.org/wiki/Table_%28database%29
http://en.wikipedia.org/wiki/Column_%28database%29
http://en.wikipedia.org/wiki/Row_%28database%29
http://en.wikipedia.org/wiki/Database_administrator
http://en.wikipedia.org/wiki/Copy_%28written%29
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for preventing server from leaking data and used in 

multidimensional range which is proposed by Bijiit Hore et 

al. The efficiency of the system degrades on increase of 

large datasets Hui Wang proposes the secured architecture 

of XML database system
 [11]

 against the attacker who poses 

the exact knowledge about the domain values and frequency 

of occurrence.Payal V.Parmar et.al performs survey on the 

homomorphic encryption which is used to perform 

operations over encrypted data. The homomorphic 

encryption allows operation over encrypted data.The 

asymmetric key systems such as RSA,ElGamal,Paillier 

algorithms and homomoprhic sechemes auch as Enchanced 

homomoprhic encryption,Algebra homomorphic encryption 

scheme based on updated Elgamal are dicussed.  

D. Algorithm for Encryption 

Homomorphic encryption
[16]

 is the conversion of data into 

cipher text that can be analysed and worked with as if it 

were still in its original form
.
 Homomorphic encryptions 

allow complex mathematical operations to be performed on 

encrypted data without compromising the encryption. In 

mathematics, homomorphic describes the transformation of 

one data set into another while preserving relationships 

between elements in both sets. Homomorphic encryption is 

expected to play an important part in cloud computing, 

allowing companies to store encrypted data in a public cloud 

and take advantage of the cloud provider‘s analytic services. 

The paillier algorithm
[17]

 is used for the additive and product 

operationsAn encryption is homomorphic, if: from Enc(a) 

and Enc(b) it is possible to compute Enc(f (a, b)), where f 

can be: +, ×, ⊕ and without using the private key. Among 

the Homomorphic encryption we distinguish, according to 

the operations that allows to assess on raw data, the additive 

Homomorphic encryption
[24]

(only additions of the raw data) 

is the Pailler  and Goldwasser-Micalli  cryptosystems, and 

the multiplicative Homomorphic encryption (only products 

on raw data) is the RSA  and El Gamal  cryptosystems. A 

public-key encryption scheme is said to be deterministic if 

its encryption algorithm is deterministic. Deterministic 

encryption
[18]

was introduced by Bellare, Boldyreva, and 

O‘Neill. The motivating application they gave is efficiently 

searchable encryption.  

Deterministic encryption
[25]

 permits logarithmic 

time search on encrypted data, while randomized encryption 

only allows linear time search meaning a search requires 

scanning the whole database.   AES is a symmetric-key 

block cipher for secure and classified data encryption and 

decryption. The AES has three fixed 128-bit block ciphers 

with cryptographic key sizes of 128, 192 and 256 bits. Key 

size is unlimited, whereas the block size maximum is 256 

bits. The AES design is based on a substitution-permutation 

network (SPN) and does not use the Data Encryption 

Standard (DES) Feistel network.  

The AES replaced the DES with new and updated 

features Block encryption implementation, 128-bit group 

encryption with 128, 192 and 256-bit key lengths, 

Symmetric algorithm requiring only one encryption and 

decryption key. Sub Bytes is an 8-bit function.
[20]

 A look-up 

table that implements Sub Bytes contains 256 entries that 

are 8-bit wide. The Shift Rows operation changes the order 

of bytes in each row of the state. Mix Columns is a 32-bit 

operation that transforms four bytes of each column in the 

state. The key expansion routine is used to generate the 

round keys from the cipher key. The modes of operation are 

Electronic Codebook Mode (ECB), Cipher Block Chaining 

Mode (CBC), Cipher Feedback Mode (CFB), Output 

Feedback Mode (OFB), and Counter Mode (CTR). 

  Given a plaintext m∈M and a key k.The user can 

use lazily sample of order preserving encryption
[19]

 and 

produce a ciphertext n∈N by recursively searching the 

domain and range.Start with the entire domain M and 

range N. Call y←max(N)2 on range gap. Now using the 

key k  generate some pseudorandom coins and give that to 

the HGD sampling routine along with y, M, and N. This 

gives user an x≤y that describes the number of points of the 

order-preserving function less than y. Call this x the domain 

gap.  

Now because the mth point of the OPF is the 

ciphertext of m, user know that if m<x, need to recur on the 

points of the domain less than or equal to x and less than or 

equal to y. If x<m, recur on the points of the domain greater 

than x and y. When the domain only has one point 

remaining, user has a range  set of points in which the 

ciphertext can reside. Pick a point of this set and output it
[6]

. 

Bucketization is a privacy preserving technique for 

executing SQL queries over encrypted data on a DAS 

server.Bucketization partitions encrypted attributes into 

queryable tables (buckets), thereby disguising which records 

are requested. While a number of bucketization techniques 

are optimized for uniform query access, many Internet and 

private network access patterns reflect a non–uniform or 

Zipf-like trend. If query access is non-uniform, existing 

techniques may be subject to substantial performance 

degradation. Query Sensitive Bucketization (QSB), that 

capitalizes on the probability distribution of non-uniform 

queries.           
  MAC involves two aspects Source authentication, 

which verifies the identity of the source, prevents the 

acceptance of messages from a fraudulent source. Data 

integrity, which protects the data from modification. 

Message authentication codes (MACs) attached to the 

message must be recognized by the receiving system in 

order to grant the user access. One-time MAC Universal 

hashing and in particular pairwise independent hash 

functions provide a message authentication code as long as 

the key is used at most once. This can be seen as of the one-

time pad for authentication .The one time message 

authentication is used to  provide the integrity to the 

database stored at the cloud. The one-time key k is a pair (a; 

b), coefficients of  k = (a; b) and then define f(M; k) = y = 

aM + b.The (M,y) pair is not sufficient for figuring out the 

y‘ for different message  M‘. RC5 a parameterized 

algorithm with a variable block size, a variable key size, and 

a variable number of rounds. Allowable choices for the 

block size are 32 bits ,64 and 128 bits. The number of 

rounds can range from 0 to 255, while the key can range 

from 0 bits to 2040 bits in size. RC5 has three routines: key 

expansion, encryption, and decryption
[21]

 

III. SECDBAAS ARCHITECTURE 

The proposed architecture for the secure DataBase As A 

service (SecDBaaS) with SQL operation Over encrypted 

data base in the Cloud Environment. The real-time data is 

the information provided to the user upon completing the sql 

http://en.wikipedia.org/wiki/Universal_hashing
http://en.wikipedia.org/wiki/Universal_hashing
http://en.wikipedia.org/wiki/Pairwise_independent
http://en.wikipedia.org/wiki/One-time_pad
http://en.wikipedia.org/wiki/One-time_pad
http://www.webopedia.com/TERM/B/block.html
http://www.webopedia.com/TERM/B/bit.html
http://www.webopedia.com/TERM/E/encryption.html
http://www.webopedia.com/TERM/D/decryption.html
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operations over the encrypted database. The encrypted result 

will be given to the user in a well timed manner .The real-

time data can be also used for the navigation and tracking. 

 

 
Fig. 1: SecDBaaS  Architecture 

A. Description of SecDBaaS Architecture: 

1) The user sends the SQL query to the coder and 

Transceiver. 

2) The coder and Transceiver rewrite the SQL query 

according to the encrypted database using metadata 

and send it to the cloud DBaaS. 

3) The SQL operation is performed and the encrypted 

result is returned. 

4) The coder and Transceiver decrypted the result and 

send result to the user. 

B. Description of SecDBaaS Components: 

1) User 

   The users are the authenticated entity who can request the 

database and can access cloud by using the encoder and 

Transceiver. The user can send SQL command to the 

encoder & Transceiver and receives the decrypted result. 

2) Coder and Transceiver 

 The encoder and Transceiver are the finite number of 

authorized user who can access data directly from the cloud. 

The encryption is the conversion of plain data into another 

form called the cipher text which cannot be easily 

understood by anyone except authorized parties. The public 

and private keys are used to encrypt the data. The decryption 

is the process of converting encrypted data into the plaintext 

format by using keys. The encoder and Transceiver rewrite 

the query with respect to encrypted database. The coder and 

Transceiver also decrypt the encrypted result and send the 

actual result to the user. 

3) Metadata 

              The metadata has the information about the 

plaintext and the encrypted database. The metadata is 

information which has plaintext table name, its encrypted 

table name and its field name. The metadata also holds 

information about various the type of encryption algorithm 

used for the records. The metadata stored in the cloud and 

encoder & Transceiver  are in the tree structure.  

4) Cloud 

     Cloud computing is a term used to describe an internet 

based server that allows users to access files, programs, 

operating system and data from anywhere with internet 

access .The cloud holds the encrypted database and 

metadata. 

5) Plaintext Database 

       The Plaintext is the unencrypted database which resides 

in the client. The database is a collection of information that 

is organised so that it can be easily accessed, managed and 

updated. The most prevalent approach is the relational 

database in which data is defined so that it can be 

reorganised and accessed. 

6) Encrypted Database 

The encryption is the conversion of plain data into another 

form called the cipher data which cannot be easily 

understood by anyone except authorized parties. The 

encrypted database resides  in  the cloud. The database 

encrypted with a random algorithm where there is other 

need for the operations on the encrypted database. The 

paillier encryption which is the homomorphic encryption 

used for Sum and Count Operations. The deterministic 

encryption is used for Equality operations. The order 

preserving encryption used for the aggregate functions. The 

Onetime MAC is used for the integrity verification. 

IV. ENCRYPTION ALGORITHM 

The various encryption algorithm are used to perform the 

SQL operations over encrypted database. 

A. Homomorphic Encryption: 

Homomorphic encryption is the conversion of data into 

cipher text that can be analysed and worked with as if it 

were still in its original form
.[15]

Homomorphic encryptions 

allow complex mathematical operations to be performed on 

encrypted data without compromising the encryption. In 

mathematics, homomorphic describes the transformation of 

one data set into another while preserving relationships 

between elements in both sets. Homomorphic encryption is 

expected to play an important part in cloud computing, 

allowing companies to store encrypted data in a public cloud 

and take advantage of the cloud provider‘s analytic services. 

The paillier algorithm is used for the additive and product 

operations.
[8][16] 

1) Key Generation 

1) P, q   prime numbers 

2) n=p,q , n
2
 

3)λ=lcm(p-1,q-1) 

4)μ=(L(g
λ
 mod n

2
))

-1 
mod n 

L(u)=(u-1)/n; 

Public Encryption key (n,g). 

Private Encryption Key (λ,μ). 

2) Encryption 

i)m,plaintext 

ii)r ε n
2
. 

iii)c = g
m
.r

n
 mod n

2.
 

Decryption 

m=L ( c
λ
 mod n

2
).μ mod n 

B. Deterministic Encryption: 

The Advanced Encryption Standard (AES) is a symmetric-

key block cipher for secure and classified data encryption 

and decryption. The AES has three fixed 128-bit block 

ciphers with cryptographic key sizes of 128, 192 and 256 

bits. Key size is unlimited, whereas the block size maximum 

is 256 bits. The AES design is based on a substitution-

permutation network (SPN) and does not use the Data 

Encryption Standard (DES) Feistel network. The wide block 

encryption are used to securely encrypt the sectors of a disk 

called tweakable modes.
[6]

The CMC and EME is an 

example used for the tweak able mode
.[17]

.EME-32-AES is a 
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tweakable block cipher that acts on wide blocks of 512 

bytes, and it uses as subroutine the AES block cipher. The 

EME mode of operation uses a block cipher with n-byte 

blocks, and turns it into a tweakable cipher with blocks of 

size up to 8n
2
 bytes.EME mode is secure and parallelizable. 

C. Order Preserving Encryption: 

The Order Preserving Encryption is used for the SQL    

operation on encrypted database. The order preserving 

encryption uses the pseudo random function and hyper 

geometric probability distribution. The OPE allows the 

efficient range queries over encrypted database. They also 

allow efficient indexing and query processing.  

D. Random Encryption:  

RC5 a parameterized algorithm with a variable block size, a 

variable key size, and a variable number of rounds. 

Allowable choices for the block size are 32 bits ,64 and 128 

bits. The number of rounds can range from 0 to 255, while 

the key can range from 0 bits to 2040 bits in size. RC5 has 

three routines: key expansion, encryption, and decryption. 

RC5 uses three primitive operations and their inverses. 

Addition modulo 2
w
 - +, XOR - , Left circular shift denoted 

by x<<<y, where word x is rotated y bits. Right circular 

shift is denoted by x>>>y is the three primitive operations. 

E. Algorithm Used: 

SCHEME CONSTRUCTION FUNCTION 

RND RC5 No Operation 

HOM PAILLIER Sum 

DET AES IN EME Equality 

OPE OPE Algorithm Order By 

Table 1:   Encryption Algorithm 

With the required changes to the above algorithm 

the SQL operations are performed effectively. The database 

encrypted with a random algorithm where there is no need 

for the operations on the encrypted database. The paillier 

encryption which is the homomorphic encryption used for 

Sum and Count Operations. The deterministic encryption is 

used for Equality operations. The order preserving 

encryption used for aggregate functions. The Onetime MAC 

is used for the integrity verification
 [3][5]

. 

V. METADATA MANAGEMENT 

Metadata is information about data and it is created along 

with the data and it is constantly updated in any dataset. 

Metadata is useful to the organization especially 

operationally, it is used to maintain the information about 

the users, their applications and the processes along with the 

exact timestamp of the modification in data and the access 

control. Metadata makes it easier for the user to retrieve, 

use, or manage data resources by providing users with 

information that includes context to the data.  

Metadata can be used to describe information at 

any level of aggregation of data, including collections, 

single resources, or component of a data resource. Metadata 

can be also embedded into a digital object.  

Metadata is broadly classified as Administrative, 

structural and descriptive metadata. Administrative metadata 

provides information that is used to manage other 

information, such as when and how a data resource was 

created, files and the technical information about data. 

Structural metadata describes the design structure of data 

and their specifications. This type of metadata describes the 

internal information within the data in a database. 

Descriptive metadata describes instances of data in 

application. This is the type of metadata that is generally 

described as information about data.  

VI. SQL OPERATION ON ENCRYPTED DATA 

The plaintext table of an plaintext table. is created. The 

plaintext table is encrypted with various algorithms, such as 

Paillier Encryption, Deterministic Encryption, Order 

Preserving Encryption, Random Encryption, and MAC. The 

SQL query for the encrypted table is modified by using the 

metadata. The secdbaas methodology has various algorithms 

to perform SQL operations over encrypted database. Paillier 

Homomorphic Algorithm performs sum and count 

operations on encrypted database. Deterministic Encryption 

Algorithm performs the less than, greater than, equal to 

operations over the database. Order Preserving Encryption 

Algorithm performs the group by, maximum, minimum 

operations over the database. Random performs no 

operation over encrypted database.MAC provide the 

integrity to the database with one time pad. The metadata 

has the information such as table name , encrypted table 

name ,  type of encryption. An SQL operation is performed 

in the encrypted table. The sample database with fields of id, 

name, salary and bonus is used to perform sql operation on 

the encrypted database. The algorithms used to perform the 

sql operation on the encrypted database are random 

encryption, homomorphic encryption, deterministic 

encryption and order preserving encryption. 

A. Unencrypted Table: 

The sample database with fields of id, name, salary and 

bonus is used to perform sql operation on the encrypted 

database. 

B. Sample table: 

Id Name Salary comm 

1 Catherine 20000 2000 

2 Jonah 35000 3500 

3 Richard 45000 4500 

4 Fassil 55000 5500 

Table 2: Unencrypted Table 

C. Encrypted Table: 

The table is encrypted by the rc5,paillier homomorphic, 

advanced  encryption standard on eme mode and order 

preserving encryption. 

1) Fgdfhsfjrytse: 

gjhsg chJvhj adbha Jdhff qhfqe 

23 sbbghbshb 70000 Akjhfd27857 Bg4623jbfb 

45 jskdbjdbd 85000 Af842jksfnfd 74u69sgwag 

67 kdjbfkdbb 95000 Sabf938msnf Znbdf3ajf32 

89 hguwhruf 75000 384kjsbf82df Adf442vnkns 

Table 3: Encrypted Table 

http://www.webopedia.com/TERM/B/block.html
http://www.webopedia.com/TERM/B/bit.html
http://www.webopedia.com/TERM/E/encryption.html
http://www.webopedia.com/TERM/D/decryption.html
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D. Metadata for Unencrypted and Encrypted Table: 

 
Fig. 2: Metadata for Sample Table 

E. Supported SQL Operations: 

The sql operations supported on the encrypted database are 

Sum, Equality, and Order. The other sql operations  are 

performed by using the random encryption. 

1) Sample User Query: 

The sample query for the unencrypted  table. 

Homomorphic Encryption 

Select Sum(salary) from sampletable; 

Deterministic Encryption 

Select * from sampletable where salary != 45000; 

Order Preserving Encryption 

select * from sampletable  order by id desc; 

2) Sample Encrypted Query: 

The sample query for the encrypted table. 

Homomorphic Encryption 

Select Sum(adbha) from fgdfhsfjrytse; 

Deterministic Encryption 

select * from fgdfhsfjrytse  where jdhff != Sabf938msnf; 

Order Preserving Encryption 

Select * from fgdfhsfjrytse  order by gjhsg  desc; 

VII. EXPERIMENTAL DESIGN 

The operation on the encrypted database is to be done so 

that passive attack can be reduced. The Snooping of data can 

be reduced by performing SQL query operations over 

encrypted database. In order to encrypt and perform SQL 

query operations over database the various algorithms like 

random encryption, deterministic encryption, Order 

preserving encryption, homomorphic encryption and   Mac 

is used. The time complexity is used to measure the 

performance of the algorithm which can be used to perform 

SQL operations over encrypted database. The experiment is 

developed as an application and real time project. The real-

time implementation uses the ubuntu-maas, lamp server and 

application uses the windows, wamp server. For both the 

application and real-time implementation Netbeans is used 

as the frontend and Mysql as the backend. For the real-time 

implementation, three systems with 500 GB hard disk and 2 

GB RAM. The Server is deployed with Ubuntu-MaaS and 

the Clients are deployed with Ubuntu 14.The Server behave 

as the cloud and clients behave as user and coder & 

Transceiver. The detailed description of the tools such as 

Mysql, Netbeans, lamp server, Wamp server and Ubuntu-

MaaS are elaborated. 

A. Ubuntu-MaaS: 

Metal as a Service (MAAS) let users to treat physical 

servers like virtual machines in the cloud. Metal as a Service 

brings the language of the cloud to physical servers. It 

makes it easy to set up the hardware on which to deploy any 

service that needs to scale up and down dynamically; a 

cloud being just one example. Rather than having to manage 

each server individually, MAAS turns your bare metal into 

an elastic cloud-like resource. Juju is designed to work with 

Canonical's metal-as-a-service (MAAS) to help streamline 

the process of deploying and managing resources and 

services in hyperscale computing environments such as big 

data workloads  and cloud services. MAAS 

manages a pool of nodes. After registering a new system 

with the MAAS and preparing it for service, the new system 

joins this pool.From the moment a node is accepted into the 

MAAS, any operating system, software, or data that it may 

have had installed before is meant to be overwritten. A node 

in the pool is under MAAS‘s sole control, and off-limits to 

users.Once user have nodes in the pool, users of the MAAS 

can allocate them for their own use. At that point, the nodes 

are installed with the selected operating system and set up 

with the user‘s login credentials for remote access. This is 

referred to as ―starting‖ a node in the browser interface, and 

as ―acquiring‖ a node in the API. When allocating from the 

API, you can specify constraints such as how much memory 

you need, how many CPUs, what networks the node should 

be connected to, what physical zone they should be in, and 

so on. API commands can also be issued through the maas 

command-line utility. MAAS is ideal when user want the 

flexibility of the cloud, and the hassle-free power of Juju 

charms. Juju allows software to be quickly deployed, 

integrated and scaled on a wide choice of cloud services. 

B. LAMP Server: 

LAMP is an archetypal model of web service solution 

stacks, named as an acronym of the names of its original 

four components the Linux operating system, the Apache 

HTTP Server, the MySQL relational database management 

system (RDBMS), and the PHP programming language. The 

LAMP components are largely interchangeable and not 

limited to the original selection. As a solution stack, LAMP 

is suitable for building dynamic web sites and web 

applications. Specific solutions are required for web sites 

that serve large numbers of requests, or provide services that 

demand high uptime. High-availability approaches for the 

LAMP stack may involve multiple web and database 

servers, combined with additional components that perform 

logical aggregation of resources provided by each of the 

servers, as well as distribution of the workload across 

multiple servers. The aggregation of web servers may be 

provided by placing a load balancer in front of them, for 

example by using Linux Virtual Server (LVS). For the 

aggregation of database servers, MySQL provides internal 

replication mechanisms, which implement a master/slave 

relationship between the original database (master) and its 

copies (slaves). 

http://www.webopedia.com/TERM/M/metal-as-a-service_maas.html
http://www.webopedia.com/TERM/H/hyperscale.html
http://www.webopedia.com/TERM/B/big_data.html
http://www.webopedia.com/TERM/B/big_data.html
http://en.wikipedia.org/wiki/Solution_stack
http://en.wikipedia.org/wiki/Solution_stack
http://en.wikipedia.org/wiki/Acronym
http://en.wikipedia.org/wiki/Linux
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Apache_HTTP_Server
http://en.wikipedia.org/wiki/Apache_HTTP_Server
http://en.wikipedia.org/wiki/MySQL
http://en.wikipedia.org/wiki/Relational_database_management_system
http://en.wikipedia.org/wiki/Relational_database_management_system
http://en.wikipedia.org/wiki/PHP
http://en.wikipedia.org/wiki/Programming_language
http://en.wikipedia.org/wiki/Dynamic_web_site
http://en.wikipedia.org/wiki/Web_application
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http://en.wikipedia.org/wiki/Uptime
http://en.wikipedia.org/wiki/High-availability
http://en.wikipedia.org/wiki/Load_balancer
http://en.wikipedia.org/wiki/Linux_Virtual_Server
http://en.wikipedia.org/wiki/Replication_%28computing%29
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C. WAMP Server: 

Wamp Stands for "Windows, Apache, MySQL, and PHP." 

WAMP is a variation of LAMP for Windows systems and is 

often installed as a software bundle (Apache, MySQL, and 

PHP). It is often used for web development and internal 

testing, but may also be used to serve live websites.The 

most important part of the WAMP package is Apache (or 

"Apache HTTP Server") which is used run the web server 

within Windows. By running a local Apache web server on 

a Windows machine, a web developer can test webpages in 

a web browser without publishing them live on the 

Internet.WAMP also includes MySQL and PHP, which are 

two of the most common technologies used for creating 

dynamic websites. MySQL is a high-speed database, while 

PHP is a scripting language that can be used to access data 

from the database. By installing these two components 

locally, a developer can build and test a dynamic website 

before publishing it to a public web server.While Apache, 

MySQL, and PHP are open source components that can be 

installed individually, they are usually installed together. 

WampServer installs automatically (installer), and its usage 

is very intuitive. WampServer is the only packaged solution 

that will allow user to reproduce the production server. Once 

WampServer is installed, then user can have the possibility 

to add as many Apache, MySQL and PHP releases as they 

want. WampServer‘s functionalities manages the user 

Apache and MySQL services,switch online/offline , install 

and switch Apache, MySQL and PHP releases,manage your 

servers settings, access your logs, access your settings files, 

create alias. One popular package is called "WampServer," 

which provides a user-friendly way to install and configure 

the "AMP" components on Windows. 

VIII. PERFORMANCE EVALUATION 

To evaluate the performance of the SecDBaaS an 

application is developed using the Netbeans as the frontend 

and Mysql database as the backend. The database encryption 

can be performed by the coder and transceiver. The user can 

send the unencrypted sql query to the coder and the 

unencrypted query is encrypted and forwarded to the cloud. 

The real time data focuses on the time based events and the 

time taken to perform the select query operation over 

encrypted database is less than the time taken to perform the 

select query over unencrypted database. 

 
Fig. 3: Sql Operation versus Response Time 

At first, coder and transceiver connect with the 

cloud DbaaS for the authorization purposes. SecDBaaS 

depends on standard authorization and authentication 

provided by the DBMS server. After the authorization, a 

user interacts with the cloud database through the SecDBaaS 

coder and transceiver. SecDBaaS analyzes the normal sql 

operation to identify which fields of tables should use which 

type of encryption and to retrieve the metadata is used. The 

metadata contains the field of the table and the type of 

encryptions. That information is used to translate the sql 

query into a query which operates on the encrypted 

database. The translated sql query does not contain 

information on the plaintext database. The modified sql 

query operations are sent by the coder and transceiver to the 

cloud. The modified sql operations are then executed by the 

cloud database over the encrypted database. As there is a 

one to one correspondence between plaintext tables and 

encrypted tables, it is possible to avoid an untrusted user 

from accessing or modifying the user data by granting 

limited privileges on accessing the database. User privileges 

can be managed by the untrusted third party cloud server. 

The results of the modified query that includes the encrypted 

database are received by using the metadata by the secdbaas 

coder and transceiver and delivered to the user. The 

complexity of the translation process depends on the type of 

SQL query.    

Also to evaluate the storage performance of the 

SecDBaaS an application is developed using the Netbeans 

as the frontend and Mysql database as the backend. The 

database encryption can be performed by the coder and 

transceiver. The storage required by the encrypted database 

is high because various algorithms are used to perform 

encryption. Since the security plays an vital role the storage 

space increases because types of encryption are used to 

perform the sql query operations. 

 
Fig. 4: Dataset versus Storage Space 

SecDBaaS protects data confidentiality by allowing 

to sql query operations over the encrypted database. The 

passive attack affects the confidentiality while the active 

attack affects the integrity and availability. The SecDBaaS 

provides the same availability, elasticity, and scalability of 

the original cloud DbaaS because it does not require any 

proxy server.  Response times are affected by cryptographic 

overheads that for most SQL operations are masked by 

network latencies. Multiple coder and transceiver are 

geographically distributed and user can access concurrently 

and independently a cloud database service. It does not 

http://techterms.com/definition/lamp
http://techterms.com/definition/software
http://techterms.com/definition/web_development
http://techterms.com/definition/apache
http://techterms.com/definition/web_server
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http://techterms.com/definition/dynamicwebsite
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require a proxy server because user database stored by the 

cloud database are always encrypted. It is compatible with 

the most popular relational database servers, and it is 

applicable to different DBMS implementations because all 

adopted solutions are database materialist. To prevent an 

untrusted cloud provider from violating confidentiality of 

user database stored in plain form, SecureDBaaS adopts 

multiple cryptographic techniques to transform plaintext 

data into encrypted user database and the encrypted user 

database structures even have the names of the tables and of 

their columns encrypted. SecDBaaS coder and transceiver 

produce a set of metadata consisting of information required 

to encrypt and decrypt data as well as other administration 

information. 

IX. CONCLUSION 

The SecDBaaS provides the same availability, elasticity, and 

scalability of the original cloud DbaaS because it does not 

require any proxy server.  Response times are affected by 

cryptographic overheads that for most SQL operations are 

masked by network latencies.  The database stored in the 

cloud is to be encrypted in order to provide the 

security.Inorder to reduce the passive attack the operations 

should be performed on the encrypted database. The 

Snooping of data can be reduced by performing SQL query 

operations over encrypted database. To encrypt and perform 

SQL query operations over database the various algorithms 

are used. The various algorithms are the random encryption, 

deterministic encryption, homomorphic encryption The 

various algorithms are discussed to perform the SQL 

operations over the encrypted database. To evaluate the 

performance of the system, time is measured by performing 

the SQL operation over encrypted database. The Mac is 

used to verify the integrity. 

X. FUTURE ENHANCEMENT 

The fully homomorphic scheme is used to perform arbitrary 

operations over the encrypted data. The fully homomorphic 

approach is used for the secured SQL operation between the 

cloud and the user without the secure medium. The fully 

homomorphic approach is achieved using the grabbled 

circuit but it is cost expensive. 
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