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Abstract— In wireless ad-hoc network, each of the nodes 

has a wireless interface and communicates with each other 

via either infrared or radio. Laptop computers and personal 

digital assistants can communicate directly with each other. 

MANET is one Example.  MANET is the new research 

technology which enables users to communicate without any 

physical infrastructure and also regardless of their 

geographical location. Some weaknesses in MANET are 

limited bandwidth, computational power, battery power and 

security.Due to nodes in ad hoc networks have very limited 

energy resources as they are battery powered and it is 

impossible to replace the battery or recharge it, we have to 

take care about the energy management. For this purpose we 

suggest one method that immunize against energy draining 

attack. In Energy draining attack, one of the node in the 

network work as victim or compromised node and can 

create some malicious effect such as loop creation, path 

stretch or unnecessary packet send. So due to this attack 

energy of the node is wasted. To reduce this effect we 

propose a method which uses AOMDV protocol for routing 

in MANET. This method identify this victim node and stop 

them to work for some time, so effect of energy draining 

attack will be reduced. AOMDV is the Extension of AODV 

which has some advantages compare to AODV such as 25% 

reductions in routing load and provide multiple loop free 

and link disjoint paths. 
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I. INTRODUCTION 

MANET is one type of wireless adhoc network.  MANET is 

called infrastructure less network because users can 

communicate without any physical infrastructure regardless 

of their geographical location. A Mobile Adhoc Network is 

a collection of independent mobile nodes that can 

communicate to each other via radio waves. Each of the 

nodes has a wireless interface to communicate with each 

other. The mobile nodes that are in radio range of each other 

can communicate directly, otherwise communication take 

place via intermediate nodes to route their packets. Thus 

every node acts both as a host and as a router. A router is an 

entity, which runs a routing protocol (7). A mobile host is 

simply an IP-addressable host/entity. Because of the limited 

transmitter range of the nodes, multiple hops may be needed 

to reach to other nodes. 

There are two types of attacks in MANET. One of 

them called external attack which is carried out by nodes 

that do not belong to the network. It causes congestion by 

sends false routing information or causes unavailability of 

services. Another called internal attacks which are from 

compromised nodes that are part of the network. In this 

attack the malicious node from the network gains 

unauthorized access and impersonates as a genuine node (8). 

It can analyse traffic between other nodes and may 

participate in other network activities. 

II. ENERGY DRAINING ATTACK 

In this paper we focus on energy draining attack. Energy 

draining attack is related to Vampire attack. Energy draining 

attack in which any of the node in the network which 

becomes compromised node and this node’s behaviour is 

changed. 

This compromised node can create following malicious 

effect.  

 The victim composes packets with purposely 

introduced routing loops which is known as 

Carousel attack. This is one of the major problems 

of the network where the consuming energy of 

each and every node in the network will increasing 

since it sends packets in circle. 

 Another problem is call as Stretch attack in which 

victim conducts artificially long source routes, 

costing packets to traverse a longer than optimal 

number of nodes. 

 The main problem is that it cannot easily identify if it 

attacked or affected the network. It will take some long time 

to identify and to ensure that it presented in the network.  

In this paper we use AOMDV routing protocol 

which is reactive routing protocol. They do not maintain 

routing information or routing activity at the network nodes 

if there is no communication. When a node wants to send a 

packet to another node, this protocol searches for the route 

in an on-demand manner and establishes the connection in 

order to transmit and receive the packet. Here route 

discovery occurs by flooding the route request packets 

throughout the network (6). 

III. LITERATURE REVIEW 

(1). Vampire Attacks: Draining Life from Wireless Ad Hoc 

Sensor Networks 

Eugene Y. Vasserman and Nicholas Hopper et al (1) 

proposed resource depletion attacks at the routing protocol 

layer in wireless sensor networks, in which networks are 

permanently disabled by quickly draining nodes’ battery 

power. These attacks are called ―Vampire‖ attacks, which 

are not specific to any specific protocol, but it depends on 

different properties of many classes of routing protocols. 

After Examination, they found all protocols are much 

sensible to Vampire attacks, which may destroy, may 

difficult to detect, and even easy to carry out using as few as 

one malicious who is sending only protocol-compliant 

messages. Even a single Vampire can increase total energy 

usage in whole network by a factor of O(N), this will 

happen in worst case, where N is the number of network 
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nodes. They discuss methods that bound the damage caused 

by Vampires during the packet forwarding phase. 

They have not offered a fully satisfactory solution for 

Vampire attacks during the topology discovery phase, but 

suggested some hint about damage limitations possible with 

further modifications to PLGP a. Derivation of damage 

bounds and defences for topology discovery, also handling 

mobile networks, are left for future work. 

(2). Alleviating Energy Depletion Attacks in Wireless Sensor 

Networks 

Vidya.M, Reshmi.S et al (2) proposed a method in which 

they described about energy draining attacks at the routing 

protocol layer of wireless sensor networks, which drains 

battery power. They gave an innovative approach for routing 

protocols, which can affect the attack even if it is protected 

against attacks, which they call energy debilitating attacks, 

which disable networks by quickly draining nodes battery 

power. These energy depletion attacks are not protocol 

specific, which may destroy, may difficult to detect, and 

even easy to carry out using as few as one malicious who is 

sending only protocol-compliant messages. 

The advantage of system is highly secured authentication 

and it has high efficiency and it has timely delivery of 

packets in the network. Also saw how to overcome these 

attacks by increasing the energy of the node in the network. 

(3). Vampire Attacks Deploying Resources in Wireless 

Sensor Networks 

P.Rajipriyadharshini et al (3) proposed a new concept to 

decrease resource depletion (energy) at each sensor nodes in 

wireless sensor network. Wireless sensor networks requires 

solution for conserving energy level which going to deplete 

by a vampire attack, which occurring at network layer with 

destroying battery power at each node. It transmit a small 

complaint messages to disable a whole network, So it 

becomes difficult to detect and prevent these types of 

attacks. Meanwhile all existing protocols are not focusing on 

such attacks at routing layer , So ultimately there is a big 

loss of energy in entire network. They proposed a new 

protocol called PLGP with the key management protocol 

called Elliptic Diffie-Hellman key exchange protocol to 

avoid this vampire attack. 

Finally, this vampire attack is mitigated by proposing a 

key management protocol, known as Elliptic Diffie-Hellman 

key exchange protocol. This is not a final solution but 

reduce the effect of vampire attack. 

 (4). Overcome Vampire Attacks Problem in Wireless Ad-

Hoc Sensor Network by Using Distance Vector Protocols 

G. Vijayanand, 2R. Muralidharan et al (4) proposed a 

method of focusing on denial of communication at the 

routing or medium access control levels of wireless sensor 

network. In this paper they stated about attacks which is 

targeting routing protocol layer, this kind of attacks are 

known as resource depletion attacks. This attacks may cause 

a severe impact by disabling the networks by drastically 

draining the node’s battery power. These ―Vampire‖ attacks 

are not impacting any specific kind of protocols. Even 

finding of these attacks in the network is a difficult task. 

This attacks may difficult to detect, and even easy to carry 

out using as few as one malicious who is sending only 

protocol-compliant messages. 

Here they saw that carousel attack problem is solved by no 

backtracking.  . Derivation of damage bounds and defences 

for topology discovery, also handling mobile networks, are 

left for future work. 

(5). Detection of Energy draining attack using EWMA in 

Wireless Ad Hoc Sensor Networks 

B. Umakanth1, J. Damodhar et al (5) considered how 

routing protocols, affect from attack even those designed to 

be secure, the lack protection from these attacks, which they 

call Vampire attacks, which permanently disable wireless 

sensor networks by quickly draining nodes’ battery power. 

These ―Vampire‖ attacks are not specific to any specific 

protocol which are devastating also difficult to detect, and 

are simple to carry out using as few as one malicious insider 

sending only protocol compliant messages. They proposed a 

EWMA method to bound the damage caused by these 

vampire types of attacks during the packet forwarding 

phase. 

They have not offered a fully satisfactory solution for 

Vampire attacks during the topology discovery phase, but 

recommended some perception about damage limitations 

possible. Derivation of damage bounds and defences for 

topology discovery, in addition to handling mobile networks 

are left for future work. 

IV. PROPOSED METHOD 

 
Flow Chart of the Proposed Algorithm 

V. SIMULATION AND RESULTS 

Parameters Value 

Simulator NS-2(Version 2.34) 

Channel type Wireless 

MAC Type Mac /802.11 

Mobility model Random way mobility model 

Number of mobile nodes 25 Nodes 

Traffic Type CBR 

Routing Protocols AOMDV 

Simulation Time 125 Seconds 

Simulation area 1000 * 1000 

Packet Size 512 bytes 

Simulation Parameter 
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Fig. 4.4 Generated NAM Files of Normal AOMDV (Node 

Has High Energy) 

 
Fig. 4.5 Generated NAM Files of Normal AOMDV (Node 

Has Average Energy) 

 
Fig. 4.6 Generated NAM Files of Normal AOMDV (Node 

Has Very Less Energy) 

 

Fig. 4.7 Generated NAM Files Of Vampire AOMDV (Node 

Has High Energy) 

 
Fig. 4.10 Generated NAM Files of Proposed AOMDV 

(Node Has High Energy) 

 
Fig. 4.11 Awk File for 25 Nodes of Normal AOMDV 

 
Fig. 4.12 Awk File for 25 Nodes of Vampire AOMDV 
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Fig. 4.13 Awk File For 25 Nodes of Proposed AOMDV 

 
Fig. 4.14 Awk File For Energy Reading of 25 Nodes of 

Normal AOMDV 

 
Fig. 4.15 Awk File For Energy Reading of 25 Nodes of 

Vampire AOMDV 

 
Fig. 4.16 Awk File for Energy Reading of 25 Nodes of 

Proposed AOMDV 

4.7 Simulation Results and Charts 

No. Of 

Packets 

Normal 

AOMDV 

Vampire 

AOMDV 

Proposed 

AOMDV 

Sent 4269 4220 4240 

Received 3609 2793 3551 

Dropped 2306 2862 2302 

Forwarded 6438 5851 6786 

Table 4.2 Simulation Result-1 

 
Fig. 4.17 Comparison of Normal AOMDV, Vampire 

AOMDV, Proposed AOMDV 

Types 
Delivery 

Rate 
PDF 

Average 

End to 

End 

Delay 

Average 

Throughput 

Normal 

AOMDV 
84.54 0.8454 99.8592 202.94 

Vampire 

AOMDV 
66.18 0.6618 101.622 217.63 

Proposed 

AOMDV 
83.75 0.8375 101.974 218.75 

Table 4.3 Simulation Result-2 
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VI. CONCLUSION 

For these nodes, important system design criteria may be 

energy conservation. Also there is some reasons for need of 

energy management in MANETs are as nodes in ad hoc 

networks have very limited energy resources as they are 

battery powered and it is impossible to replace the battery or 

recharge it. For this reason we propose a method to identify 

energy draining attack in wireless adhoc network. Here we 

implement three modules: normal AOMDV, Vampire 

AOMDV and Proposed AOMDV. Normal AOMDV means 

existing AOMDV protocol. Vampire AOMDV means 

vampire attack is done on existing AOMDV. Proposed 

AOMDV means proposed method that uses AOMDV 

protocol to avoid the effect of such vampire attack. After the 

implementation of these three modules, the results are 

analyzed by comparing number of packet sent, received, 

dropped and forwarded. The other conclusion can be made 

for delivery rate, PDF, average end to end delay and average 

throughput. Also by considering energy situation for all 

nodes in three cases, we concluded that we maximize the 

life time of network such as node-3 becomes died at near to 

46 seconds under effect of vampire attack but our proposed 

method make it alive up to near to 110 seconds. 
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