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Abstract— Cloud computing is an emerging trend in the 

field of IT providing scalable and flexible services to the 

end users on demand. Among the numerous attacks that can 

target the cloud environment, DoS or DDoS attacks can 

cause a major breach in security. This paper discusses the 

various DDoS attacks and prevention techniques of these 

attacks. DDoS attack became a major threat for cloud 

environment. Significant problem of DDoS attacks is that 

they are difficult to detect. The effects of various attacks can 

shut the organization off from network.  It prevents the users 

from using cloud infrastructure services and this kind of 

attack can be made through legitimate or illegitimate cloud 

computing users. 
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I. INTRODUCTION 

Cloud computing is a forthcoming revolution in information 

technology (IT) industry because of its performance, 

accessibility, low cost and many other. Cloud computing is a 

model to provide convenient, on-demand access to a shared 

pool configurable computing resources. It provides gigantic 

storage for data and faster computing to customers over the 

internet. Examples of cloud services include online file 

storage, social networking sites, webmail, and online 

business applications [1]. Cloud computing provides three 

service model SaaS, PaaS, IaaS and four deployment model 

Public, Private, Hybrid and community cloud to the users. 

The three security requirements, however, did not 

change. The files are stored in computers require 

confidentiality, integrity, and availability. The 

implementation of these requirements, however, is difficult 

and more challenging. So Distributed Denial of Service 

(DDoS) attack will make the system not to be available for 

the legitimate purpose. So here one of the security goals is 

affected that is availability. DDoS attack is a threat to the 

availability. Our legitimate system is being unavailable to 

serve. This attack may slow down or totally interrupt the 

service of a system. The attacker can have several strategies 

to achieve this. It might send so many bogus requests to a 

server that the server crashes because of the heavy load. The 

attacker might intercept and delete a server's response to a 

client, making the client to believe that the server is not 

responding. The attacker may also intercept requests from 

the clients, causing the clients to send requests many times 

and overload the system. DDoS attacker is one of the most 

threat in cloud computing. Attacker sends a huge amount of 

packets to a certain service and each of these requests has to 

be processed by the server. This increases the workload on 

the server and legitimate user wait for desired services. 

Denial of service does not modify data instead it crashes 

server and networks, making service unavailable to the legal 

users. DOS can be launched from either a single source or 

multiple sources. Multiple sources DOS attacks are 

Distributed denial of service (DDOS) [2]. DDOS is 

distributed, large scale coordinated attempt of flooding the 

network with large amount of packets which becomes 

difficult for victim network to handle and hence the victim 

sever becomes unable to provide the services to its 

legitimate user. Various resources such as bandwidth, 

memory, computing power get wasted in serving flooding 

packets. It makes services or resources unavailable for 

indefinite amount of time [3]. 

In this paper we analyze DDoS attack in cloud 

computing Environment. This paper is organized as follows 

section 2 explores the type of DDoS attacks. In section 3, we 

explore the security threats in cloud computing. In section 4 

outlines the conclusion. 

II. TYPE OF DDOS ATTACKS 

DDoS attacks can be classified into three categories. 

A. Bandwidth Based Attacks:  

This attack makes an attempt to overload the victim with 

large amounts of junk data thereby consuming the network 

bandwidth and resources. Examples include UDP floods, 

ICMP floods [4] [5].  

B. Protocol Attacks:  

The attack tries to take advantage of the lacuna associated 

with various network protocols to overload the target‟s 

resources. Examples include Ping of Death, Smurf attack, 

SYN floods, fragmented packet attack etc [4] [5].  

C. Application Layer Attacks:  

The attack concentrates on specific web applications and 

sends HTTP requests beyond the limits it can handle. This 

kind of attack includes HTTP DDoS attack and XML DDoS 

attacks or REST based attacks [5]. 

 
Fig. 1: General Architecture of DDoS Attack 
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III. SPECIFIC ATTACKS IN CLOUD COMPUTING 

A. UDP Flood Attack:  

The attacker sends a lot of UDP packets to the random ports 

of the target system using zombies and as soon as the target 

system identifies no valid applications on each port, it 

responds to the spoofed IP addresses by generating 

„destination unreachable „ICMP packet. The network 

bandwidth will be used for this unwanted reply response 

traffic and will not be available for the legitimate users [6]. 

B. ICMP Flood Attack:  

Internet Control Message Protocol (ICMP) packets are 

designed for network management features such as locating 

network equipment and determining the number of hops or 

round-trip-time to get from the source location to the 

destination. For instance, ICMP ECHO REPLY packets 

("ping") allow the user to send a request to a destination 

system and receive a response with the roundtrip time. A 

DDoS ICMP flood attack occurs when the zombies send 

large volumes of ICMP ECHO REPLY packets to the victim 

system. These packets signal the victim system to reply and 

the combination of traffic saturates the bandwidth of the 

victim's network connection [7]. As for the UDP flood 

attack, the source IP address may be spoofed. 

C. TCP SYN Attacks:  

The Transfer Control Protocol (TCP) includes a full 

handshake between sender and receiver, before data packets 

are sent. The initiating system sends a SYN (Synchronize) 

request (see Figure 2.6a). The receiving system sends an 

ACK (acknowledgement) with its own SYN request. The 

sending system then sends back its own ACK and 

communication can begin between the two systems. If the 

receiving system is sent a SYNX packet but does not receive 

an ACKY +1 to the SYNY it sends back to the sender, the 

receiver will resend a new ACK + SYNY after some time 

has passed (see Figure 2.6b). The processor and memory 

resources at the receiving system are reserved for this TCP 

SYN request until a timeout occurs. 

 
Fig. 2: a. TCP Synchronization, b. TCP-SYN Attack 

In a DDoS TCP SYN attack, the attacker instructs 

the zombies to send such bogus TCP SYN requests to a 

victim server in order to tie up the server's processor 

resources, and hence prevent the server from responding to 

legitimate requests. The TCP SYN attack exploits the three-

way handshake between the sending system and the 

receiving system by sending large volumes of TCP SYN 

packets the victim system with spoofed source IP addresses, 

so the victim system responds to a non-requesting system 

with the ACK+SYN. 

D. Smurf Attack:  

In a DDoS Smurf attack, the attacker sends packets to a 

network amplifier (a system supporting broadcast 

addressing), with the return address spoofed to the victim's 

IP address. The attacking packets are typically ICMP ECHO 

REQUESTs, which are packets (similar to a "ping") that 

request the receiver to generate an ICMP ECHO REPLY 

packet. The amplifier sends the ICMP ECHO REQUEST 

packets to all of the systems within the broadcast address 

range, and each of these systems will return an ICMP ECHO 

REPLY to the target victim's IP address. This type of attack 

amplifies the original packet tens or hundreds of times[14]. 

E. HTTP DDoS Attack:  

The attacker uses the HTTP Get and Post request messages 

to flood the victim. The HTTP GET request will always try 

to get some information from the server and when the server 

is overloaded with GET requests utilizing the CPU and 

memory, the server or the target will be unable to respond to 

any further requests. The HTTP POST request is more 

complex as it involves input data from forms which requires 

more computation from the server side [8]. So HTTP POST 

DDoS attack is more effective than GET flood attack. 

IV. DEFENSE METHODS AGAINST DDOS ATTACK 

A. Hop Count Filtering (HCF) Method:  

Hop Count (HC) is defined as the number of hops a packet 

traverses as it moves from the sender to the receiver. HC is 

not usually sent in the IP packet but is rather inferred from 

the IP Time-to-Live Field (TTL). The main function of IP 

TTL field is to prevent packets from looping forever. The 

sender sets the initial value of TTL. Each node on the path 

decrements the TTL value by one. If the TTL reaches zero, 

the packet is discarded. The receiver can estimate the HC by 

subtracting the received TTL value from the closest initial 

TTL value bigger than the received packet‟s TTL. Usually, 

these initial TTL values are operating system dependent and 

are limited to few possibilities which include 30, 32, 60, 64, 

128, and 255 [10]. Therefore, guessing the initial TTL set by 

the OS is possible without explicitly knowing what the OS 

is. It can even be used to prevent Distributed Denial of 

Service attacks [10][9][12][11].  

Three steps to Hop-Count computation and filtering of 

spoofed packets [12] 
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1) Step1: Calculate the initial TTL of the packet 

which has reached the destination by extracting the 

final TTL of the packet from the IP header of the 

connection packet. 

2) Step 2: The hop-count value can be calculated by 

subtracting the final TTL and the initial TTL value 

of the packet extracted given Hop-count = Initial 

TTL – Final TTL. 

3) Step 3: IP2HC table is used to index between the 

source IP address and the corresponding hop-count 

value which is maintained in the cloud server. The 

actions taken by the cloud server once when the 

SYN packet is received. The rules are written in the 

cloud server to identify the spoofed packets from 

the legitimate ones. The SYN=0 represents the 

SYN filed is not set and if 1, it is clear that is set. 

B. Confidence Based Filtering (CBF) Method:  

A Confidence-Based Filtering method, named CBF, is 

investigated for cloud computing environment, in this paper. 

This method is deployed by two periods, i.e.  non-attack 

period and attack period. More specially, legitimate packets 

are collected in the non-attack period, for extracting attribute 

pairs to generate a nominal profile. With the nominal 

profile, the CBF method is promoted by calculating the 

score of a particular packet in the attack period, to determine 

whether to discard it or not. In this method, creating a 

normal profile according attribute pairs inside the TCP and 

IP header. Two amounts are computed in CBF which are 

Confidence and CBF score. Confidence actually is 

frequency of single and pair attribute in the packet. CBF 

score for a packet is the weighted average of the confidence 

of the attribute value pairs in it. The legitimate packet in 

CBF is the one whose CBF score is above the discarding 

threshold[ 13]. This method included discarding threshold 

which always compared with a CBF score for using at the 

attack period time. Because it is not based on attack severity 

the performance of this method is better than PacketScore. 

1) Non-Attack Period: 

1) Step 1: In the non-attack period, the main target is 

to generate nominal profile. For incoming packets, 

this method firstly extracts the required attribute 

value pairs from them.  

2) Step 2: To calculate the number of appearances of 

these value pairs will be counted and their 

confidence values calculated. Then these 

confidence values are used to update nominal 

profile. 

2) Attack Period: 

1) Step 1: In the attack period, most packets are not 

legitimate, so CBF will stop generating nominal 

profile. Like in the non-attack period, extracting the 

attribute value pairs from the incoming packets is 

the first step. With these value pairs, our method 

searches nominal profile for their confidence 

values in legitimate flows. Then CBF score, the 

filtering criterion, is calculated using weighted 

average of the confidence of the attribute value 

pairs in it. 

2) Step 2: After a packet discarding strategy is 

selected, CBF will judge the legitimacy of the 

packet based on CBF legitimate packets, and 

decide to let it pass or not. 
S. 

No 

Method 

Name 
Advantage Limitation 

1 

Hop Count 

Filtering 

Method 

Nominal profile 

easily maintained and 

DDoS 

attack is overcome 

using hop-count 

filtering methodology 

Accuracy is not 

good as compare 

to CBF method. 

2 

Confidence 

Based 

Filtering 

Method 

CBF has a high 

scoring speed, a small 

storage requirement, 

and an acceptable 

filtering accuracy 

Computation 

time is more. 

Table 1: Difference between Hop Count Filtering and CBF 

Method 

V. CONCLUSION 

Cloud computing brings numerous benefits into the IT 

technology. Cloud is under high risk of attack and one such 

attack that can cause a major breach in security is DoS or 

DDoS attack. This paper gives an idea of the various kinds 

of DoS attacks that can happen in a cloud and two 

approaches that can be used to protect the cloud to detect 

and prevent DDoS attacks. 
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