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Abstract— Now a day availability of digital data such as 

image, sound, video and text has frequently increased. 

Digital watermarking is one of the methods for preventing 

illegal copyright of digital media. It provides protection 

against the data copying and distributing unauthorized user. 

In this paper, we present the basic of watermarking, 

classification, applications, and characteristics of video 

watermarking, attacks on video watermarking, performance 

parameters and comparison of different watermarking 

techniques.     
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I. INTRODUCTION 

The dispersion of the multimedia data is extremely 

impressed by the worldwide web, cyberspace and network 

speed. With the recent progress of the internet services and 

various storage technologies, high quality digital data can be 

copied multiple times without any fidelity loss which 

tempted users to open their own duplicated copies on-line. 

Security techniques that are based on cryptography only 

provide assurances for data confidentiality, authenticity and 

integrity for data transmission throughout the public channel 

such as transmission through an exposed web. Nevertheless, 

such techniques do not offer security against unauthorized 

copying or transmitting of illegal stuff. This leads to the 

need for digital watermarking technologies, providing 

detection for copyright materials. The protection and 

enforcement of illegal property rights for digital media has 

become an important issue. Essentially a digital 

watermarking is that technology that provides and ensures 

security, copyright marks and other data, such as origin, 

ownership and destination within the digital images, video, 

sound, and other multimedia objects. 

Watermarking is used for the following reasons, 

proof of ownership, copying prevention, broadcast 

monitoring, authentication and data hiding. The digital 

watermarking technology has many applications in 

protection, certification and distribution, anti-counterfeit of 

digital media and label for user data. It has become a really 

important study area in information hiding. In earlier days 

watermarks were used as a trademark or logo for indicating 

the possession of a specific product. For example, the logo 

of the animation company will be embedded in the video 

developed by that company; the name of the persons who 

took a photograph will be watermarked in the photograph. 

We can see the watermarks in currencies, paper and postage 

stamps in order to prevent fraud and forgery.   

A complete digital watermarking system should 

include three basic parts: watermark generation, watermark 

embedding and watermark extraction or detection. The 

watermark embedding algorithm uses symmetric key or 

public key to create the watermark information embed into 

the original carrier signal to take the concealed carrier. 

Watermark detection/extraction algorithm using the 

corresponding key vector from the hidden watermark is 

found or recovered without the key. The attacker is very 

difficult to find and modify the hidden watermark vector. 

Block diagram of watermark embedding and extraction is 

shown in figure 1. 

 
Fig. 1.1: The process of watermarks embedded/extracted 

II. REQUIREMENT OF THE DIGITAL WATERMARKING 

There are many main requirements of digital watermarking. 

They are imperceptibility, robustness and capacity. 

1) Imperceptibility: One of the main requirements for 

an effective watermarking technique is the high 

level of fidelity. The digital watermark should not 

affect the quality of the original image after it is 

watermarked. 

2) Robustness: Robustness are defined as the ability to 

find the watermark after common signal processing 

operations. A robust watermarking techniques in 

which is resilient to any malicious attacks such as 

removal of the watermark by signal processing 

techniques, dropping of frames etc. 

3) Capacity: Capacity is defined as the maximum size 

in terms of the number of allowable bets for the 

embedded watermark. 

4) Security: Watermarking security implies that the 

watermark should be difficult to remove or alter 

without damaging the host image. 

III. CHARACTERISTICS OF VIDEO WATERMARKING 

1) High Real Time: Three-dimensional video signal 

has more the amount of data than the image does. 

So calculation quality is larger and 

embedding/extracting needs more times. 

2) Random Detection: The watermark is detected in 

any portion of the video rather than the position 

according to the video playback order to detect the 

watermark. 

3) Better Robustness: Video watermarking scheme 

must ensure it can resist almost kinds of processing 

or attacks. 

4) Blind Detection Scheme:  Non-blind detection 

needs the original host signal, but is very 

inconvenient to use the original data, because of the 

huge video data. The blind detection does not need 

the original host image. 
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IV. CLASSIFICATION OF DIGITAL WATERMARKING 

Digital watermarks, features, their techniques and 

application are classified and segmented into various 

categories. 

A. Based On Characteristics: 

1) Robust: Robustness of the watermarking is that the 

embedded watermark can resist the common, 

image processing and lossy compression and the 

watermark is not destroyed after some attacks. 

2) Fragile: Fragile watermarking is mainly used for 

integrating protection, which must be very sensitive 

to the changes of signal. If small manipulation 

occurs into data marks can be destructed.  

3) Semi fragile: Semi fragile watermarking is capable 

of tolerating some degree of the change to 

watermarked image, such as the addition of 

quantization noise from lossy compression. 

B. Based on Use of Documents: 

1) Image watermarking: This is used to hide the 

special information into the image and to later 

detect and extract that special information for 

author’s ownership. 

2) Video watermarking: This adds the watermark in 

the video streamed to control video applications. 

This method requires real time extraction and 

robustness for compression. 

3) Audio watermarking: This application is one of the 

most popular and issue due to internet music and 

MP3. 

4) Text Watermarking: This adds the watermark to 

PDF, DOC and other text file prevent the changes 

made to the text. The watermarking is inserted into 

the font shape and the space between characters 

and line space. 

C. Based On Human Perceptibility: 

1) Visible watermarking: Visible watermark is 

embedded into a digital data so viewers can get the 

information about the data. 

2) Invisible watermarking: In this technique we can 

insert the watermark into a digital data which 

cannot see. It can contain hidden information.  

D. Based on Working Domain: 

1) Spatial Domain Techniques: This domain focuses 

on modifying the pixels of one or two randomly 

selected subsets of images. It directly loads the raw 

data into the image pixels. 

2) Transformed Domain Techniques: This technique 

modifies the coefficients of the transformed video 

frames according to the predetermined embedding 

scheme. 

E. Based on Detection Process: 

1) Non blind watermarking: It needs the original data 

during the process of extraction. 

2) Blind Watermarking: It does not need the original 

data during the process of extraction. It has a wide 

application field, but require higher watermarking 

technology. 

F. According to use of Key: 

1) Asymmetric watermarking: This is the technique 

where different keys are used for embedding and 

extracting watermarking. 

2) Symmetric watermarking: This is the technique 

where same keys are used for embedding and 

extracting watermarking. 

V. APPLICATION OF DIGITAL WATERMARKING 

The main applications of the watermarking are discussed 

here. 

1) Copyright protection: Digita video can be copied 

repeatedly without loss of quality. Therefor 

copyright protection for the video is more critical 

in the digital video deliver network. One copyright 

protection method is adding a watermark to the 

video streams carry the information of the sender 

and recipient. In this way video watermarking can 

enable tracking of different copies of the video 

data.   

2) Content archiving: Watermark can be used to insert 

the digital object identifier or serial number to help 

archive digital content like images, audio or video. 

It can also be used for classifying and organizing 

digital content. Normally digital contents identified 

by their name, but it is a fragile technique as file 

name easily change. 

3) Medical application: In medical application name 

of the patients can be printed on the X-ray report 

and MRI scans using techniques of visible 

watermarking. The medical reports play an 

important role in the treatment offered to the 

patient. 

4) Broadcast monitoring: Broadcast monitoring refers 

to the techniques of cross verifying whether the 

content that was supposed to be broadcasted (on 

TV or Radio) has really been broadcasted or not. 

The main aim is to provide an illegal transmission. 

5) Digital fingerprinting: It is the technique used to 

detect the owner of the digital data. Fingerprinting 

is unique to the owner of the digital content. 

Biometric technology, such as face, fingerprint and 

iris recognize play an important rule in today’s 

personal identification system.  

6) Data authentication: Any change or manipulation 

and validation of the content should be detected. 

Data authentication applied to the document in the 

form of handwritten signatures. Since the signature 

is affixed to a document. It is difficult to modify or 

transported to other another document. But 

authenticated image will distort by some noise.  

7) Copy control: Digital content can be watermarked 

to indicate that the digital content cannot illegally 

replicate. Devises are capable of replication can 

then detect such watermark and prevent the 

unauthorized replication of the content. Copy 

control information indicating a copy restriction 

level is added to the main data record on the digital 

medium such that main data contains a first portion 

containing data and second portion containing copy 

control information. A watermark is embedded into 

the second portion of the main data. 
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VI. ATTACKS OF IMAGE WATERMARKING 

The attacks refer to the digital work contain the watermark 

carry out different operation, remove or destroy the 

watermarking information. 

1) Removal attacks: These are attacks try to weaker or 

completely remove a watermark from watermarked 

image. Denoising, quantization, demodulation and 

collision attacks are the categories of the removal 

attacks. 

2) Geometric attacks: these attacks consist of 

geometric distortion are specific to image,video 

and include such operations as rotation, scaling, 

translation and cropping.  

3) Cryptographic attacks: The principle of 

cryptography is similar to the attacks applied on the 

cryptography but with the different purpose. The 

cryptography attacks tries to find out the key used 

for embedding. When the key is finding the 

watermark is overwritten. Another cryptography 

attacks called oracle attacks, tries to create a non-

watermarked image when the  watermark detector 

device is available.   

4) Protocol attacks: This watermark has also called 

inversion attacks which produce the fake 

watermarking scheme that can be applied to the 

watermarked image and create a doubt about which 

watermark is first inserted. One protocol calls copy 

attack, intends to estimate a watermark from 

watermarked data and copy it to some other data 

intends on destroying the watermark or impairing 

its detection. 

VII. ATTACKS OF VIDEO WATERMARKING 

1) Frame dropping: Frame dropping means frames are 

dropped from the watermark video sequences. If 

more number of frame sequences are dropped the 

quality of the watermarked video will degrade. 

2) Frame Swpping: Frame swapping means taking 

two random frames from the video and swap them 

or change the order of the frame randomly within 

the watermarked video sequences.  

3) Frame averaging: If the frames are watermarked 

with some information, the watermark videos are 

not subject to the risk of watermark estimation by 

frame averaging but if we use different watermark 

the quality of the watermarked will degrade.  

VIII. WATERMARKING TECHNIQUES 

The watermarking techniques, mainly classified into two 

domains which are spatial domain and transformed domain. 

Spatial Domain: In spatial domain techniques the watermark 

could be simply inserted into the host image by changing the 

gray level of some pixels in the host image. It has the 

advantages of low complexity and easy to implement, but it 

is less robust against many signal processing attacks. 

1) Least significant bit: In this technique embedding 

message in the least significant bit of the cover 

media. This method is easy to implement and does 

not generate the serious distortion to the image. It 

is robust against the cropping, but lossy 

compression or adding a noise and even setting all 

the least significant bit to 1and defect the 

watermark. Using the pseudo random generation 

based on a key to determine which pixel can be 

modified can improve the basic LSB method. 

2) Correlation based technique: Another straight 

forward way to watermark is to add a pseudo 

random noise to the luminance of pixels the usually 

generated by a key. 

  (8.1) 

Where, 

k represents the gain factor. 

Iw represents the watermarked image. 

I represent the cover image. 

If we increase the gain factor, then increase the 

robustness of the watermark, but the quality of the 

watermarked image will decrease. 

A. Frequency Domain:  

Compared to spatial domain methods, frequency domain 

methods is widely applied. The watermark is embedded by 

modifying the frequency domain coefficient. The most 

commonly used transforms are discrete cosine transform 

(DCT), discrete wavelet transforms (DWT) and Discrete 

Fourier transform (DFT). The reason for the watermarking 

in frequency domain is that the characteristics of the human 

visual system are better than spatial domain. 

1) Discrete cosine transform: DCT represent the data 

in terms of the frequency space rather than an 

amplitude space. DCT based watermarking 

techniques can be classified into global DCT 

watermarking and block DCT watermarking. They 

are generally robust against image processing 

operations like low pass filtering, brightness, 

contrast adjustment and blurring. However, they 

are weak against geometric attacks like rotation, 

scaling and cropping. 

2) Discrete wavelet transforms: Wavelet transform is 

another promising domain for watermark 

embedding. DWT is a multi-resolution 

decomposition of the image. When DWT is applied 

to the image it separates the image into four 

different components which are lower resolution 

approximations (LL), horizontal (HL), vertical 

(LH) and diagonal (HH). DWT is much preferred 

because it provides both simultaneously spatial 

localization and frequency domain. DWT 

understands the Human Visual System (HVS) more 

closely. 

3) Discrete Fourier transforms: DFT is robust against 

geometrical attacks like rotation, scaling, 

translation and cropping. But complex 

implementation and cost of computing may be 

higher. 

4) Singular value Decomposition: SVD is a numerical 

technique. The main properties of the SVD from 

the view point of image processing application are: 

the singular values of an image have very good 

stability and singular values represent intrinsic 

algebraic image properties. The SVD of an N*N 

matrix A defined as 

SVD (A) = U*S*V
T 
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IX. PERFORMANCE ANALYSIS PARAMETER 

To evaluate the performance parameter of the watermarked 

images there are some quality measures such as PSNR, SNR 

and NC.   

1) Imperceptibility: Imperceptibility means that the 

quality of the host image should not be destroyed 

by the presence of the watermark. As a measure of 

the quality of a watermarked image, the peak signal 

to noise ratio is typically used.   

                (8.2) 

The MSE is defined as the average squared 

difference between a reference image and a distorted image. 

  (8.3) 

Higher value of PSNR indicates lower degradation 

of image. Higher values of the PSNR of watermarking 

techniques are more robust to different watermarking 

techniques. 

2) Robustness: Robustness is a measure of the 

immunity of the watermark against attempt to 

remove or degrade it, intentionally or 

unintentionally. Measure the similarity between the 

original watermark and watermark extracted from 

the image using Normalize Cross Correlation. 

        (8.3) 

X. CONCLUSION 

Due to widely use of internet, digital watermarking is an 

emerging technology in a field of signal processing. Digital 

watermarking has different types according to use of 

watermark. Watermarking prove the solution of copyright 

protection, data authentication, temper detection and 

security of the text, audio, video and image. In this paper 

mainly two techniques; spatial domain techniques and 

Transform domain techniques are used. Spatial domain 

techniques are easy to implement. But the spatial domain 

technique is less robust against the different types of attacks. 

So widely transform domain techniques are used. The 

transform domain technique; DCT, DWT, DFT and SVD 

are used. 
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