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Abstract— Mobile malware is malicious software institution 

and it is used to disrupt the mobile operations and the 

individual functionalities. In the sequel, this paper presents 

and discusses the implementation of current state of mobile 

malware in the wild. To check whether the android 

application is malware or normal application, a machine 

learning based classification is used. Malware detection 

techniques such as by permission analysis approach & 

package malware setup are presented with results & 

findings. The findings & results are validated by analyzing 

the performance in terms of time required & is also 

presented in this paper. 
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I.  INTRODUCTION 

In these days, utilization of smartphone becomes regularly 

incremented. Every person wants perspicacious phones like 

Android, iPhone, Symbian but utilization of Android 

smartphones is more as compared to other smartphones due 

to its Open Source Operating System. Open source defines 

the source code for any application which is being 

developed not for sale or profit oriented purposes. Without 

any type of license fee, Users and developers utilize the 

source code, but they opiate to go along with the rule and 

condition in the license‟s terms and conditions . Due to its 

Open OS, Android, enables us to install third party 

applications. Security is one of the main concerns in 

Android. However, security threats of destructive 

applications are rapidly incrementing due to the creation of 

the third party applications where only developers can 

assign required sanctions. In android application, there is a 

list of sanctions defined with <uses Sanction> tag in 

Android. Manifest. XML file. For this reason, assailants can 

inject exploits into a mundane application with: unfortunate, 

acquired sanctions. In this paper, we have described about 

the android phone,  random types of malware and the 

literature analysis for security considerations in android 

smartphones, including the sundry general approaches and 

techniques for detection of sundry malwares. In this paper, 

they developed Permission Watcher, an Android application 

which provides users with awareness information about 

other applications and allowto check on the permission set 

granted to individual applications 

II. LITERATURE ANALYSIS ON MALWARE DETECTION 

In year 2012, A_PINTO  gives a report Android Malware 

400 percentage increase in which he has described how 

Android Malware increases expeditiously. A recent study 

conducted by a unique organization dedicated to conduct 

security liability research found that there is a 400 

percentage increase in Android malware since may 2010[1]. 

Malware is a piece of software generate to privy operate 

abaft the utilizer interface but that can accumulate 

consequential information that can be utilized for many 

different purposes, going from targeted particular 

advertisement, tracking purposes up to fraud activity leading 

in many cases customers with unrecoverable bills. The main 

purport of this post is not to make the reader vigilant of the 

esse of Malware for mobile contrivances, but the main 

purport is to make the reader vigilant of theimposing grow 

of malware being targeted to mobile contrivances. And to 

make the reader cognizant of the upcoming phase of hacking 

techniques as Smartphones are becoming more popular, 

hackers have evolve from targeting PC to targeting 

smartphones, and particularly the Google Android OS A.N.  

Sheth  and  P.  McDaniel  presented  „TaintDroid:  An  

Information-Flow Tracking    System    for    Authentic-time    

Privacy    Monitoring    on smartphones‟.  Now  days  

smartphone  operating  systems often fail  to  provide  users  

with  enough  control  over  and  accuracy into  how  third-

party  applications  use  their  private data.  They address   

these   shortcomings   with   TaintDroid, [2]  system-wide 

dynamic  taint  tracking  and  analysis  system  capable of  at  

the same time tracking multiple sources of private data. 

TaintDroid exhibit  authentic-time  analysis  by  leveraging  

Android‟s virtualized execution  environment  and  

Monitoring  private  data  to  apprise use  of  third-party  

applications  for  phone  users  and  valuable input  for  

Smartphone  security  accommodation  firms  seeking to  

identify misconducting applications. 

                        Ali Yüksel and O. Kiraz study on „enhancing 

security of Linux-based android devices‟. That paper they 

presented an analysis of security mechanism in Android 

Smartphones with a focus or concentrate on Linux. The 

results or output of their analysis can be applicable to 

Android as well as Linux-based oriented Smartphones. They 

analysed android framework and the Linuxkernel to check 

security functionalities and security mechanism . They 

studied well accepted security mechanisms and tools which 

could increase device security.[2] They provided details on 

how to adopt these security tools on Android platform, and 

overhead analysis of techniques in terms of resource usage. 

Their second attribute focuses on malware detection 

techniques at the kernel level. They tested applicability of 

existing signature and intrusion detection methods in 

android platform. They focused in observation on the kernel, 

that is, identifying critical kernel event, log file, file system 

and network activity events, andmaking efficient 

mechanisms to monitor them in a resource restricted setting. 

They presented a simple decision tree for deciding the 

watchful of the application. 

III. MANIFEST ANALYSIS FOR MALWARE DETECTION IN 

ANDROID(MAMA) 

The implementation of mobile phones has incremented in 

our lives because they offer 99 percent the same 

functionality as a personal computer. Besides, the number of 

applications available for Android-predicated mobile 

contrivances has incremented. [3]Google provide 

https://www.google.co.in/search?biw=1024&bih=644&q=define+institution&sa=X&ei=D4EwVcTdO4TY8gXj-oDgAw&ved=0CB8Q_SowAA
https://www.google.co.in/search?biw=1024&bih=644&q=define+individual&sa=X&ei=eYEwVfnzFZbo8AXGsoC4Dw&ved=0CCIQ_SowAA
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programmers the chance to upload and sell applications in 

the Android Market, but malware writers upload their 

maleficent code there. In light of this background, I present 

here Analysis for Malware detection in Android (MAMA), 

an incipient method that extracts several features from the 

Android Manifest of the applications to construct machine-

learning classifiers and detect malware. 

A. Materials and methods 

In this section, we describe our variants of method for the detection 

of Android malware applications and the dataset utilized for the 

validation. 

B. Dataset description 

In this subsection, We detail how the dataset has been 

composed.The important thing is dataset and this type of data are 

mentioned below: 

It must be sundry: It should show variety  in the types of 

applications available in the Android market.[4] 

It must be proportional to the number of samples that already 

exist of each type of application.To this end, two different datasets 

were created. The first one is composed of malicious software, 

whilst the second one is formed by benign applications. 

C. Feature engineering 

In this part, I observe the different type of feature sets that I 

have utilized in order to detect Android malware.I have 

collect these features from the Android Manifest.xml file 

that is within each and every Android application. The 

Android Manifest.xml file has the format shown in Fig. 1. 

 

. <?xml version="1.0" encoding="utf-8"?> 
<manifest> 

<uses-permission /> 

<permission /> 

<permission-tree /> 

<permission-group /> 

<instrumentation /> 

<uses-sdk /> 

<uses-configuration /> 

<uses-feature /> 

<supports-screens /> 

<compatible-screens /> 

<supports-gl-texture /> 

<application> 

<activity> 

<intent-filter> 

<action /> 

<category /> 

<data /> 

</intent-filter> 

<meta-data /> 

</activity> 

<activity-alias> 

<intent-filter> . . . </intent-filter> 

<meta-data /> 

</activity-alias> 

<service> 

<intent-filter> . . . </intent-filter> 

<meta-data/> 

</service> 

<receiver> 

<intent-filter> . . . </intent-filter> 

<meta-data /> 

</receiver> 

<provider> 

<grant-uri-permission /> 

<meta-data /> 

<path-permission /> 

</provider> 

<uses-library /> 

</application> 

</manifest> 

 

Fig.1 :  Manifest.xml file has the format 
 

These attribute sets are: (i) the authority required for the 

application, under the uses-permission tag and (ii) the 

attribute under the uses-features group in the Android 

Manifest File. 

            In order to obtain these features, we first extracted 

the sanctions utilized by each of the applications. To this 

extent, we employed the aapt implement (Android Asset 

Packaging Implement), available within the set of 

implements provided by the Android SDK. 

           These features were culled for two main reasons: 

first, the process of accumulating them has a low computing 

overhead and, second, the different deportments that may be 

present within the application are manifested by them. In 

order to compare the feature sets, we have evaluated both 

feature sets discretely and, then, cumulated in a unique 

feature vector. 

D. Permissions of the manifest file 

In this section, we analyse the sanctions requested by the 

applications in the dataset in order to quantify their 

pertinence in the malware detection process.The structure 

for declaring a uses-permission5 in the 

AndroidManifest.xml file is shown in Fig. 2. 
 

<uses-permission android:name="string" /> 

 

Fig. 2. General template for a uses-permission within the 

Android Manifest file. 

In this way, there are several strings that are 

utilized for declaring the sanction utilization of the different 

Android applications such as 

"android.permission.CAMERA" or 

"android.permission.SEND_SMS”.    

I have analysed the number of sanctions and their 

frequency in a precedent step for kenning their 

administration within our dataset. Fig. 3 Indicates that 

INTERNET is one of the most required sanctions in both 

categories. However, we can descry that malware 

applications present a more rigorous utilization of the 

sanctions cognate with the sending and reception of text 

messages.[5] 

           We can withal realize that the differences between 

the number of maleficent applications that require the 

INSTALL_PACKAGES sanction and the number of benign 

applications that do it. This sanction, cumulated with the 

Internet connection of the contrivance may sanction the 

assailant to install any type of application. Other kind of 

sanctions, such as the ones designated to accumulate users‟ 

data, have withal a high pertinence in the maleficent 

applications. 
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Fig. 3:  Most used extracted permissions from the 

applications. 

On the other hand, we have also analysed the 

number of permissions of each application. 

 
Fig. 4: Number of permissions required by the analysed 

applications. 

Fig. 4 shows that the number of sanctions required 

by each of the categories(malware and benign) is 

homogeneous. It can additionally be descried that the 

number of benign applications that require 2 or 3 sanctions 

is higher than the number of the maleficent samples 

requiring that number of sanctions. [7]Besides, there is a 

paramount number of benign applications that only requires 

a single sanction in order to run. With these data in mind, 

we can conclude that the number of sanctions by itself does 

not seem pertinent to determine whether an application is 

malware or not. 

In order to utilize them as input for machine-

learning algorithms, we processed the AndroidManifest.xml 

file, probing for the utilizations-sanction tag, and retrieved 

the string declaring the type of sanction. After that, we 

engendered an input vector for each of the 130 possible 

permissions 6 and a binary feature betokening whether the 

sanction is present or not in its analysed Android 

application. 
For example, Fig. 5 shows the permission declaration of 

an Android application. 

 

Fig. 5 :  Ex. of permission declaration in an application. 

The I/P line of check for this application would be 

composed of 127zeros, constitute the sanctions not used and 

ones in the 3 used sanctions(SEND_SMS, INTERNET, and 

READ_CONTACTS).[8] 

E. Other features of the manifest file: uses-feature tag 

Within the AndroidManifest.xml file, there are other 

features apart from the sanctions.This information may be 

pertinent for the task of detecting malware.[6]The structure 

for declaring a uses-feature7 in the AndroidManifest.xml 

file is shown in Fig. 6. 
 

<uses-feature 

android:name="string" 

android:required=["true" | "false"] 

android:glEsVersion="integer" /> 

Fig. 6 :  Declaration of features in an application. 

IV. RESULTS & FINDINGS 

STEP 1: MAIN SYSTEM 

 
STEP 2: SETTING PERMISSIONS 

 
STEP 3: APPLYING PERMISSIONS 
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STEP 4: MALWARE DETECTION – BY PERMISSION 

 
 
STEP 5: PACKAGE INSERTION 

 
STEP 6: MALWARE DETECTION - BY PACKAGE 

 
STEP 7: MALWARE DETECTION – BY SIGNATURE 

 

V. MALWARE SCANNING SYSTEM WITH RESULT. 

CLASSIFICTION 
RULE 

SET/COMBINATION 

TimebyRule 

(In second) 

 

 

 

BY PERMISSION 

SMS+CALL Om 0.040 

BOOT+GPS Om 0.089 

BOOT+SMS+GPS Om 0.089 

BOOT+GPS/LBS+ 

CALL+INTERNET 
Om 0.0147 

GET_TASK + 

READ_CONTACTS+ 

WAKE_LOCK GPS+SMS 

Om 0.567 

BY PACKAGE DATA_SET Om 0.566 

BY SIGNATURE YES "CN=Android 0m 0.347 

Debug,O=Android,C=US" 

Table 1 : Malware scanning system result. 
Table 1 shows for our investigations, a reduced time rule 

is observed by applying by permission, by package & by signature 

setup techniques. The average time for all the techniques observed 

is equivalent for most of the applications Additionally, since our 

approach only relies on permissions & package setup, 

modifications on permissions do not harm our system. 

VI. CONCLUSION 

New Methods for Malware Detection in Smart Phones based 

on Permission Analysis & package malware setup are 

implemented for distinguishing malware program from 

benevolent program.The malware tracking by signature 

classification is also investigated & results are observed to 

differentiate a Malware Program.The results observed are 

much better & these methods can be used to scan all the 

android applications for Malware Detection in Smart 

Phones. 
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