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Abstract— The distributed and complex nature of the 

network makes difficult to debug and trace the actual fault 

in network. Network administrators depend on primary tools 

such as ping and traceroute to troubleshoot the problems in 

the network. Liveness of the network purely depends on the 

links and the nodes in network. To test the liveness of the 

network an effective Automatic Test Packet Generation 

framework is introduced in this paper. ATPG is an 

automated and systematic approach for testing and 

debugging the network. ATPG reads the router 

configurations and generates a device-independent model. 

This framework generates a minimum set of test packets to 

recognize each and every link in the network.  Generated 

test packets are sent periodically to test failures in the 

network, and after detecting the failure a separate 

mechanism triggered to localize the fault. ATPG can detect 

both functional and performance problems. The 

performance is measured by measuring the throughput, end 

to end delay, data packet received and the packet delivery 

ratio. 
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I. INTRODUCTION 

In this digital era of computing, vast network with more 

complexity getting very hard to debug. Day by day, network 

engineers getting struggle to recognise the misconfiguration 

in router, defect in  interfaces, mislabeled cables, failed 

links, and a many more issues  that cause networks to fail 

completely [1]. Network engineers finds these issues using 

the most primary tools such as ping, traceroute, tcpdump, 

SNMP and finds the actual causes by using the information. 
As network getting larger and larger it is very difficult to 

debug the network as it contains thousands of routers, 

switches to serve thousands of users and are getting very  

complex as network is based on network chips and router 

software with more than millions lines of code.  

Consider the network, where router with defective 

line card drops the packets. Network administrator receives 

the complaint about the network connectivity from users, so 

the administrator first check the router configuration if any 

changes happened there, if not administrator uses the ping 

and traceroute to check the topology of network and after 

detecting the defective line card replaces it [4]. Due to the 

three reasons, the network troubleshooting is very difficult. 

Firstly, the forwarding state which contains the forwarding 

tables, topology rules, and other configuration parameters is 

distributed across several routers and firewalls. Second, it is 

very difficult to observe the forwarding state as it needs 

manually logging into each box in network. Third, 

Forwarding state simultaneously updated by humans, 

different programs and protocols. 

In this paper the ATPG framework is introduced 

which generates set of minimum test packets and send 

periodically to test the performance and the network 

liveness. Framework recognise the fault independently by 

exercising the text packets which are generated by the 

forward rules, ACLs, FIBs, router configurations from the 

network [1]. ATPG framework can be customize according 

to the needs of organization. Organisation can use the 
framework to identify the network liveness or check the 

security policy. Framework can be used to identify the 

reachability between terminals or for the performance. 

ATPG framework can generate more test packet to check 

the critical rules. 

The paper is organized as follows: 

1) Regarding work about the system model to check 

the network liveness and performance (Section II) 

2) Proposed ATPG Framework. (Section III) 

3) Test Packet Generation Algorithm is introduced. 

(Section IV-A) 

4) Fault Localization Algorithm to exercise faulty 

rules. (Section IV-B) 

5) Network Functional and Performance testing. 

(Section V) 

6) Experimental Result (section VI) 

7) Conclusion & future enhancement (section VII & 

VIII) 

II. RELATED WORK 

A. Header Space Analysis: Static Checking For Networks 

In this paper, Header space analysis framework is 

introduced to statically check the network configuration and 

specification to recognise the faults in network such that 

network failure, reachability failure, leakage in network, and 

the traffic problems in network [3]. This framework help 

administrator to check the network fault statically and make 

easy to recognise the traffic in the network. 

B. Packet Flow Analysis in IP Networks Using Data-Flow 

Analysis 

In this paper, the data flow based approach is introduced for 

the static analysis of packet flow. The static analysis 

approach is used to debug the network and provide the 

packet flow properties of the network [8]. This approach is 

helpful to analysis the flow of packets in the network. This 

approach recognise the configuration of router and test the 

implementation of router to analyze the packet flow in 

network.  

C. A Framework for Fast IP Rerouting 

In this paper, the Multiple Routing Configuration (MRC) is 

introduced to recover the failure links in the network. This 

proposed model recognise the node and link failure without 

knowing the original cause of the failure [9]. MRC keeps the 
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additional routing information in routers and allows the 

packet forwarding after the failure detect by the alternative 

link. Performance of this model is analyze by scalability, 

alternative link after failure and the load distribution after 

the failure. 

D. A Measurement Framework for Pin-Pointing Routing 

Changes 

The change in end to end path between two nodes may 

change the round trip time and bandwidth or may loss the 

connection in between them. It is difficult to recognise the 

change in the routing configuration as it changes 

continuously [10]. In this paper, solution to this problem is 

introduced by maintaining the routing changes in its own 

network without requiring the support from the underlying 

router. 

E. A Monitoring Framework for Large Scale Networks 

In the complex network it is very difficult to monitor the 

network operation. In this paper, MonALISA framework is 

introduced to monitor the large scale network [11]. This 

framework provides the services to the entire network to 

check the end to end network performance and globally 

allocate the resources efficiently.  

III. ATPG FRAMEWORK 

Based on the network model, ATPG framework generates 

minimum set of test packets to recognise each and every 

rule and link in network which is exercised by at least one 

test packet from the set [1]. Whenever fault is recognized, 

framework initialize a fault localization algorithm to 

recognise the failure links.  

The framework shown in figure 1 initially collects 

all the forwarding state from the network which includes 

configuration files of routers, Access Control Lists (ACL), 

Forwarding Information Bases (FIB), and topology of the 

network (1). 

 
Fig. 1: ATPG System Block Diagram 

After that, it computes all pair reachability between 

test terminals by using Header Space Analysis (2). This 

result is used to compute a minimum set of test packet by 

using the Test Packet Selection Algorithm (3). These 

generated test packet send periodically to test the fault in 

network (4). If error is recognized, it initialize the fault 

localization algorithm to detect the reason of fault  (5). 

IV. TEST PACKET GENERATION 

Assume a set of test terminals from network which can send 

and receive test packets such that generated test packets 

check each and every rule in network, so that any error can 

be recognized by at least one test packet [1]. While 

generating test packet, framework must consider two points: 

1) Port: Available test terminals must be used. 

2) Header: Headers of the terminals must be used that is 

allowed to send.  

ATPG Framework select the test packets by using 

the Test Packet Selection algorithm. This algorithm first 

computes all equivalent classes among every single pair of 

available terminals from the network [3]. The equivalent 

class is the collection of packets that recognise the similar 

pattern of rules. After that, it samples the each equivalent 

class to select the test packets. Finally it compresses the 

selected test packet to compute the minimum set of test 

packets. 

1) Step 1: Generate all Pair Reachability Table 

ATPG Framework generates the set of packet headers from 

the each test terminal that is allowed to send. For such 

header, framework computes the rules that recognise the 

path. For this, ATPG Framework uses the all pair 

reachability algorithm [3]. Firstly, header constraint is 

applied on each and every terminal i.e. all header is applied 

to the transfer function of first switch connected to the test 

terminal. 

 
Fig. 2: Topology to Generate All Pair Reachability Table 

As each packet traverses the network by using the 

transfer function to record the rule [1]. By repeating the 

above step for the all terminal ports generate the reachability 

table shown in Table 1. 

Header Ingress Port Egress port Rule History 

h1 p 11 p12  

h 2 p 21 p22 {r21, r22,….} 

    

h n p n1 p n2 {rn1, rn2,…..} 

Table1: All Pair Reachability Table 

2) Step 2: Sampling 

ATPG Framework selects at least one test packet from the 

equivalence class to recognise every rule. The easiest 

approach is to select randomly one test packet per 

equivalence class [3]. This simplest approach only detect the 

fault for which the packets covered by similar rule recognise 

the similar fault i.e. link failure. To detect fault regarding the 

header then select every header from every class. 

3) Step3: Compression 

The test packets that are selected in the sampling finds the 

same rule. So the ATPG Framework choose the minimum 
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subset of packets such that the combination of their rule 

cover all the rules. Minimum subset of packets can be 

exercise all the rules in the network. This can be achieved 

by using the Min-Set-Cover algorithm [4]. The minimum 

subset packets considered as regular packets and remaining 

test packets which are not considered for minimum subset 

called the reserved packets that are useful for the fault 

localization. 

B. Fault Localization 

ATPG Framework periodically sends the generated test 

packet to recognise the fault in the network. 

Fault model: If the observed behavior of test packet 

is different from the expected behavior then the fault model 

is invoked. By using the result function ATPG keeps the 

track of failed rules. 

Depending on the behavior of the rule success and 

failure in network is exercised. If the test packets is not 

reached to the destination port then the forwarding rule fails. 

If the packet are dropped then the drop rule behaves 

properly [1]. Likewise, the failure in link is a failure of the 

rules in topology. The congestion in link is examined 

through the latency of test packet reaching above the 

threshold. 

V. NETWORK FUNCTIONAL AND PERFORMANCE TESTING 

ATPG framework can be used for the functional and 

performance testing. 

A. Functional Testing 

Functional testing of network can be test such that every 

forwarding rule and drop rule behave correctly in network. 

 Forwarding rule: If the generated test packets 

recognise the rule and reach to the exact port with 

the correct header then the forwarding rule behave 

correctly [8]. 

 Link rule: If the test packets reaches correctly 

through link without header modification then the 

link rule behave correctly. 

 Drop rule: It is very hard to test drop rule as it 

needs to confirm the absence of every received 

packets. Here it is essential to identify which test 

packets reach to the test terminal if drop rule fails. 

To exercise the drop rule all pair reachability table 

is used [1]. 

B. Performance Testing 

ATPG framework is also used to pinpoint the performance 

of links, quality of service classes, queues in the network. 

 Congestion: the fault is considered if the packets 

experience the longer queuing delay. To test the 

congestion in the queue the ATPG framework 

compute the latency in between the test terminals 

[7]. If the latency is above the threshold fault 

localization algorithm invoked. 

 Available Bandwidth: ATPG framework compute 

the link bandwidth for specific service classes. 

Framework will generate header for test packet that 

are essential to test each link, or each service class 

[6]. With this header ATPG can be used to measure 

the bandwidth of link. Consider the network whose 

available bandwidth is below the threshold then the 

fault localization algorithm is invoked. 

 Priorities between classes: ATPG framework is 

used to distinguish the priorities in the service 

classes. According to framework the classes with 

lower priorities never affect the higher classes for 

the bandwidth availability [4]. If the class with 

lower priority affect the higher priority class then 

the fault localization algorithm invoked.   

VI. EXPERIMENTAL RESULT 

The ATPG framework is implemented in NS2 simulator 

which generates the packet automatically and send 

periodically to check the liveness and performance of the 

network. The framework is able to generate test packets 

with the help of all pair reachability table, and the generated 

test packet recognise fault in network, after the fault occur in 

the network the fault localization model is invoked to solve 

the fault. The performance is measured by measuring the 

throughput, end to end delay, data packet received and the 

packet delivery ratio. The result of the simulation is shown 

in following figures: 

 
Fig 6.1: End to End Delay 

 
Fig 6.2: Throughput 

 
Fig 6.3: Packet Delivery Ratio 
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Fig 6.4: Data Packet Received 

VII. CONCLUSION 

For the large scale networks it is difficult to test the liveness 

of the network. Network debugging with ping and traceroute 

is not scalable every time. It is helpful to test the network 

automatically by generating the test packets. ATPG 

framework not only check the liveness of network but also it 

test the reachability of ports, performance of the network. 

ATPG framework automatically invoke the fault 

localization model as any fault occur in network while 

testing with the help of set of minimum test packet. 

VIII. FUTURE ENHANCEMENT 

ATPG framework is not able to detect the fault where the 

internal states of the router can be changed by the generated 

test packet. As the failed rule activate the backup rule so that 

no changes are recognised by test packet as the actual fault 

occur due to the failed rule. This is happened as the test 

packet is moved to the destination by other rule. ATPG 

cannot detect the fault where the lifetime of error is shorter 

than the time in between each round of tests. 
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