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Abstract— Secure transmission of confidential messages is 

an important issue in communication systems as a result of 

wireless channels offer a shared medium notably favourable 

to eavesdropping. MIMO technique is used to avoid 

attenuation and to enhance data rate. By finding the bit 

energy which is minimum the energy efficient is to be 

analyzed needed for secure and reliable communications. 

secrecy is achieved once the transmitter and the receiver can 

communicate guaranteeing that eavesdropper gets zero bits 

of knowledge. 
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I. INTRODUCTION 

The use of multiple antennas at the transmitter and receiver 

in wireless systems called MIMO (multiple-input multiple-

output) technology. Multi-path is the arrival of the 

transmitted signal   to the receiver with different phase 

angles, time and frequency .Consequently, the received 

signal power fluctuates in space due to different arrival 

paths. Use of MIMO channel is to increase signal power, 

channel capacity and for the reliable communication 

performance. In the low-SNR region, the transmission 

power is small. In this case, it is difficult for an 

eavesdropper to detect the original signal. In low 

SNR,capacity increases linearly with signal-to-noise ratio. 

In a MIMO system, a given total transmit power can be 

divided among multiple spatial paths driving the capacity 

closer to the linear region for each mode, thus increasing the 

spectral efficiency. 

II. WORKING 

The transmitter consists of encoder, interleaver, QAM 

modulator and a serial to parallel converter.Voice 

signal(analog signal) is given as input to the transmitter. The 

encoder converts the signal voltage i.e +ve to 1v and -ve to 

0v and the output is given to the interleaver.  

 
Fig. 1: Block diagram For the Proposed Model 

 Interleaver accepts set of symbols and rearrange 

them without repeating any symbols in the set to avoid 

causing errors.QAM modulation is used to transmit more 

number of bits per symbol, the modulated QAM signal is 

given to analog to digital converter. The purpose of serial to 

parallel converter is to transmit more number of bits  in less 

time. The original signal is separated from the modulated 

signal by using the detector and is given to the parallel to 

serial converter. Deinterleaver restore the original sequence 

of symbols by using reverse mapping. Decoder is a reverse 

process of encoder which converts the coded inputs into the 

original signal. 

III. BLOCK DIAGRAM EXPLANATION 

Encoder is a device that converts the information from one 

format to the another format for the purpose of the 

standardization,speed,secrecy,security.It  is a combinational 

circuit that accepts 2
n
 inputs and generates N outputs. 

 Decoder is a device that retrives original signal 

from the modulated signal and it is a reverse process of 

encoder.It is a combinational circuit that converts the binary 

information from N input lines to a maximum of 2
n
 unique 

output lines.  

 By allowing the amplitude to also vary with the 

phase a new modulation scheme called Quadrature 

amplitude modulation.By using QAM modulation,able to 

transmit more number of bits per symbols compared to 

ordinary modulation.The advantage of moving to the higher 

order formats is that there are more points within the 

constellation and therefore it is possible to transmit more 

bits per symbol. The drawback is that the constellation 

points are closer together and therefore the link is more 

susceptible to noise.Higher versions of QAM is used only 

when signal to noise ratio is high. 

 Interleavers and Deinterleavers are  used  to avoid 

the errors that may occur once the message bits are 

transmitted through the channel.There are two types of 

interleavers :block interleavers and convolutional 

interleavers. 

 The block interleaver is loaded row by row with L 

codewords, every row is of length n bits. These L 

codewords are then transmitted column by column till the 

interleaver is empty. Then the interleaver is loaded again 

and the same process repeats. At the receiver, the codewords 

are deinterleaved before they are decoded.The parameter L 

is named as the interleaver degree(or) interleaver depth. The 

interleaver depth is chosen according to the worst case 

channel conditions. It should be large enough in order that 

the interleaved code will handle the longest error bursts 

expected on the channel.The disadvantage of block 

interleavers is that the delay introduced with every row-by-

row fill of the interleaver. 

 
Fig. 2: Serial to Parallel Converter 
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 Convolutional interleaver eliminate the matter apart 

from the delay related to the initial fill. Convolutional 

interleaver  additionally cut back memory necessities over 

block interleavers by concerning half.The big disadvantage 

of either types of interleaver is that the interleaver delay 

introduced by this primary fill. 

 Load a new set of values to the inputs. The bits are 

transferred from one position to another position during 

every clock pulse at any time we can read off the values 

parallely. 

 
Fig. 3: Parallel to Serial Converter 

 To write the data to the register, the Write/Shift 

management line should be command HIGH. To shift the 

data the W/S management line is brought LOW and 

therefore the registers are clocked. To get the serial output 

keep on applying the clock until get the last bit out. 

IV. CHANNEL MODEL 

 
The use of multiple antennas at both the transmitter and 

receiver  is to enhance communication performance. we 

have a tendency to take into account a MIMO channel 

model and assume that the transmitter, receiver  and snoop 

ar equipped with NGO, nR, and nE antennas, 

respectively.Assume that the channel input-output relations 

between the transmitter and receiver,the transmitter and also 

the eavesdropper are given by 

Ym = Hmx+ nm and Ye = Hex + ne 

 Where Ye andYm represents the received signal at 

the receiver and eavesdropper respectively 

x  denotes the transmitted signal vector. 

 Hm is that the dimensional channel matrix between 

the transmitter and receiver. 

 He is that the dimensional channel matrix between 

the transmitter and eavesdropper. 

 MIMO offers vital increase  in data and link range 

without additinal bandwidth.The utilization of multiple 

antennas at each ends of a communication link offers vital 

enhancements in terms of spectral potency and link 

reliableness. 

V. SIMULATION RESULTS 

The two critical issues of security and energy-efficiency 

analysed the secrecy capacity in the low-SNR regime. The 

operation at low SNR, in addition to improving the energy 

efficiency, is beneficial from a security perspective as well. 

In the low-SNR regime, either the transmission power is 

small or the bandwidth is large. In either case, we have low 

probability of intercept as it is generally difficult for an 

eavesdropper to detect the signals in this regime. Assuming 

the general multiple-input and multiple-output (MIMO) 

channel model and identify the optimal transmission 

strategies in the low-SNR regime under secrecy constraints.  

Energy per bit requirements increase due to security 

constraints.  

 
Fig. 1: Secrecy rates in bits/sec vs. SNR. 

 
Fig. 2: bit error rate vs. energy per secret bit 

 Where power allocation at low SNR condition; Here the 

Fig.2. shows bit error rate comparison with reference to 

energy per secret bit  

 
Fig. 3: comparison of theoritical bit error rate to simulated 

bit error rate 

VI. CONCLUSION 

In this paper, investigated the trade-off between 

communication rate and average chance of decryption error 

for a non-coherent multiple antenna attenuation in a very 

low-SNR regime.Using M transmit antennas and N receive 

antennas allow us to realized a performance gain of N and 

peakness gain M. When both the average and peak power 

are constrained, having large M can improve both the 
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channel capacity and the low-SNR reliability function. In 

the low-SNR regime, channel correlation can actually 

improve the channel performance. In the extreme case 

where the fading is fully correlated, in the sense that the 

entries of the fading matrix H are either identical or differ by 

a phase shift, we can achieve a performance gain of M 

N.This suggests that the antennas should be placed close 

together in the low-SNR regime.  
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