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Abstract— As we all know that network security is 

important aspects in today’s wireless world. Our all work 

mostly on internet only so provide safety to it is our prime 

concern. As we know that Wireless Local Area 

Network(WLAN) plays major roles in morden 

communications, which provides a both convenient and 

flexible way of communications. As we know that basically 

WLAN basically divide in Pre-Shared Key(PSK) and 

Enterprise network. So in this paper what are the existing 

technology used and what are the bugs are there in that 

technology are discussed. As comparatively Wired 

technology Wireless is easily maintainable as in that no 

physically protection needed. As WLANs includes of cost 

effectiveness, ease of installation, and its mobility. As for 

security of your data in WLANs they used Encryption 

algorithm but by the time in every Encryption algorithm 

some vulnerability is exists. So my main focus on to 

improve more security compare to existing one technology. 

So by reading that I motivate to design new Wireless 

Network Protocol that provide security to the system. 
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I. INTRODUCTION 

In this section what are the existing technology for current 

wireless network that is mention. Now days many persons 

want to hack your network so  Basically two types of 

attacks[10] are attacked on wireless network i.e.1Active 

attack 2Passive attack In active attack you can sniff data 

and change data at a time while in passive attack you can 

only sniff data and after some time you can modify it. 

 

II. EXISTING SYSTEM 

For security purpose IETF has developed for wireless 

security three basic standards that are WEP, for intermediate 

solution WPA and currently we are using WPA-2.First 

standard developed by IEEE community is WEP(Wired 

encryption protocol). WEP is the first design to provide 

security to your data on Internet. As before that Internet is 

access by wired line but after words they developed for 

wireless access so to provide security veteran 

cryptographers developed WEP protocol. It is challenge, 

because data is transmitted through the air, instead of across 

a wire. So basically WEP use stream cipher algorithm RC4 

that is used for data encryption and CRC-32 checksum that 

is used for data integrity. In WEP they used 40-bit WEP key 

and 24-bit Initialization vector (IV) i.e. nonce and 

concatenating both of them to form the RC4 traffic 

key[9][6] which key is used to encrypt the plain text. As 

plain text pass through the integrity algorithm then RC4 

traffic key will do XOR operation with plain text and give 

cipher text that will send to receiver and at receiver side 

same decryption operation going on. Then after they 

develop WEP2 for intermediate solution that describe that in 

WEP-2 they used WEP 104-bit key and 24-bit IV. So total 

128-bit data while in WEP 64-bit data. Firstly Fluhrer, 

Mantin and Shamir in showed[1] a noteworthy cipher text 

attack on WEP. They proved that as we capture too many 

packets then through brute force method we can permute the 

secret key. Next, a passive-only attack which can 

significantly improve the key recovery process on WEP and 

a correlation related to the first three bytes of the secret key 

and the first byte of the key sequence are presented. More 

advanced attack were published in the last years making it 

possible to recover the secret key of the network in less than 

60 seconds. In response to these attacks, there are but small 

defense researches. The authors analyze WEP security 

bugs[2] and propose an improvement over WEP which 

achieves a security service which is replay detection. 

Besides an alternative solution to WEP hacking, 

Interference-Based Prevention Mechanism is proposed in. 

This mechanism is proven to be effective in preventing 

attackers for getting the key by means of packets gathering 

In order to fix the weakness discovered a new standard 

named Wi-Fi Protected Access (WPA) is released by Wi-Fi 

Alliance[7].Basically, security has been enhanced because 

of anti-replay protections and a key management scheme to 

avoid key reuse in WPA. In WPA they are using RC4 

stream cipher algorithm for encrypt data using 128-bit key 

and 48-bit IV. So totally 176-bitdata used. It’s look like 

same as WEP but main difference is that in WPA they used 

TKIP(Temporal Key Integrating Protocol)[6] which 

dynamically changes key as system is used combine with 

larger IV. This system will defeat most of known recovery 

attacks that were found in WEP.WPA also improved 

payload integrity check. This is done by using an improved 

Message Authentication code called MAC but here name is 

MIC(Message Integrity Check).Now, latest technology that 

is WPA2[2] that is describe as the best working wireless 

network security protocol in the market today due to a 

number of reason.WPA2 replaced Michael with message 

authentication code that is CCMP[2] which is considered to 

be more secure. In WPA2 they replaced RC4 with AES and 

also TKIP with CCMP[2] for message authentication. 

Actually WPA2 operate on two mode.1)Radius  mode and 

2)Personal(PSK) mode. In PSK mode we have to enter 

passphrase between 8-63 ASCII characters. As in that both 

side mutually password is fitted on wireless clients as well 

as AP. So in this case we don’t have to transfer key on air. 

However, some weaknesses are also applicable to WPA[7] 

despite of the different key between any two encrypted 

packets in RC4.Martin describe the first attack on WPA 

secured wireless networks, which works if TKIP algorithm 

is used to encrypt the traffic, besides launching a dictionary 
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attack when pre-shared key (PSK) is used and almost all of 

WPA versions and problems are explained. While in Radius 

mode there are 3 main thing one is wireless client then 

access point and one Radius server is there. So for any 

wireless client authentication[3] done by 4 way handshake 

like WPA-PSK[5] and before that wireless client 

authentication done by Radius server[5] using 802.1x/EAP 

methods[2].So after that key is released to wireless client. In 

WPA method when authentication term come then it is 

define as Access control lists (ACL) as in that MAC address 

of APs are stored so whenever Request come then it will 

check and if it is in that lists then giving access to that 

connection. By the years it was proved that ACL was 

incapable to perform access control to the tremendous 

growth of WLANs due to its complexity, the absence of a 

centralized management and also because found easily 

spoofed in case someone use fake MAC address. As in IEEE 

802.1x this problems are solved by RADIUS server and in 

that AAA 

protocol(Authentication,Authorization,Accounting). In that 

they give access to the host after passing an authentication 

procedure and deny access to those hosts whose 

authentication requests are not fulfilling[6]. As in WPA-2 

they are using PAE(Port Access Entity) approach as in that 

if valid user is there then port is unlocked otherwise port is 

locked. 

 

 
Fig. 1: WEP ENCRYPTION PROCESS 

 

 

 

 

 
Fig. 2: Wep Decyption Process 

 

 
Fig. 3: Way Handshake of WPA-PSK 
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Fig. 4:  802.1x/EAP and 4-WAY Handshake Enterprise 

mode 

 

Fig. 5: 802.1x topology with Radius and EAP 

III. FINDING OF SURVEY 

After reading survey regarding current wireless network 

security we can found following problems. 

A. Modification:  

is considered to be an active attack in which the intruder 

modifies the content of the original message and sent it 

instead of the actual message. 

B. Fabrication:  

is considered to be an active attack in which the intruder 

generate a non-original message and sent it to the receiver. 

C. Interception:  

is considered to be a passive attack in which the intruder 

listens and records the sent encrypted messages to be 

decrypted later on. 

D. Brute Force: 

is considered to be a passive attack in which the intruder 

will generate every possible permutation in the key and try 

to decrypt the encrypted message with each generated 

permutation, and validate the output by means of cross 

comparison with words, file headers or any other data. 

E. Maintainability:  

is the ability of the protocol or the mechanism to maintain 

the security of the network after one or some of the 

encryption/decryption algorithm(s) was compromised for 

any reason. 

F. Static placement of Message Integrity Check (MIC) bits:  

it is considered a problem because it can be used by any 

hacker in validating the contents of the decrypted message 

combined with the brute force attack, for further explanation 

consider the following. Since the brute force attack is not a 

valid attack to decrypt the data in wireless networks because 

the sent data has no specific type (like text, image and etc). 

The time needed to cross comparison the decrypted data 

with a specific type (like comparing the decrypted text files 

with a dictionary) is not valid. Since the MIC is a part of the 

sent encrypted packet. The hacker can decrypt the data using 

a key and can locate where the MIC bits are stored within 

the decrypted packet. The hacker can separate MIC part 

from the packet and run a MIC on the rest of the packet as 

the one used in the protocol. The hacker will compare the 

fetched MIC from the decryption with the calculated one, to 

verify the key used for decryption. 

IV. PROBLEM IDENTIFIED TO BE SOLVED 

As from literature survey we found that there are actually 3 

phases in wireless connection happen.1)Authentication 

2)Encryption 3)Integrity. As we found problem that suppose 

any encryption algorithm break then hacker can easily hack 

the system. So our system is not longer useful for securing 

our data. So for securing our data we have proposed 

MSS(MULTIPLE SLOT SYSTEM). In that we can 

combine more than 2 encryption algorithm used for 

encryption while for integrity purpose shuffle table concept 

used. So it will provide better security compare to existing 

one. 

V. PROPOSED MECHANISM 

In this section, the proposed mechanism will be described. 

The proposed mechanism is called Multiple Slot System 

(MSS).In that we can combine more than 2 

Encryption/Decryption algorithms. So it is necessary 

difficult task for any hacker to hack data. In this hacker does 

not know which algorithm we have used to encrypt data. 

Here we encrypt data using different keys of that algorithm 

so basically first task is to find algorithm and then key 
combination. Here algorithms are placed in slots system. 

MSS encrypt each message with a different slot algorithm 

and a different key as well, which means that any hacker 

needs to go through  possible combination just to figure out 
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the exact formation of the slots even before he starts to 

consider any key attacks (like brute force). So it is too much 

difficult for any hacker to do this as he has to do more 

processing power to compute all these thing. As before that 

shuffling concept used. So for any hacker who wants to hack 

data he has to crack first shuffle table concept and then after 

encryption algorithm concept to hack the data. 

VI. FLOW CHART OF PROPOSED SYSTEM 
As from flow diagram we can see that as our plain text data 

are encrypted using some encryption algorithm that are 

placed randomly in slot system with some static key 

mapping from key list. So after mapping using that 

encryption algorithm and key we can encrypt the data. Now 

shuffle table is there which is used for to add some MIC bit 

in encrypted text with some XOR operation. So for that first 

we have to create hash message of our cipher text. Now 

after shuffling MIC in encrypted text that we have to send 

receiver and at receiver side we have our system that is MIC 

placed that decrypt the message. 

 

 

VII. CONCLUSION 

As from above we conclude that in current WLAN network 

some vulnerability is there so to solve that we are proposing 

new algorithm that is MSS. As we showed our idea and 

work in progress that will submit in future. 
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