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Abstract— MANET plays an important role in dynamic 

topology and open wireless medium. In now a day’s 

MANET having many security vulnerabilities, security is 

very important for all needs particularly in the area of 

wireless network. Our project will focus on the method to 

improve packet delivery ratio and throughput and then 

reduce the end-to-end delay and overhead messages by 

using HDSR. In our system by using a unified trust 

management scheme that enhances the security in MANET, 

the trust value model has two components, trust from direct 

observation and trust from indirect observation. With direct 

observation from observer node, the trust value is derived 

using Bayesian interference and indirect observation from 

observed node, the trust value is derived using dempster-

shafer theory. 
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I. INTRODUCTION 

MANET is a type of ad hoc network that can be change 

location and configure itself. Each device in MANET is free 

to move independent. It is continuously self-configuring and 

infrastructure less network which can establish the network 

through collection of mobile nodes. Each node in the 

network act as a router to forward the packet to the 

destination. It consists of peer-to-peer, self-forming, self-

healing network and communicate at radio frequencies. The 

range of the frequency is 30MHZ to 5GHZ. 

In wireless technologies and mobile devices, 

mobile ad hoc network (MANET) is popular as key 

communication technology in military environment such as 

communication networks used to military deployment such 

as soldiers, vehicles and operational command centers. In 

military environments the risk are considered as seriously 

including open wireless transmission medium, distributed 

nature and nomadic, lack of security protection in 

centralized infrastructure. 

The network topology changes randomly due to 

mobility of nodes; therefore security is a major challenge in 

MANETs. Malicious nodes attack the network's availability 

through common techniques such as flooding, black hole 

and denial of service. The routing protocol must react to the 

changes to enable route connectivity. The high dynamic   

nature  of the  network  makes  the  need to  operate  limited  

resources  with  high  efficiency that includes CPU 

processing availability,  energy capacity   and  bandwidth of 

the network. The packet forwarding is done through links 

for topology based routing protocols. 

The position based routing protocols makes the 

route decision based on nodes geographical position. 

Because of the difficulties in MANET such as dynamic 

network topology and constraint battery resources, security 

solutions that has been deployed for wired networks are not 

directly portable to ad hoc networks. 

In MANET various type of attacks are classified 

active attack and passive attack. Active attacker tries to 

bypass or break into secured systems. This can be done 

through stealth, virus, worms or Trojan horses. These 

attacks are against network backbone, transit exploit 

information it results in disclosure or dissemination of data 

files or modification of data. 

Active attack is of two types: external and internal. 

An external attack is one caused by nodes that do not belong 

to the network. An internal attack comes from compromised 

nodes that belong to the network. So, internal attacks are 

more severe. In passive attackers they do not disturb the 

normal operation of the network. The attacker listens to the 

network in order to get information that is going on in the 

network and how the nodes are communicating with each 

other and located in the network. It can easily hijack and 

inject attack in the network. The classes of attack include 

active network attacks, passive monitoring of 

communications, close in attacks, exploitation of insiders, 

attack through the service provider. 

MANET is affected by various routing attacks such 

as black hole, gray hole, Sybil and wormhole attacks. We 

mainly concentrate on black hole attack which falsely 

acquires the fresh route to the destination and drops the 

packet without forwarding. Packet dropping attack is also 

called as black hole attack, and it is a type of denial of 

service attacks it is very hard to detect and prevent. Black 

hole attack is under the type of active attack. Black hole 

attack refers to places in network where incoming or 

outgoing traffic is silently discarded without informing 

source the data did not reach its intended recipient. To avoid 

these black hole attack we use black hole filtering, it means 

dropping packets at the routing level, usually using routing 

protocol to implement the filtering. To avoid black hole 

attack we use hybrid dynamic secure routing protocol. 

II. RELATED WORKS 

C. Adjih (1) propose a technique For authenticated nodes, 

defaultly the behaviour of authenticated nodes is assumed 

correct means the participant may start to act adversarily 

(the adversarial authenticated node is denoted compromised 

node), is to Perform ongoing checks. For unauthenticated 

nodes, the aim is to prevent the network from disturbance. 

The advantage of these techniques is to Enhanced Attackers 

detection, efficient communication and the disadvantage is 

to Increase Communication overhead. 

F. R. Yu (2) propose a technique is multimodal 

biometrics is the overcome of unimodal biometric systems. 

In multimodal biometrics are deployed with Intrusion 

detection techniques. Since each device in network has 

measurement and limitations, more than one device can be 

chosen, and their observations can be fused to increase 

observation accuracy. The system decides whether a user 

authentication (or IDS) is required which depends on the 
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security posture. The decisions are made in distributed 

manner by each authentication device and IDS..Since there 

is no need for a centralized controller, the proposed scheme 

is more generic than a centralized scheme in MANETs. 

Nodes can freely join in the network and leave from the 

network. the advantage of these techniques Improve Attack 

detection Accuracy and disadvantage is no enhanced 

security features, receiver collisions, Increase routing 

overhead and delay. 

Q. Guan (3) propose a topology control scheme to 

improve throughput and designing upper layer security 

schemes and also physical layer schemes related to channel 

conditions and relay selections for cooperative 

communications. The Advantage is Improved network 

performance optimization and the Disadvantages are they 

need some overhead and also consume some network 

resources, and then decrease throughput consequently, most 

previous works considered in  security and also throughput 

separately in designing a MANET, it cannot achieve an 

overall optimization of network performance. 

D.Zheng(4) proposed ID-based key management 

scheme ,it is the  combination of ID-based and threshold 

cryptography  solution in the public key of mobile nodes are 

derived from known IDs plus some common information 

and it consider high level tolerance to node compromise, 

and  also enables efficient network wide key update via 

single broadcast message and it provide guidelines  to 

choose the secret parameters used with threshold 

cryptography to achieve desirable security level  and 

robustness and advantage is that  certificate-based solutions 

has confirmed by extensive simulation results and the 

disadvantage is intrusion detection system and also secure 

routing security level and robustness. 

Y.WANG (5) proposed game theory, it security 

problems in MANET. In  game theory we have multiple 

players for the  security, it enable an individual node in 

MANET, and it consider system resources and also security 

management and it is a fully distributed scheme. The state 

transition probability denotes probability that the state 

remains safe and it chooses action Defending. higher the 

state transition probability values and lower the probability 

of the node transits to Unsafe state, the Advantage of this is 

to enable an  individual node in MANETs and to make 

distributed security defense decisions and also the average 

lifetime of the MANET and it can be improved significantly 

and the disadvantage is to reduce their consumption of the 

energy and loss of the security value. 

In existing method use OLSRv2 protocol, in that it 

have two approaches one is prevention based and another 

one is detection based. In prevention based approaches is 

having a centralized key management infrastructure. The 

detection based approaches is based on trust values, most of 

existing approaches do not separate direct and indirect 

observation at the same time. Moreover, indirect observation 

is used to reliability of nodes, which are not in the range of 

the observer node. In most of the methods of trust evaluation 

from direct observation do not differentiate data packets and 

the  control packets. The control packets are usually more 

important than data packets. By using these protocol the 

advantages are increase throughput and packet delivery ratio 

and the hop count will be in 10 to 100 and the  

disadvantages are receiver collisions, no enhanced security 

features and also increase delay and communication 

overhead. 

III. PROPOSED APPROACH 

The proposed algorithm is Hybrid dynamic secure routing 

protocol (HDSR), it overcomes the problems in the existing 

optimized link state routing protocol version2 (OLSRv2), it 

against the black hole attack and provides a secure and 

efficient routing in the network. In HDSR protocol is a 

hybrid routing protocol (i.e.) it contain both  proactive  and  

reactive  routing  protocol.  By combining these two routing 

protocol characteristic we can get more secure and efficient 

network .the proactive routing protocol means it maintain 

the list of destination ID and it will periodically update and 

distribute the entire network. It update in every 32ms.The 

reactive routing protocol means to find the route by the way 

of flooding the network with route request packet. 

 
Fig. 1: Activity Diagram 

In these HDSR protocol we have two components 

one is direct observation and the another one is indirect 

observation, in direct observation trust value is calculated by 

using observer node and also the  indirect observation trust 

value is calculated by using  neighbour node of the observer 

node, called as second hand information. In these scheme 

we derive the best routing path considering both trust values 

and hop count. Dijkstra algorithm is used to calculate the 

best routing pat, it consider both time and distance. By 

combining two components we can achieve more accurate 

trust value and more secured and also increase throughput 

and packet delivery ratio and reduce end to end delay and 

overhead of messages. 

IV. PERFORMANCE METRICS 

A. Throughput Performance:           

The ratio of throughput performance overall network 

performance improve network performance and packet 

delivery ratio and minimize packet delay is shown in fig 

2(i.e.) average rate at which the amount of packet is 

successfully delivered between  destination node (receiver) 

and source node (sender) in a given amount of time. 
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Fig. 2: Number of Packets Versus Time 

B. Packet Delivery Ratio: 

The packets are delivered from source to destination on their 

network. In proposed scheme packet delivery ratio is higher 

than by using OLSR shown in fig 3. It is calculated by 

dividing the number of data received by ending state 

through the quantity package originated from starting point 

on network. 

PDF = (Pr/Ps)*100 

Where Pr is total Data received & Ps is the total data 

sending on their network. 

 
Fig. 3: Delivered Packets Versus Time 

C. End-to-End delay: 

They have calculate a average number of delay on network, 

it includes all possible delay caused by buffering through 

route detection latency, queuing at the border queue, 

retransmission delay on medium access control, spread and 

move time. In proposed scheme delay is lower than by using 

OLSR in security system in network shown in fig 3.That 

time taken a data packet to be crossways an Vehicular 

network from start to ending point on the network. 

D = (Tr –Ts) 

Where Tr is receive Time and Ts is sent Time. 

 
Fig. 4: Delay Versus Number of Nodes In Network 

D. Packet Loss: 

It is defined as the number of packets dropped by the routers 

during transmission. 

PL = Ps – Pr 

Packet Loss = Total Data Packets Dropped(Pdr)   Where,   PL                

= Packet Loss 

              Ps = Total Data Packets Sent  

              Pr   =Total Data Packets Received 

V. CONCLUSION AND FUTURE WORK 

In these trust management scheme that enhances the security 

of MANET using direct observation and indirect 

observation evaluate the trust value of observed node 

dropping and modifying packets can be detected. By using 

HDSR protocol to improve attacker detection accuracy and 

also efficient network performance and reduced end to end 

delay and reduced routing overhead in MANET. In our 

future work, we will extend the proposed scheme to 

MANET with cognitive radios [8]. 
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