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Abstract— A Gene for the network packet is defined 

through the fitness function and the method to calculate the 

fitness function is explained. After giving a stress in attacks, 

an analysis is provided & finally the best policy using a 

comparator is found. The Network administrator must rely 

on process for tracking network configuration and system 

vulnerabilities, which needs lots of experience and will 

cause errors. Decision support capabilities makes balance 

between security and availability and show how best to 

apply security resources. For evolving and testing new rules 

for intrusion detection the KDD99 training and testing 

dataset were used. The main aim of the paper is threat 

detection, time optimization, performance increase in terms 

of accuracy and policy automation. 
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I. INTRODUCTION 

After finding out the drawbacks in security policy 

framework using genetic algorithm, the methods for 

tightening the policy is explained in  this paper. The KD99 

dataset consist of data which helps in policy selection with 

the help of genetic algorithm.  

The policy is selected based on the threshold value, 

such that the fitness function being calculated must be less 

than the threshold value, if greater the packets are said to be 

dangerous and are left over. The  data from the dataset are 

crossed over with the help of the algorithm, thus 

strengthening the packets before is fully used in the 

network. The concept of IDS is used in this paper, IDS 

(Intrusion Detection System). It is a one piece of the whole 

security puzzle, were lots of people use firewalls and router 

logs for IDS. The IDS approach uses information theory to 

filter the traffic data and reduce the complexity. This 

approach applied to KDD99 benchmark dataset and obtain 

high detection rate as well as low false positive rate. They 

are mostly signature based for example DOS(Denial of 

Service)attacks. There are two types of intrusion techniques: 

 External Intrusion 

 Internal Intrusion 

II. RELATED WORKS 

In the use of the genetic algorithm in network security, a 

strong network model for security function is presented . A 

gene for network packet is defined through fitness function. 

The basic attack that was explained by them was buffer 

overflow, array index out of bound etc,. The best policy 

using a comparator is found, in this comparator a stress is 

given on the attacks that were used. They implemented the 

genetic algorithm in the network with the help of real time 

dataset with a motive to detect the threats, time 

optimization, performance increase in terms of accuracy. 

Large amount of network data and big number of network 

attacks have imposed the usage of intelligent machine 

learning techniques in order to discover attacks and their 

way of functioning. Past few years have witnessed a 

growing recognition of intelligent techniques for the 

construction of efficient and reliable intrusion detection 

systems. Most of the well-known pattern recognition 

techniques, both supervised and unsupervised, and their 

combinations resulting in meta-classifiers have been used 

for intrusion detection. Some of the techniques used in the 

state-of-the-art and their results performed over KDD99Cup 

dataset. Genetic algorithm is one of the techniques that have 

recently been recognized as having potential in the intrusion 

detection field. Novelty of our approach consists in the fact 

that we have used only tree features out of 41 in order to 

describe network connection while maintaining high 

detection rates, thus providing to the system the ability to 

perform intrusion detection process rapidly, in the terms of 

both training and testing the rules for detection of intrusions, 

and the possibility of application to the high speed networks. 

Our approach exhibits similar detection and false-positive 

rate but at the same time exhibits much shorter process of 

training and thus refreshing the rule set. Frequent refreshing 

of the rule set is very important characteristic considering 

the rate of the emerging of new attacks. 

III. GENETIC ALGORITHM 

In the Information Technology field of artificial intelligence, 

a genetic algorithm is a search heuristic that mimics the 

process of natural selection. This heuristic is routinely used 

to generate useful solutions to optimizations and search 

problems. 

Genetic algorithm belong to the larger class of 

evolutionary algorithms, which generate solutions to 

optimization problems using techniques inspired by natural 

evolution such as inheritance, mutation selection & cross 

over.[1] 

A. Evaluation Function 

1) Input: 

P //Initial population 

2) Output: 

P’ //Improved population  

3) Genetic algorithm:  

repeat  

N=|P|  

P’=Ø;  

repeat 

i1, i2 = select (P);  

o1, o2 = cross (i1 , i2);  

o1 = mutate (o1);  

o2 = mutate (o2 );  

P’= P’U {o1, o2 };  

until |P’| = N; 

 P = P’;  

until termination criteria satisfied;  [1] 
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B. Crossover 

In genetic algorithm, crossover is a genetic operator used to 

vary the programming of chromosomes from one generation 

to the next, it is analogous to reproduction and biological 

crossover, upon which genetic algorithm are based. 

Crossover is the process of taking more than one 

parent solution and producing a child solution from them. 

The crossover are the methods to select the chromosomes.  

For Example: 

209.103.51.134 and 101.1.25.193 

                          ↓ 

209.103.25.193  and 101.1.51.134 

C. Mutation 

Mutation is a genetic operator used to maintain genetic 

diversity from one generation of population of chromosomes 

to the next mutation alters one or more gene values in a 

chromosome from its initial state. 

 

IV. SYSTEM ARCHITECTURE 

 

A. Generate Random Function: 

This module is used for the selection of the packets in the 

network. All the packets in the network will not be used for 

the applying of genetic algorithm. Random functions will be 

generated. 

B. Evaluation Function: 

              57 

              Outcome =    ∑    Matched * Weight(i) 

               i=1    

 ∆=    | Outcome – Suspicious level| 

 Penalty = ( ∆ *ranking )/100 

              Fitness = 1  -  Penalty 

C. Optimization: 

The optimization criteria helps us to check whether the 

packets fall within the basic criteria or it deviates, if any 

deviations occur, then the packets are again resend into the 

network after the cross over process takes place. 

D. Best Individual: 

The best packets (or) data’s are obtained after the applying 

of the genetic algorithm, the best individuals are selected 

based on the fitness value of the packets are generated. 

V. FITNESS FUNCTION 

There are many parameters that can influence the 

effectiveness of the genetic algorithm.  The evaluation 

function is one of the most important and difficult 

parameters in genetic algorithms.  First we define a formula 

to calculate whether a field of the connection matches the 

pre-classified data set. In a chromosome header fields are 

taken. The data type can be character, integer, double or an 

object. If a particular packet has been matched to a number 

of rules decided and we are calculating difference zero or 

one, then best delta value can be computed.  

            ∑                

 

   

 

Where “n” is the number of genes present in each 

chromosome. In our case gene means property that each 

network packet is to be checked for, here each network 

packet is equal to a chromosome.  

Some of the properties which might be considered 

as genes for a network event are as follows: 

(1) Source IP address. 

(2) Destination IP address 

(3) Source port number  

(4) Destination port number  

(5) Size of packet  

(6) Number of hops between the source and 

destination.  

(7) Time to Live (TTL)  

(8) Packet type  

(9) Payload  

(10) Checksum  

(11) Sequence number  

(12) 12.Degree 

Here, THREAT is taken as the fitness function. So the 

THREAT value of each event is being calculated and if it is 

above the threshold decided, then the packet is considered as 

dangerous. 

n  

THREAT_VALUE= ΣTHREATMATCH*weight(i)  

i=0 

VI. RESULT 

The efficiency of the network can be standardized in the 

presence of the genetic algorithm. 
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VII.  CONCLUSION 

The ranking and prioritization of the packets are 

implemented in this paper, which helps in the easy policy 

selection by the administrator, thus increasing the efficiency 

of the system. The implementation is done in the Java 

domain thus making the run time of the policy reduce. 

A. Future Work is as follows: 

A new model can be implemented by increasing 

the parameter modules. 
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