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Abstract— In today‟s time, Steganography is going to gain 

its significance due to the exponential increase and secret 

communication of probable computer users over the 

internet. Digital watermarking is a method of data hiding, 

which give safety of data. The method of embedding data 

along with the digital audio, images is known as digital 

watermarking.It can also be explained as the learning of 

invisible communication that typically deals with the ways 

of hiding the reality of the communicated message. In 

general, data embedding is achieved in the multimedia 

content for patent, communication, image, or text, 

authentication and also many other purposes. In the image 

Steganography, secret communication is attained to the 

message embed into the original RGB and also create a 

stego-image (created image which is carrying a unseen 

message). In this survey, we have significantly analyzed a 

variety of steganographic and watermarking techniques and 

also have covered steganography and watermarking 

overview its major types, classification, applications. 
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I. INTRODUCTION 

Digital Communication is increasing now a day. Digital 

watermarking is an embedding technique, which inserts the 

hidden information into multimedia data. The hidden 

information may be in text, image, audio or video form. 

These watermarked images transmitted over a channel, 

noise could interrupt. The watermarked image may be 

corrupted. The watermark detection process has to be robust 

from both unintentional and intentional distortions 

[1].Steganography word is originated from the Greek words 

Covered (Steganós), and Writing (Graptos) which exactly 

means “cover writing” [2]. Generally steganography is 

known as “unseen” communication. Steganography means 

to the conceal the message‟s existence in another medium 

(communication, audio,   video, image). Today‟s 

steganography methods use    multimedia objects like video, 

image, audio, etc as cover media because people often 

transmit digital images over email or share them through 

other internet communication applications. It is different 

from guarding the actual content of a message. In simple 

words, it would be like that, hiding knowledge into other 

knowledge.   

II. TRANSFORMS 

A. Discrete Wavelet Transform (DWT): 

Wavelet domain is a promising domain for watermark 

embedding. Wavelet has reference to tiny waves. Discrete 

Wavelet Transform is based on small waves of limited 

duration and varying frequency [8]. This is a frequency 

domain technique in which firstly cover image is 

transformed into the frequency domain and then its 

frequency coefficients are modified in accordance with the 

transformed coefficients of the watermark and watermarked 

image is obtained which is very much more robust. DWT 

decomposes image hierarchically, providing both frequency 

and spatial description of the image [9]. It decomposes an 

image in basically three spatial directions, i.e., horizontal, 

diagonal and vertical in result separating the image into four 

different components that is Low_Low, High_Low, 

Low_High and High_High [10]. 

 Low_Low level is the lowest resolution level, 

which consists of the approximation part of the 

cover image, 

 Rest three levels, i.e. High_Low, Low_High 

and High_High present the detailed 

information of the cover image. 

LL2 

 

HL2 

 
HL1 

LH2 HH2 

LH1 HH1 

Fig. 1: Two Level of DWT 

For the second level of decomposition any one sub-

band is selected and is further decomposed into four 

levels.The  maximum the level of decomposition, the 

maximum will be the strength of the watermarked image. At 

every level of decomposition, the magnitude of DWT 

coefficients is larger in lower bands (LL), and is smaller in 

other three bands (LH, HL, and HH). The larger magnitude 

of wavelet coefficients shows their higher significance in 

comparison with the wavelet coefficients of smaller 

magnitude [11]. HVS (Human Visual System) is more 

sensitive to the low frequency parts (the LL sub-band), so 

the watermark is preferably placed in other three sub-bands 

to retain the quality of the original image. 

B. Singular Value Decomposition (SVD): 

Singular Value Decomposition transform is a linear algebra 

transform which is used for factorization of a real or 

complex matrix with numerous applications in various fields 

of image processing [12]. As a digital image can be 

represented in a matrix form with its entries giving the 

intensity value of each pixel in the image, SVD of an image 

M with dimensions m x m is given by: M = USVT Where, 

U and V are orthogonal matrices and S known as the 

singular matrix is a diagonal matrix carrying non-negative 

singular values of matrix M. The columns of U and V are 

called left and right singular vectors of M, in that order. 

They mainly specify the geometry details of the real image. 

Left singular matrix, i.e., U represents the horizontal details 

and right singular matrix, i.e., V represents the vertical 

details of the real image. The diagonal values of matrix S 

are set in decreasing order which signifies that importance 
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of the entries is decreasing from first singular value for the 

last one, this feature is employed in SVD based compression 

techniques. There are two main properties of SVD to 

employ in digital watermarking techniques [13]: 

1) Small variations in singular values does not affect 

the quality of image and, 

2) Singular values of an image have high stability so; 

they do not change after various attacks. 

C. Least Significant Bit (LSB): 

This method is most commonly used for hiding data. In this 

method the embedding is done by replacing the least 

significant bits of image pixels with the bits of secret data. 

The image obtained after embedding is almost similar to the 

original image because the change in the LSB of image 

pixel does not bring too much difference in the image.  

D. RSA: 

The RSA algorithm uses two keys, d and e, which work in 

pairs, for decryption and encryption, respectively. A 

plaintext message P is encrypted cipher text C by  

C =P
e
 mod n 

The plaintext is recovered by  

P = C
d
 mod n  

E. Hybrid DWT-SVD: 

Hybrid technique is a fusion of the two techniques. Here, 

DWT and SVD are used mutually to get better quality of the 

watermarking. The benefits of these techniques are 

employed in this. DWT and SVD are novel approaches used 

for watermarking so their fusion makes a very attractive 

watermarking technique. 

 
Fig. 2: LSB Coding Example 

III. APPLICATIONS OF DIGITAL WATERMARKING 

In this section we present the review of some common 

applications before discussing watermarking algorithms. 

A. Broadcasting Monitoring: 

This kind of the monitoring is to confirm whether the 

content was supposed to the broadcasted on TV or not, and 

offer safety for products like news for illegal transmission. 

Watermarking can also be used in broadcast monitoring 

[15], [16] and [14]. For example, Commercial applications  

could be monitored through their watermarks to confirm 

count and timing. 

B. Owner Identification:  

The conventional form of intellectual ownership 

confirmation is a visual mark. But, nowadays, this is easily 

overcome by the use of software that modifies images. An 

example is images with a patent registration symbol © 

which have this mark removed by specialized software. In 

this case unseen watermarks are used in order to overcome 

the problem. 

C.  Fingerprinting: 

The concept of fingerprinting is similar to provide any 

product a serial number.  A watermarked object holds 

knowing about the owner permissions. Various fingerprints 

can be hosted in the similar image since the object could 

belong to various users [16], [14]. 

D. Publication Monitoring and Copy Control: 

The watermark holds owner document  and identifies the 

corresponding amount of copies allowed. This presupposes 

hardware and software able to the update the watermark at 

all use [16]. It also permits copy tracking of unauthorized 

distribution since owner document is recorded in the 

watermark. 

E. Image and Content Authentication:  

The objective of this application is to detect modification to 

data. The characteristics of the image, such as its edges, are 

inserted and compared with the current images for 

differences. A solution to this problem could be borrowed 

from cryptography, where digital signature has been studied 

as a message authentication method. Digital signature 

essentially represents some kind of summary of the content. 

If any part of the content is modified, its summery, the 

signature, will change making it possible to detect that some 

kind of tampering has taken place. One example of digital 

signature technology being used for image authentication is 

the trustworthy digital camera [17]. 

F. Tamper Detection: 

 Fragile watermarks are used for tamper detection. If the 

watermark is destroyed or degraded, it indicates presence of 

tampering and hence digital content cannot be trusted [18]. 

G. Copyright Protection: 

Watermarking principally applies to the copyright defense. 

The goal is to evade other parties from claiming the 

copyright by embedding the knowledge that recognizes the 

copyright owner of the digital media. The application must 

create certain that embedded watermark cannot be removed 

without producing a noteworthy deformation in digital 

media though maintaining a high level of robustness. It is 

important to the considered further necessities in addition to 

the robustness. For instance, the watermark must ably 

determine rightful ownership if other parties embed 

additional watermarks and also explicit in nature. When a 

new work is produced, copyright information can be 

inserted as a watermark. In case of dispute of ownership, 

this watermark can provide evidence. 
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IV. LITERATURE REVIEW 

Manu Devi, this paper presented an improved LSB (least 

Significant bit) based Steganography technique for better 

information security of hiding secret statistics in 

descriptions. There is a huge range of steganography 

methods having some complex issues than others and all of 

them have corresponding strong and weak topics. It 

confirms that the eavesdroppers will not have any mistrust 

that memo bits are hidden in the image and normal 

steganography detection procedures can not evaluation the 

length of the secret message appropriately. In this paper, it 

presented improved Steganalysis methods, based on the 

most consistent detectors of thinly-spread LSB 

steganography currently known, concentrating on the case 

when grayscale Bitmaps are cast-off as cover images. [3] 

Er. Sanjeev Kumar,in this paper “Digital Image 

Authentication System Based on Digital Watermarking” .In 

this paper, it is utilizing additive approach for watermark 

embedding and extraction algorithm and proposed algorithm 

utilize the multiplicative approach also he embeds 

watermark in one sub-band i.e. approximation sub-band and 

proposed algorithm utilize all four sub-bands for watermark 

embedding.Proposed watermarking algorithm uses 

Multiplicative embedding rules for watermark embedding, 

invisible and non blind watermarking algorithm. This 

algorithm is applicable for color images by which you can 

easily embed and extract the watermark. [4] 

Zohreh Fouroozesh,In this paper, it studied and 

analyzed the LSB matching revisited (LSBMR) algorithm 

and the edge adaptive image steganography based on 

LSBMR. It conducts several experiments on these 

algorithms on a set of 200 images and it shows that an 

improvement can be made by using some image processing 

technique called Sobel edge detection tofind edges of the 

images that can hold the secret information. It showed that 

the proposed technique can improve the quality of 

thesteganography images where sharper edges are used for 

lowcapacity rate. [5] 

Yatindrapathak, In this work first it encrypts the 

watermark image using a random key.In a DWT based 

technique, the Discrete Wavelet Transform coefficients are 

altered with the document  that delineate the watermark. In 

this article, it presents a joint two label SVD (Singular Value 

Decomposition) based method and Discrete Wavelet 

Transform.. Alteration in each frequency allow the growth 

of a watermarking method that is robust to numerous 

attacks. [6] 

Mr. GangadharTiwari, in this paper presents a 

novel steganographic method for protecting data 

communication based which is based on the Public Key 

Digital Image steganography by joining public key 

cryptography with Digital Image Steganography. The 

planned structure employs an RSA algorithm with 1024 bits 

key size of the protecting encryption of the data before 

inserting it into the cover image and F5 steganographic 

method to hide the encrypted message inside the cover 

image imperceptibly. Experimental results suggest that the 

hidden image and cover images are perceptually similar. [7] 

In [20] the authors have suggested an adaptive least 

significant bit spatial domain embedding technique. This 

technique distributes into the image pixel ranges (0-255) and 

creates a stego-key. This private stego-key has 5 different 

gray level range of the image and each range indicates to 

substitute a fixed number of bits to embed in the least 

significant image bits. The strength of the suggested 

technique is its integrity of secret hidden knowledge in 

stego-image and high hidden capacity. The drawback is to 

hide additional bits of signature with hidden message for its 

integrity purpose. It also suggested a technique for color 

image just to change the blue channel with this structure for 

the purpose of the hiding knowledge. This technique is 

targeted to achieve high hidden capacity, plus the safety of 

hidden message. 

Yang et al., in [21] suggested an adaptive LSB 

substitution based hiding of the data for image purpose. To 

achieve well visual feature of hidden-image, it takes care of 

the noise perceptive area for embedding. The proposed 

technique differentiate and take advantage of the usual 

texture and edges area for the embedding. This technique 

examines the texture masking, edges and brightness of the 

cover image to calculate the no. of k-bit LSB for protecting 

information  embedding. The value of k is elevated in non-

sensitive figure region and over receptive image area k value 

remain small to balance overall image quality of image. The 

LSB‟s (k) for embedding is evaluated using the high-order 

bits of the image. It also uses the pixel adjustment method 

for better stego-image visual quality through LSB 

substitution technique. The common outcome displays a 

good high hidden capacity, but the database for 

experimental outcomes are limited; there is not a single 

image which has many edges with a  noise region like 

„Baboon.tif‟. 

Madhu et al., in [19] suggested an image 

steganography technique, based on LSB substitution and 

selection of the random pixel of required area of the image. 

This method is targeted to improve the safety where PIN is 

added by LSB of pixels. It generates the random numbers 

and selects the region of interest where protected message 

has to be hidden. The strength of the technique is its safety 

of hidden message in stego-image, but is not considering 

any kind of perceptual transparency. 

V. STEGANOGRAPHY TECHNIQUES 

Domain Technique Advantages 
Disadvantages 

 

Spatial 
Adaptive LSB 

 

Reliability of secret Hidden data 

with High Capacity 

Hide added bits Of image with a hide 

message 

 

Spatial 

Texture, Brightness And Edge 

Based Adaptive 

LSB 

High secreted capacity With the 

consider Of good visual quality 

 

Experimental outcomes are limited 

 

Spatial 
PVD (On Edges) With 

Adaptive LSB (Smooth) 

High hidden capacity with 

considering of good visual 

Computational Complex 
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 quality 

 

Spatial 

Hybrid (Canny + Fuzzy) Edge 

Detection With LSB 

 

High PSNR with high hidden 

capacity 

 

Limited dataset With ideal images And 

extensive edge based images may fail 

 

Transform 
DCT Coefficient Based 

 

High PSNR 

 

Noticeable artifact Of hidden data 

 

Transform 

DWT Coefficient Permuted 

And Embedding In Spatial 

Domain 

 

Integrity Of Hidden Data In 

Stego-Image 

 

Computationally Complex 

 

Transform 

Secret Bits Plus Bit-Depth 

Embedded Into Coded-Block 

 

Useful For Binary Image 

 

Not For Color Image Support 

 

Table 2: Comparison between Its Techniques 

VI. PROPOSED ALGORITHM 

A. Embedding Algorithm: 

In this base approach first we take an Image i.e RGB 

coloured image and after the selection of image we take the 

the text which is to be hidden and after selecting the secret 

message ,we Encrypt the whole text using RSA Algorithm 

in which we obtain the keys. Now after encrypting the 

communication we then proceed to embed the secret 

message in the original image using LSB insertion techinue 

in which our message got robust secured. 

Thus a final stego image i.e cover image is formed. 

Now we choose a watermark image giving our data 

double secured ,in which we again embedd the techinues so 

called DWT and SVD so protecting the total data and 

maintaining highly robust structure. 

B. Extracting Algorithm: 

In this extracting process we do the inverse procedure in 

which we apply IDWT to the DWT TRANSFORMED 

IMAGE and applying SVD ,so getting the  watermarked 

image, then finally applying RSA decrypting algorithm in 

which finally our text is extracted from it so getting the 

secured text from the image. 

Final we calculate the values of PSNR and MSE 

values in which we get the PSNR VALUE as a good value 

and the error value as least as possible. 

VII. CONCLUSION 

This paper gave an overview of different steganographic and 

watermarking methods with its main types and classification 

of steganography and watermarking which have been 

proposed in the literature throughout the last few years. We 

have critical analyzed several proposed methods which 

display that the image quality of the image is corrupted 

when secreted data improved up to certain limit by the 

proposed method LSB-RSA-DWT-SVD. And many of them 

embedding methods can be broken down or shows warning 

of alteration of picture by cautious analysis of the statistical 

properties of noise or perceptually analysis. 
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