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Abstract— Number of resources are invested by 

organizations in securing information from intruders. In case 

of an intrusion, without a reliable data recovery system the 

company will face losses. The existing technologies only 

detect anomalous behaviors in databases created by users. 

However, conventional security mechanisms are not 

designed to recover the original information that has been 

altered. This paper shows an approach to detect an intrusion 

and also provides a novel solution for recovery of data along 

with forensic analysis. 
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I. INTRODUCTION 

Data is the heart of an organization. Data security is a major 

problem for any company that has valuable information to 

protect, and that means most companies these days. 

Databases if repeatedly invaded by intruders, will poses a 

risk to their security. These intruders could be the 

employees working in the companies. Employees are given 

access to the data by organizations beyond the scope of what 

is needed by them to do their jobs.It is important to take 

measures to secure information properly for company’s own 

liability. Various techniques have been developed over the 

years that carry out tamper detection in databases. 

An approach put forth by Yi Hu et al
[1]

 uses essential data 

dependencies, namely, multi-dimensional and multi-level 

data dependencies, for identifying anomalous database 

transactions. 

We have proposed a system in which it not just 

detects intrusion but also identifies the ID of the intruder, 

the date and time when the intrusion took place, the data 

which was modified and in the end, it also restores the 

original data in the database. This is achieved with the help 

of log mining.With every new entry in the database, a new 

log file is created. These log files are unalterable as long as 

the server is on. The extraction of information from log files 

is termed as ‘Log Mining’. Whenever an intrusion is 

detected, the altered data is compared with the data present 

in the unalterable log files. If the data in log file and the 

database do not match then the original data is restored. This 

restoration of data takes place using a vector table. A vector 

table is an array whose principle objective is to store the 

primary key of the records stored in the database. The 

primary key in the vector table is compared with the primary 

key in the database and if they match then all the fields 

related to that primary key in the database are compared 

with the respective fields in the log file. If these fields do not 

match then the respective primary key along with the altered 

fields are stored in another array called ‘Transaction 

Database Vector Table(TDVT)’. The altered fields are 

checked in TDVT and then using the log files, the original 

data is restored in the database. The date and time of 

intrusion, the intruder (user name or ID) are detected. An 

auto mail is generated and sent to the owner regarding the 

intrusion and its details. The details of the intrusion and the 

intruder are stated under ‘Forensic Analysis’. 

II. LITERATURE SURVEY 

A. Anomalous SQL Query Structures: 

A framework was developed on misuse and anomaly 

detection techniques to detect SQL injection attack by 

Bandhakavi
[2]

. The main idea of creating this framework 

was to make a profile for legitimate database behavior 

extracted from applying association rules on XML file 

containing queries submitted from application to the 

database. The second step in the detection process focuses 

on reducing false positive alarms by comparing the query 

structure which is under observation with the legitimate 

queries stored in the XML file. 

B. DEMIDS: 

A misuse detection system called DEMIDS (which is 

tailored to relational database systems) was created by 

Christina Yip Chung, Michael Gertz, Karl Levitt
[5]. 

Audit 

Logs were used by DEMIDS to derive profiled that 

described the typical behaviour of users working with the 

database System. If any inside abuse takes place, the profiles 

computed can be used to detect misuse behavior. 

Furthermore, the profiles could be a valuable tool for 

security re-engineering of an organization by helping the 

security officers to define/refine security policies and to 

verify existing security policies, if there are any. 

Essential to the presented approach is that the 

access          patterns of users typically form some working 

scopes which comprise sets of attributes that are usually 

referenced together with some values. DEMIDS considers 

domain knowledge about the data structures and semantics 

encoded in a given database schema through the notion of 

distance measure.Distance measures are used to guide the 

search for frequent item sets describing the working scopes 

of users. In DEMIDS, such frequent item sets are computed 

efficiently from audit logs using the database system's data 

management and query processing features. 

C. Weighted Sequence Mining Approach: 

A new approach for intrusion detection using data mining 

technique was proposed by Abhinav Srivastava, Shamik 

Sural and A. K.  Majumdar
[4] 

in which the sensitivity of the 

attributes is considered in the form of weights. In order to 

track the malicious modifications, the sensitivity of the 

attributes is found, as it signifies how important the attribute 

is. This particular approach mines the dependency among 

the attributes in a database. Malicious transactions are 

recognized when the transactions do not follow these 

dependencies. The sensitivity of the attributes could be 

represented by extending the existing E-R model notations. 
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III. OUR SYSTEM  

We have proposed a system in which it not just detects 

intrusion but also identifies the intruder, the time when the 

intrusion took place, the data which was modified and in the 

end, it also restores the original data in the database. This is 

achieved with the help of log mining. 

A. Transaction Data Set Vector:  

When the database is created, unalterable log 

files are generated which consists of all the data present in 

the database.  Basically, log files are a copy of database. 

After the creation of log files, the log file path is drawn from 

where the log files are stored. A temporary file is created 

which stores the contents of the log files. Then the contents 

of the temporary file are read and the data set of the desired 

transactions is specified in a vector. 

B. Intrusion Detection: 

Whenever an intrusion is detected, the altered data is 

compared with the data present in the unalterable log files. If 

the data in log file and the database do not match then the 

original data is restored. This restoration of data takes place 

using a vector called Intrusion Vector (IV). A vector is an 

array whose principle objective is to store the primary key 

of the records stored in the database. The primary key in the 

vector is compared with the primary key in the database and 

if they match then all the fields related to that primary key in 

the database are compared with the respective fields in the 

log file. If these fields do not match then the respective 

primary key along with the altered fields are stored in 

another array called ‘Transaction Data Set Vector (TDSV)’. 

The altered fields are checked in TDSV and then using the 

log files, the original data is restored in the database. 

C. Forensic Analysis: 

The date and time of intrusion, the intruder (user name) are 

detected. All the altered fields are detected and restored. A 

report file is generated in .txt format and an automated email 

is send. 

D. Algorithm: 

A transaction table T = {T1, T2, ......... Tn} contains all the 

transaction details of the users. After every transaction Tn+1 

the log file is refreshed. Let us consider that employee does 

intrusion on any transaction Ti. 

To detect this intrusion: 

1) We trace the latest log file Ln. 

2) The contents from Ln are copied to a text file 

referred as Transaction Data Set Vector (TDSV). 

3) Each transaction is stored as object of TDSV. 

4) TDSV = {A1, A2, ...... An}. 

5) The database is read and the content are stored 

Master Object Vector which is object of Master 

Data Set Vector. 

6) MDSV = {B1, B2, ...... Bn}. 

7) The primary key i.e. Transaction ID is compared 

from MDSV and TDSV. 

8) When Ai = Bi.  All the fields of the transactions are 

compared 

If (all_fields_match) 

If begins 

No Intrusion; 

If Ends 

Else 

Else begins 

If (changes_made_by_admin) 

If begins 

Valid changes; No Intrusion; 

If Ends 

Else 

Else Begins 

Intrusion happened in Ti; 

Recover Ti using data from TDSV; 

Else ends 

Else Ends 

9) Create a text Report of intrusion in Ti. 

10) Store the details of intrusion in database and mail 

those to the data owner. 

For example: Consider a transaction id ‘tidoms#2’ 

which is the primary key (we have assumed that the primary 

key cannot be altered). Now, similar to the transaction id, let 

tname be ‘Harry’; taddressbe ‘Gryffindor common room, 

Hogwarts’;  tContactNo be‘+11400768934’; temailid 

Harrypotter@gmail.com’, etc. Number of other details of 

the customer is stored in the database. After the details of 

the customer are stored in the database; they could be 

altered by the intruder like the employees working the 

company. The information stored could be tampered, for 

example, the tname is changed from Harry to ‘Harwinder’ 

or tContactNo is changed to ‘+11567849000’. This would 

cause a huge loss to the company and hence, intrusion 

should be detected.The original information is stored in the 

log files. The necessary information like the tid, tname, 

taddress, etc are extracted from the log file and stored in a 

text file. Then the original fields of each record from the text 

file are compared with the fields of every record in the 

Master Database Vector. In the above case, every field of 

record of tid ‘tidoms#2’ from the text file and the Master 

Database Vector is compared. If all the fields of the record 

tidoms#2 match then, no intrusion has taken place. But since 

there has been a change in the tname/ tContactNo, the 

system would detect intrusion and would immediately begin 

the process of recovery of original information. In recovery 

of original information, the tampered field of that particular 

record (tidoms#2) from the Master Database Vector is 

replaced by the original information from the text file. 

Hence, tname/tContactNo is again ‘Harry’/‘+11400768934’. 

In the end, a report of an intrusion is mailed to the owner or 

the one in charge of the database. 

IV. SYSTEM REQUIREMENT DETAILS  

This section will contain the entire software requirement to a 

level of details sufficient to enable designers to design a 

system to satisfy those requirements, and the testers to test 

that the system satisfies those requirements. 

A. User Environment:  

The application will be used on computer based on 

Windows Operating System. Platform used will be Java, 

Where we used JDK1.6 as developing Environment. Front 

end is the JSP pages Designed in Dream Weaver 8.0 and 

backend is My SQL 5.0.22 Database.  SQL jar are the 

External API that we used in our Development Cycle. 
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B. Operating Environment: 

Our System Supports Windows Xp, Windows 7 with a Dual 

Core Processor of 2.2 GHZ, Database: SQL 

C. Software Requirement: 

We have used a JAVA platform and MySQL for database 

and Apache Tomcat Server to obtain the results. 

D. Data Set: 

In our project, we have used the database of mobile shoppe. 

This database will store all the information about the clients 

and all their purchases on our website. The database 

includes information like personal details of the client. 

Alongwith this, the investigator database is used which 

stores updated information and report about intrusion. 

V. RESULTS AND DISCUSSIONS 

To show the effectiveness of proposed system some 

experiments are conducted on java based windows machine 

using apache tomcat as webserver. To measure the 

performance of the system we set the bench mark by 

detection accuracy of the identified intrusion for number of 

transactions in the web system. 

To determine the performance of the system, we 

examined how many relevant intrusions are detected base on 

the log mining approach. To measure this, precision and 

recall are considered as the best measuring techniques. So 

precision can be defined as the ratio of the number of 

relevant detected intrusions to the total number of irrelevant 

and relevant intrusions detected. It is usually expressed as a 

percentage. This gives the information about the relative 

effectiveness of the system. Whereas Recall is the ratio of 

the number of relevant intrusions detected to the total 

number of irrelevant intrusions detected. It is usually 

expressed as a percentage. This gives the information about 

the absolute accuracy of the system. The advantage of 

having the two for measures like precision and recall is that 

one is more important than the other in many circumstances. 

For more clarity let we assign: 

 A = The number of relevant intrusions detected 

 B = The number of relevant intrusions are not 

identified, and 

 C = The number of irrelevant intrusions are 

identified. 

So, Precision = (A/ (A+ C))*100 

And Recall = (A/ (A+ B))*100 

 
Fig. 1: Average Precision of the Proposed Approach 

In Fig. 1, we observe that the tendency of average 

precision for the intrusions are identified is high compared 

to other systems. 

 
Fig. 2: Average Recall of the Proposed Approach 

Fig. 2, we observe that the tendency of average 

Recall for the intrusions are identified is high compared to 

other system. So this shows that our proposed system is 

achieving high accuracy than any other method. 

VI. CONCLUSION 

An approach for detection of malicious database 

transactions and restoration of original data back into the 

database has been presented in this paper. The system is also 

capable of finding the intruder.  We have used Mobile 

Shoppe dataset to obtain the results. However we can use 

this system on any other dataset. 

As a part of future work, by providing time stamp, 

log mining approach can be more enriched for advanced 

mining of numerous applications in a given instance. 
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