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Abstract— A navigation scheme that utilizes the online road 

information collected by a vehicular adhoc network 

(VANET) to guide the drivers to desired destinations in a 

real-time and VANET-Based Secure and Privacy-Preserving 

Navigation scheme has the advantage of using real-time 

road conditions to compute a better route and the 

information source must be properly authenticated. To 

protect the privacy of the route, the driver who receives the 

data are guaranteed to be unknown to any party including 

the trusted authority.  In addition to authentication and 

privacy preserving, anonymous credential scheme fulfills all 

security requirements. This scheme is effective in terms of 

processing delay and providing routes of much shorter 

traveling time.  
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I. INTRODUCTION 

The drawbacks are quite obvious. With the  

introduction of Global  Positioning System  (GPS)  [1], 

GPS-based navigation  systems  become popular, for 

example, [2]. In such a system, a small hardware device 

is installed on a vehicle. By receiving GPS signals,  the 

device  can determine its current location  and  then  find  

the geographically shortest route to a certain  

destination based on  a  local  map   database. 

However, the route   searching procedure of these 

systems is based on a local map database and  real-time 

road  conditions are not taken  into account. 

To learn  about  real-time road  conditions, a 

driver needs another system known as Traffic Message  

Channel (TMC) [3],  which   has  been  adopted in  a  

number of  developed countries. TMC makes  use of 

FM radio  data  system to broadcast  real-time  traffic   

and   weather  information to drivers. Special 

equipment is required to decode or to filter the 

information received. However, only  special  road 

conditions (e.g., severe  traffic accident) are 

broadcasted and a driver cannot  obtain  information 

like the general fluency of a road  from  TMC. Recently,  

vehicular ad  hoc  network (VANET)  becomes 

increasingly popular in many  countries. It is an 

important element of the Intelligent Transportation 

Systems  (ITSs) [4]. In a typical  VANET, each vehicle  is 

assumed to have an on- board   unit   (OBU)  and   there   

are   road-side  units   (RSU) installed along   the  roads.   

A  trusted authority (TA)  and maybe  some  other  

application servers are  installed in  the back  end.   The  

OBUs  and   RSUs  communicate using the Dedicated 

Short  Range  Communications (DSRC) protocol [5] 

over  the  wireless channel while  the  RSUs, TA, and the 

application servers  communicate  using  a  secure   

fixed network  (e.g.,  the   Internet).  The  basic   

application  of  a VANET  is  to  allow  arbitrary 

vehicles  to  broadcast safety messages  (e.g.,  vehicle   

speed, turning  direction,  traffic accident information) 

to other nearby vehicles  (denoted as vehicle-vehicle or 

V2V communications) and  to RSU (denoted as vehicle 

infrastructure or V2I communications) regularly such 

that other  vehicles  may adjust  their traveling routes  

and  RSUs may  inform  the  traffic  control  center  to 

adjust  traffic lights  for avoiding possible  traffic 

congestion. As  such,  a  VANET  can  also  be  

interpreted as  a  sensor network because   the  traffic  

control  center  or  some  other central  servers can 

collect  lots  of useful  information about road  

conditions from  vehicles.  It is natural to investigate 

how t o   utilize   the  collected   real-time road   

conditions  to provide useful  applications. 

In this paper, we  propose a new  application 

VANET based   secure   and   privacy-preserving  

navigation  (VSPN), which  makes  use  of the  collected  

data  to provide navigation  service  to  drivers. Based  on  

the  destination and  the current location  of the  driver (the  

query),  the  system can automatically  search   for   a  route   

that   yields   minimum traveling delay  in  a  distributed 

manner using   the  online information of the  road  

condition. In  addition of driving guidance, the  navigation 

results can also be used  for other purposes. For example, a 

recent  work  [6] proposed to use the   returned  routes   for  

opportunistically  routing  multi- media  information such   

as  images   and   videos   about   a desired scene  to 

vehicles. Like other communication networks, security 

issues have been widely addressed in VANETs. Any 

navigation scheme must also satisfy these security 

requirements. First, whether or not  the  service   is  free,  

subscription to  the  service   is usually required.  A  user   

(note  that   because   the  user   is usually the driver and  it 

is associated with  the vehicle,  we use these terms 

interchangeably  throughout the paper) must be  

authenticated to  ensure he  is a valid  subscriber. Messages 

sent  in  the  system must   be  authenticated and signed to 

make sure that they were not modified by anyone. On   the   

other   hand,  because   a   vehicle’s   OBU will continuously  

communicate with   RSUs,  the  driving habit of  a  driver as  

well  as  the  traveling routes   can  be  easily analyzed. So, 

privacy protection is another basic requirement in VANETs.  

One common approach to resolve  this possible  privacy 

leakage  is to use a different authenticable, but unrelated 

pseudo identity to  communicate  with   a different  RSU.  

Thus,   collecting   all  messages between  a vehicle  and  all 

RSUs cannot  link  the  messages together to reconstruct the  

driving routes  or analyze the  driving habit of a driver. 

However, To protect the system, for example, if a subscriber 

launches  a  denial-of-service  attack  to  the system by  

sending out  many   messages to  an  RSU  in  a short  

period of time, the system administrator should be 

able  to  trace  that  user  and  to  block its  further access 

to protect the  system. Therefore, though pseudo  
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identity is used,  a trusted party (e.g., TA) should be 

able  to obtain  a user’s  real  identity if necessary. In  

other  words, the  real identity of a vehicle  should be 

kept  anonymous from  other vehicles  as well  as RSUs 

and  anyone (including all RSUs) cannot reveal  the  real  

identify of  a  vehicle  by  analyzing multiple messages 

sent by it. But the authorized party (TA) is able to 

retrieve the real  identity of the  sender if needed based  

on its pseudo identity. For a VANET-based 

navigation system, we need additional security and 

privacy requirements that make   the problem 

nontrivial. In a basic VANET system, the trusted 

authority has the p o w e r  to  reveal   the  real  identity 

of  a vehicle. If the navigation system is not carefully 

designed, it means that the real identity of a driver and  

the query  issued by him can be easily linked  up and  

analyzed. While we still want  the TA to have the 

authority to reveal  the real identity based  on a pseudo 

identity, we want  to ensure that  the TA does  not know  

where the driver wants to go. Basic confidentiality is 

another important factor in our scheme. First, a driver 

may not wa n t    vehicles   nearby to know his/her 

destination by eavesdropping his/her query issued. 

Second, when the system sends the navigation result 

back to him/her, we do not want  nonsubscribers 

nearby to enjoy free navigation service  in case it is 

going  to the same destination, to protect the profit of 

the operator if the service is a charged item. Moreover, 

because  navigation involves the  information (including 

locations  and  road  conditions) provided  by   more   than   

one   RSU  and   RSUs  are   left unattended at roadsides 

most  of the time,  proper authentication  of this  information 

becomes  critical.  Moreover, the authentication must   

be efficient, otherwise, the querying duration will be 

unacceptably long. To summarize, our  VSPN scheme  

adopts some  security primitives in  a  nontrivial way  

to  provide the  following security features: 1) When  

using  the  navigation service,  a vehicle  can be properly 

authenticated. Privacy  is preserved using  the  idea  of 

pseudo identity. At  the  same  time,  the vehicle’s  real 

identity can be traced  if necessary. 2) Navigation  

queries and results are  protected to  preserve  users 

Confidentiality and operator’s profit. On the other hand, 

one’s real identity and navigation query  are completely 

delinked using   the  idea   of  anonymous  credential. 

3)  Information provided by  RSUs  can  be  properly 

authenticated in  an efficient way. We provide a 

security analysis and  a simulation study to evaluate 

our  scheme.  Through the simulation, we find that a  

query   can  be  completed(fulfilling all security 

requirements)  in a reasonable amount of time. Also our 

scheme  can lead to a savings of up to 55 percent in 

traveling time when compared with  offline  route  

searching approaches that  do not  take   into   account  

the  real  road   conditions. Finally, through a partial 

implementation, we show  that  batch verification of 

signatures in  RSUs  is  not  desirable in  our scheme  as 

opposed to what  was suggested in works  like [7].  

Related work 

The idea of real-time navigation using  VANET 

is not totally new.  A similar  scheme  is proposed in  a 

recent  work  [8]. However, there  are  a number of 

differences between their scheme  and  ours.  First, their  

scheme  is of a small  scale that covers a car park, while 

ours is large scale to cover the whole city  and   beyond. 

Second,   in  their   scheme   a  car  park   is monitored by 

three RSUs that take up the roles of determining a 

vehicle’s location, searching for a vacant parking space, 

and  providing navigation service  to guide  the vehicle  

to go from the car park  entrance to the selected  

parking space.  In our  scheme,  the  road  system in the  

city is monitored by a large  number of RSUs that  take 

up  the navigation task in a distributed manner. Third, 

in termsof security functions, their  scheme  assumes 

RSUs to be fully trusted. This makes sense because the 

three RSUs are installed indoors and can be monitored 

by security guards. However, such an assumption is no 

longer  valid  in our  outdoor setting.  It is impossible to 

have security guards monitor all RSUs across the city. 

Thus, unlike  their scheme,  authentication of RSUs 

becomes  a vital component in ours. Fourth,  our scheme 

allows one’s identity and  navigation query  to be 

delinked. This  feature is only interesting for  wide   

area  navigation like  ours.  Thus,  the scheme 

provided in [8] cannot be used to solve the navigation 

problem discussed in this  paper. Besides,  an 

application of real-time navigation is proposed in 

another recent  work  [6]. In addition to driving 

guidance, the returned routes  are used for 

opportunistically routing multimedia information 

such as images  and  videos  of a desired scene to 

vehicles. 

Our scheme is based on the idea of 

indistinguishable (anonymous) credential. Such a 

credential system  was introduced by  Chaum [9].  The  

system allows   a  user   to obtain a credential from one 

organization and later show the possession of the  

credential to another organization, while the  

transactions at  the  two  organizations are  not  

linkable. The  idea  of  anonymous  credential has  been  

adopted  in different applications. For example, [10] 

proposes a credential based  privacy preserving   e-

learning  system  under which  a student can  show  

his/her  progress in  e-learning without leaking  

his/her identity information. In fact, VANET security 

is a hot research topic.  Security issues  and  challenges 

of VANETs have recently been summarized  by  

Samara   et  al.  [11].  As  early   as  2007,  a scheme   

called   AMOEBA  [12]  was   proposed  to  provide 

location   privacy based   on  the  concept   of  vehicle   

group navigation. In 2008, a number of works 

including [7], [13], and [14] were   published to address 

different security issues in VANETs.  In [7], a batch 

verification scheme known as IBV was proposed for an 

RSU to verif a large number of signatures a t    the   same   

time   using   only   three   pairing operations. The 

scheme relies on a tamper-proof device to store an 

unchangeable master secret key. However, it can be 

expected that  such  a tamper-proof device  will  be 

compromised  eventually (e.g., Infineon Trusted 

Platform Modules (TPMs)  were  compromised a  few  

months ago  [15]). And once  one  tamper-proof device  

is compromised, the  whole system will  be 

compromised. Thus,  in our  VSPN  scheme, we enable  
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the master secret key to be updated regularly via 

RSUs, yet the RSUs still have  no knowledge of it by 

means of  the  property of  proxy  re-encryption. In 

[13], an RSU- aided intervehicle communications 

scheme w a s  proposed. A vehicle relies on an RSU to 

verify the signature of another vehicle.   In [ 14],  group  

communications in  VANETs   are considered and  a 

group key update protocol was proposed. In  2009, 

some  security and  privacy-enhancing 

communications schemes were  proposed in [16]. Of 

particular interest,  a  group  communications 

protocol was  defined. After  a  simple   handshaking 

with   any  RSU,  a  group  of known  vehicles   can   

verify   the   signature  of  each   other without any  

further support from  RSUs. A common group secret  

is also developed for secure  communications among 

group members. In  the  same  year,  a strategy was  

formulated   for  pseudonym update to  sustain 

privacy when  a vehicle is being observed by an 

adversary who has different capabilities [17]. Results 

show that by adopting the pseudonym update 

strategy, the pr ivacy of a vehicle c a n  be maximized. 

Recently i n  2011, two more r e l a t e d  works [18] and   

[19] were   published.  In [ 18], an e f f i c i e n t    self- 

generated pseudonym mechanism based on Identity-

Based Encryption (IBE) was proposed for protecting 

drivers’ privacy. In [19], an efficient social-tier-

assisted packet forwarding protocol STAP for 

achieving receiver-location privacy p rese rva t ion  

i n    VANETs   was   proposed.  The authors  

proposed  to  deploy  storage-rich RSUs  at  social 

spots  and  let  them  form  a virtual social  tier.  In this  

way, without knowing the  receiver’s  exact location,  a 

packet  for him/her can  first  be  forwarded and  

disseminated in  the social  tier  concerned. Once the 

receiver v i s i t s  one of social spots   at   a l a t e r    time,   

he/she can   receive   the   packet successfully. 

II. EXISTING SYSTEM 

VANET is a subtype of the MANET. The mobile nodes are 

all vehicles equipped with an On-Board Unit (OBU) that 

enable them to send and to receive messages to the other 

nodes in the network. In addition to communication among 

the vehicles. VANET based secure and privacy-preserving 

navigation (VSPN), which makes use of the collected data 

to provide navigation service to drivers. Based on the 

destination and the current location of the driver (the query), 

the system can automatically search for a route that yields 

minimum traveling delay in a distributed manner using the 

online information of the road condition. In addition of 

driving guidance, the navigation results can also be used for 

other purposes. The concept of indistinguishable 

(anonymous) credential is introduced in existing system. In 

this scheme, make use of the properties of proxy re-

encryption to let RSUs re-encrypt the most updated master 

secret s to vehicles, while at the same time the RSUs do not 

know the value of s. A proxy re-encryption scheme is 

similar to a traditional symmetric or asymmetric encryption 

scheme with the addition of a delegation function. 

A. Dynamic Source Routing Protocol: 

DSR is a reactive routing protocol which is able to manage a 

MANET without using periodic table-update messages like 

table-driven routing protocols do. DSR was specifically 

designed for use in multi-hop wireless ad hoc networks. Ad-

hoc protocol allows the network to be completely self-

organizing and self-configuring which means that there is no 

need for an existing network infrastructure or 

administration. For restricting the bandwidth, the process to 

find a path is only executed when a path is required by a 

node (On-Demand-Routing). In DSR the sender (source, 

initiator) determines the whole path from the source to the 

destination node (Source-Routing) and deposits the 

addresses of the intermediate nodes of the route in the 

packets.  

Compared to other reactive routing protocols like 

ABR or SSA, DSR is beacon-less which means that there 

are no hello-messages used between the nodes to notify their 

neighbors about her presence.  

DSR was developed for MANETs with a small 

diameter between 5 and 10 hops and the nodes should only 

move around at a moderate speed. DSR is based on the 

Link-State-Algorithms which mean that each node is 

capable to save the best way to a destination. Also if a 

change appears in the network topology, then the whole 

network will get this information by flooding. 

III. PROPOSED SYSTEM 

In proposed system the greedy forwarding method is used. It 

based on the position based routing scheme. In this the 

neighbor nodes which is in closest to the destination is 

selected as the forwarder. Under GPSR, packets are marked 

by their originator with their destinations’ locations. As a 

result, a forwarding node can make a locally optimal, greedy 

choice in choosing a packet’s next hop. Specifically, if a 

node knows its radio neighbors’ positions, the locally 

optimal choice of next hop is the neighbor geographically 

closest to the packet’s destination. Forwarding in this regime 

follows successively closer geographic hops, until the 

destination is reached.. This greedy forwarding process 

repeats, until the packet reaches D. 

Greedy perimeter stateless routing (GPSR) is one 

of the best known position-based protocols. Compared to the 

other ad hoc networks, VANETs have unique characteristics 

due to the high nodes mobility and unreliable channel 

condition, which pose lots of challenging research issues, 

such as data dissemination, data sharing, routing protocol, 

and security issues. Most position-based routing algorithms 

base forwarding decision on location information. The 

GPSR [9] is one of the best known position-based protocols, 

and it forwards the packet to the vehicle that geographically 

closest to the destination. GPSR combined the greedy 

routing with face routing by using face routing to get out of 

the local minimum where greedy fails. It works best in a 

free open space scenario with evenly distributed nodes. 

IV. CONCLUSION 

In this scheme utilized speed data and road conditions 

collected by RSUs to guide vehicles to desired destinations 

in a distributed manner. It adopts some security primitives in 

a nontrivial way to provide a number of security features: 1) 
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Vehicles are authenticated by means of pseudo identities. 2) 

Navigation queries and results are protected from 

eavesdroppers. Besides, with the idea of anonymous 

credential, no one including TA can link up a vehicle’s 

navigation query and its identity. 3) Information provided by 

RSUs can be properly authenticated before the route is 

actually being used. Besides satisfying all security and 

privacy requirements, solution is efficient in the sense that a 

vehicle can complete the whole navigation querying process 

and receive urgent notification in a very short time. On the 

other hand, the route returned by our scheme can lead to 

savings of up to 55 percent of traveling time compared with 

the offline map data searching approach.  
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