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Abstract— Security and energy efficiency in Wireless 

Sensor Network  (WSN)   is   the   most   questing   issue   

now-a-days because  of  various  attacks  on  mobile  nodes.  

Even  though many algorithms have emerged to bring out 

security and energy efficiency, there are certain 

vulnerabilities like selfish nodes that try to save energy by 

not forwarding the packets and sleep deprivation attacks 

where an intruder overloads the target node with multiple 

requests which drains the energy of that node.  Since a low 

energy node is more prone to security attacks, the 

throughput and hence the overall performance of the system 

will be lowered. WirelessHART is an emerging secure and 

reliable communication standard that aims in maximizing  

the utilization of  wireless communication. This paper  

provides  a  summary  of  the  energy  efficiency  and 

security measures provided by WirelessHART standard for 

effective wireless communication. 
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I. INTRODUCTION 

Wireless Sensor Networks (WSNs) consist of multiple 

sensor nodes with sensing,    computation,    

andwireless communications capabilities. The main aim of 

Wireless Sensor Network  (WSN)  is  to  collect  data  from  

the  environment  [1]. Many routing, power management, 

and data dissemination protocols  have  been  specifically  

designed  for  WSNs  where energy awareness is the key 

issue. Wireless sensor networks are employed mostly in 

public and uncontrolled areas; hence the security is a major 

challenge [2]. The traditional security mechanisms are 

authentication, symmetric key and Public Key Infrastructure 

(PKI) cryptography. The major tasks of a sensor node 

include not only monitoring and measuring certain 

phenomena, but also delivering gathered data. Hence, every 

single node needs to be a wireless router apart from being 

only a simple sensing device. WSN includes many different 

types of sensors such as seismic, low sampling rate 

magnetic, thermal, visual, infrared, acoustic and radar, 

which are able to monitor a wide variety of ambient 

conditions [3]. Sensor nodes are widely used for  continuous  

sensing,  event  detection,  event  ID,  location sensing, and 

local control of actuators. WSN finds its applications in  

military,  environment,  health,  home  and  other  

commercial areas. 

II. ATTACKS IN WIRELESS SENSOR NETWORKS 

Attacks  in   WSN   are  categorized   into  two   types- 

invasive and non invasive attacks. Invasive Attack involves 

attacking a node aggressively without prior permission [4]. 

They are classified into the following types: 

An easy way to comply with IJRASET paper 

formatting requirements is to use this document as a 

template and simply type your text into it. 

A. Sybil Attack: 

Sybil attack is defined as “the attack in which a number of 

legitimate and forged identities are used to get an 

illegitimate entry into the network” [5]. Thus, Sybil attack is 

an attack by which the identities of authentic nodes are 

misused by the attacker so that he can make unauthentic 

entries  into  the network and exploit the nodes [6]. 

B. Denial of Service Attack: 

Denial of service attack is a type of attack by which the 

entire service of the wireless sensor nodes is not just 

intervened by junk information flooding and disruptions 

caused by them but by the information denial caused by the 

sudden breakdown of the wireless sensor nodes and hence 

loss of information flow due to this reason as well [7]. 

C. Denial of Sleep Attack: 

The attack concentrates upon the energy consumption of 

WSN and consumes energy of sensor nodes that had 

consumed less power and were henceforth in standby mode 

[8]. The low battery power of the wireless sensor nodes 

makes the nodes more susceptible to vulnerabilities and 

hence denial of service through denial of sleep [9]. 

Three methods have been recognized and described 

in order to discharge the battery power 

(1) Service Request Power Attack: Repeated requests 

for service are made to the sensor nodes despite no 

work in the area, and the sensor nodes waste their 

energy by responding to the requests, thus wasting 

much of their energy in responding [10]. 

(2) Benign Power Attack: The victim is made to 

execute tasks that require more energy and thus the 

sensor nodes waste much of their energy in 

responding to their requests. Despite the job being 

necessary, it does make a difference if the time 

consumed to bring the job into effect is much more 

compared to other jobs and is considered to be an 

attack if this request is made maliciously. 

(3) Malignant Power Attack: In this attack, the 

program that would replace the entire program of 

the sensor that works to conserve power of the 

batteries is attacked. It is replaced by a malicious 

program that would consume the energy much 

faster than is expected or needed [11]. 

D. Node-Replication Attack: 

The node-replication attack is the attack in which the sensor 

node at a point that interests the attacker is cloned. This 

cloned node consists of those characteristic features in it 

which may be required as basic needs of the sensor node. 
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E. Routing Attack: 

There are different types of routing attacks like sinkhole 

attack / blackholes or wormhole attack and the attack that 

gives false information about routing. 

F. Sinkhole Attack / Blackholes: 

The sinkhole attack is an attack in which a malicious node is 

inserted into the wireless network by giving greed to other 

nodes that it contains some useful information and allowing 

its entry. This node then successfully captures nearly the 

entire data that may be useful for it thereby utilizing the data 

in a malicious manner. 

G. Wormhole Attack: 

In  wormhole  attack,  the  adversary  gets  the  message 

from one area and displays it in another area. This makes the 

adversary eavesdrop upon useful information and display it 

in another area, thus redirecting the message traffic. The 

packets of information are tunnelled and then displayed. 

H. Selfish behaviour: 

A malicious node denies performing benign routing and 

drops part or all of the received packets [12]. 

 
Fig. 1: Selfish Node Attack 

I. Non-Invasive Attack: 

The non-invasive attacks take place at the MAC layer and 

are rarely observed. Non-invasive attacks usually take 

place at the link layer. 

III. OVERVIEW OF WIRELESSHART 

WirelessHART is an international standard defined by IEC 

62591-1 as of March 2010. It is based on IEEE 802.15.4-

2006  DSSS physical  layer  with  a  data  rate  of 250  Kbps  

and operating frequency of 2.4-2.483 GHz. WirelessHART 

uses Time Division Multiple Access (TDMA) technology to 

communicate between network devices [13]. The HART 

Communication Foundation is an independent and non-

profit organization that ensures the development of the 

HART Protocol. WirelessHART networks are composed of 

different devices including field devices, gateways, network 

manager and security managers. The field devices are 

organized in either star or mesh topology. The gateway is a 

bridge between the field device network and the host 

application. The gateway is configured by the network 

manager using HART commands and allows buffering large 

sensor data, event notifications, diagnostics, and command 

responses. In addition to the gateway configuration, the 

network manager configures  the  remaining  devices  and  

maintains  the  whole network. 

 

 
Fig. 2: WirelessHART Network Elements 

WirelessHART networks may include several 

network managers for redundancy reasons, however only 

one should be active at a time. The active network manager 

also schedules communication, manages routing tables, and 

monitors network health. In addition, the network manager 

can receive input from the host application and also queries 

the field devices about particular information via the 

gateway [14]. The security manager collaborates with the 

network manager and prevents intrusion and attacks against 

the network by generating session keys, joint keys and 

network keys. Each security manager can collaborate with 

several network managers responsible for the key 

distribution to the   concerned   field   devices.   Additionally  

to   these   devices required by the standard, adapters and 

handheld devices may be added. The adapters connect 

HART devices to WirelessHART networks, whereas 

handheld devices configure and maintain WirelessHART 

compliant devices. 

In WirelessHART, communications are precisely 

scheduled based on Time Division Multiple Access 

(TDMA) and employ a channel-hopping scheme for added 

system data bandwidth and robustness. The vast majority of 

communications are directed along graph routes in the 

wireless mesh network. Graphs form a routing structure that 

creates a connection between network devices over one or 

more hops and one or more paths. Scheduling is performed 

by a centralized network manager that uses overall network 

routing information in combination with communication 

requirements that devices and applications have provided.  

The  schedule  is  translated  into  transmit  and  receive slots 

and transferred from the network manager to individual 

devices; devices are only provided with information 

about the slots for which they have to transmit or receive 

requirements. The network  manager  continuously adapts  

the  network  graphs  and network  schedules  to  changes  

in  the  network  topology  and communication demand. 
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Fig. 3: WirelessHART Architecture 

IV. LAYERS OF WIRELESSHART 

Figure 4 illustrates the architecture of the WirelessHART 

protocol stack according to the OSI 7- layer communication 

model [15]. As shown in this figure, the WirelessHART 

protocol stack includes five layers: the physical layer, the 

data link layer, the network layer, the transport layer and 

the application layer. In addition, a central network 

manager is responsible for overall network routing 

communication scheduling. 

A. Physical Layer: 

The WirelessHART Physical Layer (PHY) is based on the 

IEEE 802.15.4 PHY. Unlike IEEE 802.15.4, WirelessHART 

only defines operation in the 2.4 GHz band, employing 

Direct Sequence Spread Spectrum (DSSS) and Offset-

Quadrature Phase Shift Keying (OQPSK) modulation [16]. 

This allows for a bit rate of 250 kbit/s.   WirelessHART uses 

only 15 of the 16 channels defined by the IEEE 802.15.4. 

B. Data Link Layer: 

The WirelessHART Data Link Layer (DLL) is based on a 

fully compliant IEEE802.15.4-2006 MAC. The 

WirelessHART DLL extends the functionality of the MAC 

by defining a fixed 10- ms time slot, synchronized 

frequency hopping and time division multiple access to 

provide collision- free and deterministic communications.   

To   manage   time   slots,   a   super   frame   is introduced 

that groups a sequence of consecutive time slots. A super 

frame is periodic, with the total length of the member slots 

as the period. 

(1) Logical Link Control Layer: The logical link 

control layer defines the format of the Data-Link 

packet (DLPDU). It consists of 1 byte set to 

“0x41”, a 1 byte address specifier, a 1 byte 

sequence number, a 2 byte Network ID, a 2 or 8 

byte destination and source address, a 1 byte 

DLPDU specifier, a 1 byte keyed Message 

Integrity Code (MIC), a 2 byte Cyclic Redundancy 

Check (CRC) and a variable length DLL Payload. 

(2) Medium Access Control Layer: Time Division 

Multiple Access (TDMA) is used as the channel 

access in WirelessHART. TDMA allows for 

communication between devices to occur in 

distinct timeslots, where a series of timeslots form 

a superframe. All WirelessHART devices must 

support multiple superframes. One superframe is 

always enabled, while additional superframes can 

be enabled and disabled throughout the network 

lifetime. 

 
Fig.4: WirelessHART Layers 

C. Network Layer 

The network layer is responsible for several functions, the 

most important of which are routing and security within the 

mesh network. Whereas the DLL moves packets between 

devices, the network layer moves packets end-to-end within 

the wireless network. The network layer also includes other 

features such as route tables and time tables. Route tables 

are used to route communications along graphs. Time tables 

are used to allocate communication bandwidth to specific 

services such as publishing data  and  transferring  blocks  

of  data.  Network  layer  security provides end-to-end data 

integrity and privacy across the wireless network. 

D. Transport Layer 

The WirelessHART transport layer provides a reliable, 

connectionless transport service to the application layer. 

When selected by the application layer interface, packets 

sent across the network  are  acknowledged  by  the  end  

device  so  that  the originated device can retransmit lost 

packets [17]. 

E. Application Layer 

The application layer is HART. Because of this, access to  

WirelessHART  is  readily  available  by  most  host  

systems, hand-helds, and asset management systems. 

Control over WirelessHART has been widely published. 

The network supports both direct connection 

between device and gateway (star topology) and 

connections over multiple hops (mesh topology). Each 

network device therefore must be able to function as 

source, sink and router. 

 

The WirelessHART gateway acts as the bridge 

connecting the WirelessHART network to the process plant. 

It consists of a virtual gateway and one or more network 

access points. Host applications access the network devices 
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through the service interface, which can have single or 

multiple ports. Operators can also monitor or configure 

particular field device through the process plant backbone. 

The network access points provide the actual physical 

connection to the WirelessHART network. The virtual 

gateway works as the sink and source for the network 

traffic. 

V. SECURITY IN WIRELESSHART 

A. Confidentiality of Information 

The evaluation begins with  data confidentiality including 

protection against eavesdropping and traffic analysis. The 

most efficient way to protect the industrial WSNs against 

eavesdropping is to encrypt the exchanged data [19]. The 

WirelessHART, the ISA100.11a as well as the ZigBee 

standards use the 128-bit AES encryption coupled with 

different keys depending on the layer of 

encryption. AES  remains  an  efficient  mechanism to  keep  

the  data  secret. Moreover, its efficiency is increased by 

the utilization of keys with short lifetime and unique for 

each device such as the session key used in WirelessHART. 

Eavesdropping is consequently made difficult or even 

impossible in networks running the three considered 

standards. However, the confidentiality is not ensured at all 

layers. For example, even if the packets are encrypted at 

transport layer, header and payload of packets sent at 

network layer are transmitted unencrypted in the 

WirelessHART standard. An eavesdropper can therefore 

discover the crucial information, such as source and 

destination addresses that are contained in the network 

header, and perform traffic analysis easily afterwards. 

Nonetheless, the traffic analysis attack can also be 

performed without any message decryption. 

B. Integrity of Information 

The selected industrial standards benefit from the security 

mechanisms included in the IEEE 802.15.4 standard that 

ensures data integrity at data link layer. An additional 

Message Integrity  Code  (MIC)  is  inserted  at  the  queue  

of  the  data  to protect. The data are signed and the receiver 

is able to determine whether the data have been tampered 

with or not. Data integrity protection can be provided in 

complement with encryption by using the enhanced 

combined encryption and authentication block cipher mode 

(CCM*). Depending on the desired security level, the 

length of the MIC can be set to 32, 64 or 128 bits. The 

longer the code is, the higher the integrity protection is, but 

also the greater the overhead is. The length should therefore 

be selected carefully. 

C. Message and Device Authenticity 

In  addition  to  provide  hop-to-hop  data  integrity,  the 

MIC allows to authenticate the packets by using secret 

symmetric keys known by both sender and receiver. For 

example, the shared network   key   and   the   unique   

session   key   are   used   in WirelessHART to authenticate 

the messages at data link and network layers respectively. 

The authenticated packets are thus recognized as originated 

by authorized members of the network. However, before 

message authentication can be performed, each device must 

be first authenticated during the join procedure. Even if the 

name of the keys may vary between the standards, their 

functions are similar. Devices willing to participate to the 

network exchange join requests and join responses with the 

network manager and  use public key and  asymmetric 

private key kept inside the joining devices. These keys are 

used for computing the data link and network MICs 

respectively and may be either preloaded in the devices at 

the factory or distributed by a unique trusted center, which 

maintains and updates the security keys. In WirelessHART, 

an additional join key is used to encrypt the join request. 

Once the device is recognized as authorized member, it can 

exchange authenticated data with the other members. As 

each standard is based on a central entity responsible for the 

network management and keeping tracks of the participating 

devices, the probability is very low that the attacks such as 

Sybil and node replication attacks may be performed 

successfully. For example, in WirelessHART, the network 

manager links each device with a unique identity. The 

identification is completed by a list of unique IDs 

maintained at the gateways. The network manager identifier 

and the gateway ID are used conjointly with the session key 

to maintain sessions between the device and the network 

manager as well as the gateway respectively. Devices 

claiming the same identity as an existing one or sharing 

multiple identities would be immediately discovered, as 

these would already be listed. 

D. Availability of Information 

The  last  threat  to  be  evaluated  is  the  availability of 

information. First of all, the information availability can be 

threatened by jamming according to different patterns. In 

case of continuous jamming with one or several jammed 

frequencies, channel blacklisting provides an efficient 

solution, as the jammed channels are eliminated from the set 

of communication frequencies. In case of intermittent 

jamming, frequency hopping provides good results and 

allows keeping sufficient levels of information   availability.   

With   both   frequency   hopping   and channel blacklisting 

features, the WirelessHART and ISA100.11a standards 

provide therefore a better protection against jamming than 

the ZigBee PRO standard that only offers frequency agility. 

At network layer, attacks modifying the routing scheme can 

be avoided by the authentication mechanisms, as devices 

would only be able to route packets, if they have been 

previously identified as reliable and authorized to take part 

to the WSN. Nonetheless, the selected standards do not 

provide dedicated mechanisms to avoid the generation of 

collisions by a malicious source transmitting continuously 

data, as well as solutions against flooding of connection 

requests at transport layer 

To summarize, we have shown that: 

 Eavesdropping  is  made  difficult  or  even  

impossible,  but confidentiality is not addressed at 

all layers. 

 Traffic analysis is still possible. 

 The information integrity is sufficiently ensured. 

 The probability of successful Sybil and node 

replication attacks are limited. 

 The frequency diversity and agility is sufficient 

to protect the network against intermittent 

jamming. 
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 The  current  mechanisms  do  not  provide  

protection  means against malicious sources 

transmitting continuously or performing higher 

layer attacks such as flooding of connection 

requests at transport layer. 

E. Advanced Encryption Standard (AES) in WirelessHART 

 

AES in Counter with CBC-MAC (CCM) mode is used to 

calculate MIC (to provide authentication and data integrity) 

and encrypting (to provide confidentiality) NPDU payload. 

Same session key is used for both encryption and MIC 

calculation. CCM mode is the combination of counter mode 

and Cipher Block Chaining-Message Authentication Code 

(CBC- MAC) mode. The two methods are highlighted 

below: 

(1) AES-CCM CBC-MAC mode:   CBC-MAC mode is 

used to calculate MIC. CBC-MAC can be used for 

both plaintext and cipher text as in WirelessHART, 

and this mode needs exact number of blocks 

(padding can be used to equalize the last block ). 

Only Encryption is used for calculating and 

verifying MIC. The four parameters (discussed 

above in point 3 under MIC) are used to   calculate   

MIC.   A   formatting   function   is   applied   on 

Unencrypted NPUD header, encrypted NDPU 

payload, and on Nonce to produce the blocks B0, 

B1, B2 …..Bi. The following figure shows the 

working of CBC-MAC mode 

 
Fig. 5 AES-CCM CBC-MAC mode for calculating MIC. 

(2) AES-CCM in Counter mode: Counter mode is used 

for the encryption/decryption of WirelessHART 

NPDU payload. Here too, the message blocks are 

created in the same fashion as above, but no 

padding is required and blocks can be manipulated 

in parallel. The counter mode is shown in the figure 

below. 

 
Fig.6 AES-CCM Counter Mode for Enciphering NPDU 

Payload 

VI. CONCLUSIONS 

The  newly  released  WirelessHART  standard  offers many 

opportunities of effectively utilizing 

wireless communications in HART device based industrial 

applications. In this paper, we summarize and present the 

standard in a concise and understandable manner, followed 

by giving recommendations on how the standard can be 

implemented with existing methods and algorithms. We pay 

special attention to issues that are important to achieve a 

stable and successful operation of the WirelessHART 

network. As the HART Communication Foundation and the 

standardization committee continue to revise and update the 

WirelessHART specifications, there are still a number of 

remaining issues. For example, mobility has not been 

addressed at all within the standard scope, although the 

simple case of an operator with a handheld device moving 

around the plant facilities to configure and access data from 

the field devices is a common application scenario. 

Associated problems such as interference from time varying 

wireless channels, effective handover as the operator move 

from one network/device to another, localization, and 

constant change in network topology should be considered. 

The situation can be further complicated as we move to the 

stage of having numerous autonomous mobile robots/agents 

deployed on unmanned facilities to perform monitoring and 

maintenance tasks. Coordination, integration and co-

existence issues will be more prevalent. 

Within the existing scope of WirelessHART, 

upgrades can  be incorporated to  improve the network 

performance. For example,  currently  the  PHY  layer  of  

the  network  devices complies to the IEEE 802.15.4 

standard, which is designed for low power, low data rate 

devices with low complexity. The WirelessHART gateway 

is defined as a type of network device with network access 

points to ensure connectivity and throughput to the field 

device networks. Enhancement can be made for example 

using multiple-input multiple-output (MIMO) operations on  

the  PHY  layer.  Higher  data  rates  and  wider  bandwidth 

channels are the two main benefits at the cost of certain 

degree of digital signal processing, which is not of major 

concern as the gateway is self-powered and is designed to 

have much higher processing abilities compare to the field 

devices. The upcoming IEEE 802.11.n standard incorporates 

MIMO technology on top of the existing 802.11 WLAN. 

Similar amendments, which are compatible with the existing 

WirelessHART PHY layer can be made to improve network 

throughput, which may be particularly useful when more 

bandwidth demanding applications and devices are 

integrated into the network. 

Even with the existing gateways, the network 

lifetime can be extended through routing data to different 

virtual gateways/access points, as the standard allows 

multiple gateways within one network. Mobile gateways, 

together with the proper routing algorithm can well balance 

the load distribution in the network. In the case of jointly 

optimized routing and mobility trajectory, the network 

lifetime can be well extending to 5 times of that with a 

static gateway. Although WirelessHART gateways are 

assumed static, with a intelligent placement strategy, the 

network manager can well construct a similar schedule for 

each gateway access points to be utilized in an alternating 
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manner. Proper formulation and optimization of joint 

gateway location and schedule can be an interesting problem 

to look into. 
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