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Abstract— Cloud Computing is a set of IT Services that are 

provided to a customer over a network and these services 

are delivered by third party provider who owns the 

infrastructure. Cloud computing has received a lot of 

popularity in the last few years and market observers believe 

it to be the future, but not if security problems persist. Now, 

not only businesses but regular Internet users are also using 

cloud computing services such as, Drop box, Google Docs  

and more to enter their files whenever and wherever they 

want. The complexity of cloud computing create many 

issues related to security as well as all aspects of Cloud 

computing. This paper describes about the distinct security 

issues and security attacks in cloud computing. 
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I. INTRODUCTION 

According to U.S National Institute of Standards and 

Technology (NIST), ―Cloud Computing is a model for 

enabling acceptable, on-demand network access to a shared 

pool of configurable computing resources (e.g., networks, 

servers, storage, and services) that can be rapidly 

provisioned and released with minimal management effort 

or cloud provider interaction‖[1]. In simple words, Cloud 

Computing is the combination of a technology, platform that 

provides hosting and storage service on the Internet[2].In 

such an environment users need not own the infrastructure 

for various computing services. In fact, they can be accessed 

from any computer in any part of the world. In general cloud 

providers offer three types of services i.e. Software as a 

Service (SaaS), Platform as a Service (PaaS) and 

Infrastructure as a Service (IaaS). There are various reasons 

for organizations to move towards IT solutions that include 

cloud computing as they are just required to pay for the 

resources on utilization basis. In addition, organizations can 

easily meet the needs of rapidly changing markets to ensure 

that they are always on the leading edge for their consumers 

[1]. Cloud computing appeared as a business essential, being 

animated by the idea of just using the infrastructure without 

advising it. Although initially this idea was present only in 

the academic area, recently, it was transposed into industry 

by companies like, Google, Yahoo, Microsoft, Amazon and 

Salesforce.com. This makes it possible for new startups to 

enter the market easier, since the cost of the infrastructure is 

greatly reduce. This allows developers to focus on the 

business rather on the outset budget. The clients of 

commercial clouds rent computing power (virtual machines) 

or storage space (virtual space) dynamically, according to 

the demand of their business. With the exploit of this 

technology, users can access bulky applications via 

lightweight portable devices such as mobile phones and PCs  

II. CLOUD COMPUTING BUILDING BLOCK 

A. Deployment model 

The Cloud Computing model has four main deployment 

models which are:  

(1) Private Cloud: Private cloud is a new term that 

some vendors have recently used to describe 

offerings that imitate cloud computing on personal 

networks. It is set up within an organization’s 

internal enterprise datacenter. In the private cloud, 

flexible resources and virtual applications provided 

by the cloud vendor are merge together and 

available for cloud users to share and use. It differs 

from the public cloud in that all the cloud resources 

and applications are handled by the organization 

itself, similar to Intranet functionality. Usage on the 

private cloud can be much more secure than that of 

the public cloud because of its specified internal 

exposure. Only the organization and designated 

stakeholders may have access to operate on a 

specific Private cloud [4]. One of the best examples 

of a private cloud is Eucalyptus Systems. 

(2) Public Cloud: Public cloud describes cloud 

computing in the traditional mainstream sense, 

whereby resources are dynamically provisioned on 

a fine-grained, self-service basis over the Internet, 

via web applications/web services, from an off-site 

third-party provider who shares resources and bills 

on a fine-grained utility computing basis. It is 

typically based on a pay-per-use model, similar to a 

prepaid electricity metering system which is 

flexible enough to cater for spikes in demand for 

cloud optimization [1]. Public clouds are less 

secure than the other cloud models because it 

places an additional burden of ensuring all 

applications and data accessed on the public cloud 

are not subjected to malicious attacks. Examples of 

a public cloud include Microsoft Azure, Google 

App Engine. 

(3) Hybrid Cloud: Hybrid cloud is a private cloud 

linked to one or more external cloud services, 

centrally managed, provisioned as a single unit, and 

circumscribed by a secure network. It provides 

virtual IT solutions through a mix of both public 

and private clouds. Hybrid Cloud provides more 

secure control of the data and applications and 

allows various parties to access information over 

the Internet. It also has an open architecture that 

allows interfaces with other management systems. 

Hybrid cloud can describe configuration combining 

a local device, such as a Plug computer with cloud 

services. It can also describe configurations 

combining virtual and physical, collocated assets -

for example, a mostly virtualized environment that 
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requires physical servers, routers, or other 

hardware such as a network appliance acting as a 

firewall or spam filter. An example of a Hybrid 

Cloud includes Amazon Web Services (AWS). 

(4) Community Cloud: Infrastructure shared by 

several organizations for a shared cause and may 

be managed by them or a third party service 

provider and rarely offered cloud model. These 

clouds are normally based on an agreement 

between related business organizations such as 

banking or educational organizations. A cloud 

environment operating according to this model may 

exist locally or remotely. 

III. SERVICE MODELS 

According to the different types of services offered, cloud 

computing can be considered to consist of three layers: 

software as a service (SAAS), platform as a Service 

(PAAS), and infrastructure as a Service (IAAS). 

Infrastructure as a Service (IaaS) is the lowest layer that 

provides basic infrastructure support service. Platform as a 

Service (PaaS) layer is the middle layer, which offers 

platform oriented services, besides providing the 

environment for hosting user’s applications. Software as a 

Service (SaaS) is the topmost layer which features a 

complete application offered as service on demand. 

(1) Software-as-a-Service(SaaS):SaaScanbe 

described as a process by which Application 

Service Provider (ASP) provide different software 

applications over the Internet. This makes the 

customer to get rid of installing and operating the 

application on own computer and also eliminates 

the tremendous load of software maintenance; 

continuing operation, safeguarding and support. 

SaaS vendor advertently takes responsibility for 

deploying and managing the IT infrastructure 

(servers, operating system software, databases, data 

center space, network access, power and cooling, 

etc) and processes (infrastructure patches/upgrades, 

application patches/upgrades, backups, etc.) 

required to run and manage the full solution. SaaS 

features a complete application offered as a service 

on demand. In SaaS, there is the Divided Cloud and 

Convergence coherence mechanism whereby every 

data item has either the ―Read Lock‖ or ―Write 

Lock‖ . Two types of servers are used by SaaS: the 

Main Consistence Server (MCS) and Domain 

Consistence Server (DCS).Examples of SaaS 

includes: Salesforce.com, Google Apps. 

(2) Platform as a Service (PaaS): ―PaaS is the 

delivery of a computing platform and solution stack 

as a service without software downloads or 

installation for developers, IT managers or end-

users. It provides an infrastructure with a high level 

of integration in order to implement and test cloud 

applications. The user does not manage the 

infrastructure (including network, servers, 

operating systems and storage), but he controls 

deployed applications and, possibly, their 

configurations. Examples of PaaS includes: 

Force.com, Google App Engine and Microsoft 

Azure. 

(3) Infrastructure as a Service (IaaS): Infrastructure 

as a service (IaaS) refers to the sharing of hardware 

resources for executing services using 

Virtualization technology. Its main objective is to 

make resources such as servers, network and 

storage more readily accessible by applications and 

operating systems. Thus, it offers basic 

infrastructure on-demand services and using 

Application Programming Interface (API) for 

interactions with hosts, switches, and routers, and 

the capability of adding new equipment in a simple 

and transparent manner. In general, the user does 

not manage the underlying hardware in the cloud 

infrastructure, but he controls the operating 

systems, storage and deployed applications. The 

service provider owns the equipment and is 

responsible for housing, running and maintaining 

it. The client typically pays on a per-use basis. 

Examples of IaaS include Amazon Elastic Cloud 

Computing (EC2), Amazon S3, GoGrid. 

IV. KEY SECURITY ISSUES IN CLOUD COMPUTING 

(1) Customer satisfaction: Very hard for the customer 

to actually verify the currently implemented 

security practices and initiatives of a cloud 

computing provided by the service provider 

because the customer generally has no access to the 

provider’s facility which can be comprised of 

multiple facilities spread around the globe [8]. 

Solution for this Provider should get some standard 

certificate from some governing or standardized 

institution that ensures users that provider has 

established adequate internal control and these 

control are operating efficiently.  

(2) Shared Technology In a multi-tenant environment, 

the compromise of a original composing, such as 

the hypervisor, "exposure more than just the settle 

customer; a bit, it exposes the full environment to a 

unknown compromise and breach," the report said. 

The same could be said other mutual services, 

including CPU caches, a shared database service, 

or shared storage. The cloud is about shared 

infrastructure, and a mis configured operating 

system or application can lead to compromises 

beyond their immediate surroundings. In a shared 

infrastructure. 

(3) Lack of Foresight In pursuit of cost savings and 

other benefits of the cloud, some organizations rush 

to use cloud services, not realizing the 

consequences of this step. Organizations should 

conduct a comprehensive, thorough review of its 

internal systems and potential cloud providers to 

fully understand all the risks to which they may 

expose in future before moving to a new model. 

They must ensure that the development team is 

familiar with the cloud and its associated 

technology. They also need to train the group in an 

appropriate manner. 

(4) Network Security: A user can deny the access of 

any Internet based service by using IP Spoofing 
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which can be a cause of security harm [6]. To solve 

this we can use Digital Signature technique. SSL 

(Secure Socket Layer) Protocol is used for 

managing security of message transmission on The 

Internet. Which also avoid resource hacking. 

(5) Recovery: Even if you don't know where your data 

is, a cloud provider should tell you what will 

happen to your data and service in case of a 

disaster. Any offering that does not replicate the 

data and application infrastructure across multiple 

sites is vulnerable to a total failure. Ask your 

provider if it has "the ability to do a complete 

restoration, and how long it will take." 

(6) Risk management: Risk management entails 

identification of technology assets [9]; 

identification of data and its links to business 

processes, applications, and data stores; and 

assignment of ownership and custodial 

responsibilities. 

V. CONCLUSION 

One of the huge security worries with the cloud computing 

is the sharing of resources. Cloud service providers must 

inform their customers on the level of security that they 

provide on their cloud. In this paper, we first discussed 

various models of cloud computing, security issues and 

research challenges in cloud computing. Data security is 

major issue for Cloud Computing. There are several other 

security challenges including security aspects of network 

and virtualization. This paper has highlighted all these issues 

of cloud computing. We believe that due to the complexity 

of the cloud, it will be difficult to achieve end-to-end 

security. New security techniques need to be developed and 

older security techniques needed to be radically pull to be 

able to work with the clouds architecture. 
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