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Abstract— Cloud computing is environment which enables 

convenient, efficient, on-demand network access to a shared 

pool of configurable computing resources (e.g., networks, 

servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal management 

effort or service provider interaction.This paper primarily 

aims to Highlight the major security issues existing in 

current cloud computing environments... Cloud is kind of 

centralized database where many organizations/clients store 

their data, retrieve data and possibly modify data. Cloud is a 

model where user is provided services by CSP (Cloud 

Service Provider) on pay per use base. Mean here Client has 

to pay for what he is using or being served. Data stored and 

retrieved in such a way may not be fully trustworthy so here 

concept of TPA (Third Party Auditor) is used. TPA makes 

task of client easy by verifying integrity of data stored on 

behalf of client. In cloud, there is support for data dynamics 

means clients can insert, delete or can update data so there 

should be security mechanism which ensure integrity for the 

same. Here TPA can not only see the data but he can access 

data or can modify also so there should be some security 

mechanism against this. 

Key words: Storage, Service, Third Party Auditor, 

Application, Cloud Service Provider           

I. INTRODUCTION 

In a cloud computing environment, the underlying 

computing infrastructure is used only when it is needed. For 

example, in order to process a user request, a service 

provider can draw the necessary resources on-demand, 

perform a specific job and then relinquish the unneeded 

resources and often dispose them after the job is done.  

Contrary to traditional computing paradigms, in a 

cloud computing environment, data and the application is 

controlled by the service provider. This leads to a natural 

concern about data safety and also its protection from 

internal as well as external threats.Cloud computing is a 

model which provides a wide range of applications under 

different topologies and every topology derives some new 

specialized protocols. It directly affects the company, 

government and convenience to the small user. 

 It is the technology of building a robust data 

security between CSP and User. This promising technology 

is literally called Cloud Data Security. 

II. SECURITY ISSUES AND CHALLENGE 

Cloud computing providers offer their services according to 

three fundamental models 

A. Software as a Service (SaaS):  

The capability provided to the consumer is to use the 

providers applications running on a cloud infrastructure. The 

applications are accessible from various client devices 

through either a thin client interface, such as a web browser 

(e.g., web-based email), or a program interface. 

 The consumer does not manage or control the underlying 

cloud infrastructure including network, servers, operating 

systems, storage, or even individual application capabilities, 

with the possible exception of limited user-specific 

application configuration settings. 

B. Platform as a Service (PaaS):  

The capability provided to the consumer is to deploy onto 

the cloud infrastructure consumer-created or acquired 

applications created using programming languages, libraries, 

services, and tools supported by the provider.  

The consumer does not manage or control the underlying 

cloud infrastructure including network, servers, operating 

systems, or storage, but has control over the deployed 

applications and possibly configuration settings for the 

application-hosting environment. 

C. Infrastructure as Service (IaaS): 

The processing, storage, networks, and other fundamental 

computing resources where the consumer is able to deploy 

and run arbitrary software, which can include operating 

systems and applications.The consumer does not manage or 

control the underlying cloud infrastructure but has control 

over operating systems, storage, and deployed applications; 

and possibly limited control of select networking 

components (e.g., host firewalls). 

III. DEPLOYMENT MODELS IN CLOUD COMPUTING 

There are four types of cloud available in cloud computing. 

These deployment models describe who owns, manages and 

is responsible for the services. The detail types of different 

type cloud are as follows: 

A. Types of Cloud: 

1) Private   Cloud: 

The cloud infrastructure is provisioned for exclusive use by 

a single organization comprising control over the deployed 

applications and possibly configuration settings for the 

application- hosting environment. 

 
Fig. 1: Private   Cloud 
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Multiple consumers (e.g. business units). It may be owned, 

managed, and operated by the organization, a third party, or 

some combination of them, and it may exist on or off 

premises. 

2) Public Cloud: 

The   cloud infrastructure is provisioned for open use by the 

general public. It may be owned, managed, and operated by 

a business, academic, or government organization, or some 

combination of them. It exists on the premises of the cloud 

provider. 

3) Community Cloud: 

The cloud infrastructure is provisioned for exclusive use by 

a specific community of consumers from organizations that 

have shared concerns (e.g., mission, security requirements, 

policy, and compliance considerations).It may be owned, 

managed, and operated by one or more of the organizations 

in the community, a third party, or some combination of 

them, and it may exist on or off premises. 

4) Hybrid Cloud: 

Hybrid cloud infrastructure is a composition of two or more 

distinct cloud infrastructures (private, community, or public) 

that will be unique entities, but bound together by 

standardized technology that enables data and application 

portability (e.g., cloud bursting for load balancing between 

clouds) 

IV. SECURITY ADVANTAGES IN CLOUD ENVIRONMENTS 

Current cloud service providers operate very large systems. 

They have sophisticated processes and expert personnel for 

maintaining their systems, which small enterprises may not 

have access to. As a result, there are many direct and 

indirect security advantages for the cloud users. 

A. Here We Present Some of the Key Security Advantages 

Of A Cloud Computing Environment: 

1) Data Centralization:  

In a cloud environment, the service provider takes care of 

storage issues and small business need not spend a lot of 

money on physical storage devices. Also, cloud based 

storage provides a way to centralize the datafaster and 

potentially cheaper. This is particularly useful for small 

businesses, which cannot spend additional money on 

security professionals to monitor the data. 

2) Incident Response:  

IaaS providers can put up a dedicated forensic server that 

can Be used on demand basis. Whenever a security violation 

takes place, the server. 

V. THIRD PARTY AUDITOR 

Third Party Auditor is kind of inspector. There are two 

categories: 

 Private Auditability  

 Public Auditability 

 Although private auditability can achieve higher 

scheme efficiency, public auditability allows anyone, not 

just the client (data owner), to challenge the cloud server for 

the correctness of data storage while keeping no private 

information. To let off the burden of management of data of 

the data owner, TPA will audit the data of client. It 

eliminates the involvement of the client by auditing that 

whether his data stored in the cloud are indeed intact, which 

can be important in achieving economies of scale for Cloud 

Computing.  

The released audit report would help owners to 

evaluate the risk of their subscribed cloud data services, and 

it will also be beneficial to the cloud service provider to 

improve their cloud based data owner to make sure that his 

data are safe in the cloud and management of data will be 

easy and less burdening to data owner.can be brought 

online. In some investigation cases, a backup of the 

environment can be easily made and put onto the cloud 

without affecting the normal course of business. 

A. Forensic Image Verification Time: 

Some cloud storage implementations expose a cryptographic 

check sum or hash. 

For example, Amazon S3 generates MD5 (Message-Digest 

algorithm) hash automatically when you store an object. 

Therefore in theory, the need to generate time consuming 

MD5 checksums using external tools is eliminated. 

1) Logging: 

 In a traditional computing paradigm by and large, logging is 

often an Afterthought. In general, insufficient disk space is 

allocated that makes logging either non-existent or minimal. 

However, in a cloud, storage need for standard logs is 

automatically solved. 

2) Security Disadvantages in Cloud Environments: 

In spite of security advantages, cloud computing paradigm 

also introduces some Key security challenges. Here we 

discuss some of these key security challenges: 

3) Data Location: 

 In general, cloud users are not aware of the exact location 

of the Datacentre and also they do not have any control over 

the physical access mechanisms to that data. Most well-

known cloud service providers have datacentres Around the 

globe.  

Some service providers also take advantage of their 

global datacentres. However, in some cases applications and 

data might be stored in Countries, which can judiciary 

concerns. For example, if the user data is stored in X 

country then service providers will be subjected to the 

security requirements and legal obligations of X country.  

This may also happen that a user does not have the 

information of these issues. 

4) Investigation: 

 Investigating an illegitimate activity may be impossible in 

cloud environments. Cloud services are especially hard to 

investigate, because data For multiple customers may be co-

located and may also be spread across multiple datacentres.  

Users have little knowledge about the network topology of 

the underlying environment. Service provider may also 

impose restrictions on the network security of the service 

users. 

5) Data Segregation: 

 Data in the cloud is typically in a shared environment 

together With data from other customers. Encryption cannot 

be assumed as the single solution for data segregation 

problems. In some situations, customers may not want to 

encrypt data because there may be a case when encryption 

accident can destroy the data. 

6) Long-term Viability:  

Service providers must ensure the data safety in changing 

business situations such as mergers and acquisitions. 
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Customers must ensure data availability in these situations. 

Service provider must also make sure data security in 

negative business conditions like prolonged outage etc. 

VI. COMPROMISED SERVERS 

In a cloud computing environment, users do not even have a 

choice of using physical acquisition toolkit. In a situation, 

where a server is compromised; they need to shut their 

servers down until they get a previous backup of the data. 

This will further cause availability concerns. 

A. Regulatory Compliance:  

Traditional service providers are subjected to external 

Audits and security certifications. If a cloud service provider 

does not adhere to these security audits, then it leads to an 

obvious decrease in customer trust. 

B. Recovery:  

Cloud service providers must ensure the data security in 

natural and man-made disasters. Generally, data is replicated 

across multiple sites. However, In the case of any such 

unwanted event, provider must do a complete and quick 

Restoration. 

VII. SECURITY ISSUES IN VIRTUALIZATION 

Full Virtualization and Para Virtualization are two kinds of 

virtualization in a cloud computing paradigm. In full 

virtualization, entire hardware architecture is replicated 

virtually.  

However, in Para virtualization, an operating 

system Towards Analysing Data Security Risks in Cloud 

Computing Environments 259 is modified so that it can be 

run concurrently with other operating systems.VMM 

(Virtual Machine Monitor), is a software layer that abstracts 

the physical Resources used by the multiple virtual 

machines. 

 The VMM provides a virtual processor and other 

virtualized versions of system devices such as I/O devices, 

storage, memory, etc.VMM Instance Isolation ensures that 

different instances running on the same physical machine 

are isolated from each other. However, current VMMs do 

not offer perfect isolation. Many bugs have been found in all 

popular VMMs that allow escaping from VM (Virtual 

machine). Vulnerabilities have been found in all 

virtualization software’s, which can be exploited by 

malicious users to bypass Certain security restrictions or/and 

gain escalated privileges. 

Below are few examples for this: 

Vulnerability in Microsoft Virtual PC and 

Microsoft Virtual Server could allow a guest operating 

system user to run code on the host or another guest 

operating system. 

1) Vulnerability was found in VMware’s shared 

folders mechanism that grants users of a guest 

system read and writes access to any portion of the 

host’s file system including the system folder and 

other security-sensitive files.  

2) Vulnerability in Xen can be exploited by “root” 

users of a guest domain to execute arbitrary 

commands. 

VIII. EXISTING AND PROPOSED APPROACHES 

Different factors such as integrity of data, data dynamics 

and data privacy affects the performance of a number of 

approaches in cloud data storage. Each and every approach 

has merits and demerits which make them suitable for 

different applications. In this chapter we will discuss 

different approaches which are already carried out for cloud 

data security. 

 A simple approach like message authentication 

codes (MACs) can be used to protect the data integrity. Data 

owners will initially locally maintain a small amount of 

MACs for the data files which are to be outsourced. The 

data owner can verify the integrity by recalculating the 

MAC of the received data file when he/she wants to retrieve 

data and will compare it to the local precomputed value. 

Even though this method allows data owners to verify the 

correctness of the received data from the cloud, but if the 

data file is large, MACs cannot be employed. 

  A hash tree can be employed for large data files, in 

which leaves contain hashes of data blocks and internal 

contains hashes of their children of the tree. To authenticate 

his received data the data owner has to store the root hash of 

the tree. But it does not give any assurance about the 

correctness of other outsourced data. So to perform this 

thing for data owner TPA can be used.Various mechanisms 

are proposed on how to use the TPA so that it can relieve the 

burden of data owner for local data storage and 

maintenance; it also eliminates their physical control of 

storage dependability and security, which traditionally has 

been expected by both individuals and enterprises with high 

service-level requirements.  

This kind of audit servicenot only helps save data 

owners„computation resources but also provides a 

transparent yet cost- effective method for data owners to 

gain trust in the cloud. The presence of TPA eliminates the 

involvement of the client by auditing whether his data stored 

in the cloud are indeed intact, which can be important in 

achieving economies of scale for Cloud Computing. Though 

this method states how to save the computational resource 

and cost of storage of owner’s data but how to trust on TPA 

that is not calculated. If TPA modifies data or deletes some 

data and if it becomes intrusive and pass information of data 

owner to unauthorized user than how owner know about this 

problem is not solved. Thus, new approaches are required to 

solve the above problem.  

The author Abhishek Mohta and R. Sahu  have 

given algorithm which ensures data integrity and dynamic 

data operations. They have used encryption and message 

digest to ensure data integrity. Although encryption ensures 

that data is not leaked while transfer and message digest 

gives identity of client who has send data. 

 They have designed algorithm for data 

manipulation, insertion of record and record deletion. 

Insertion and manipulation algorithms inserts and 

manipulate data efficiently but in data deletion we can’t 

identify the person who have deleted record, how and when 

means if any one deletes record then this algorithm can no 

longer work. In that case we can use indexing scheme i.e.  if 

we trace every record by index, that when and which user is 

accessing record then if user tries to delete record then we 

can identify him as we have traced him by index.The author 

Ateniese et al. [6] are the first who have considered the 
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public adaptability in their defined―provable data 

possession‖ (PDP) method which ensures possession of data 

files on untrusted storages.   

For auditing outsourced data their technique 

utilizes the RSA-based homomorphic authenticators and 

suggests to randomly sampling a few blocks of the file. 

However, in their scheme the public auditability demands 

the linear combination of sampled blocks which exposed to 

the external auditor. When used directly, their protocol is 

not provably privacy preserving, and thus may leak user 

data information to the auditor. 

  The author Cong Wang et al used the public key 

based homomorphic authenticator and to achieve a privacy-

preserving public auditing system for cloud data storage 

security while keeping all above requirements in mind, it 

uniquely integrates it with random mask technique.  

For efficiently handling multiple auditing tasks, the 

technique of bilinear aggregate signature can be explored to 

extend the main result into a multi-user setting, where TPA 

can perform multiple auditing tasks simultaneously. A 

keyed hash function hk (F) is used in Proof of retrievability 

(POR) scheme. The verifier, pre-computes the cryptographic 

hash of F using hk (F) before archiving the data file F in the 

cloud storage, and stores this hash as well as the secret key 

K.  

The verifier releases the secret key K to the cloud 

archive to check the integrity of the file F and asks it to 

compute and return the value of hk (F). The verifier can 

check for the integrity of the file F for multiple times by 

storing multiple hash values for different keys, each one 

being an independent proof. Although this scheme is very 

simple and easily implementable the main drawback of this 

scheme is that it requires higher resource costs for the 

implementation. 

 Verifier has to store as many keys as the number 

of checks it wants to perform as well as the hash value of the 

data file F with each hash key. Computation of the hash 

value for even a moderately large data files can be 

computationally burdensome for some clients (PDAs, 

mobile phones, etc.). Each invocation of the protocol at 

archive requires the archive 

 
Fig. 2: 

to process the entire file F.  

This processing can be computationally 

burdensome for the archive even for a lightweight operation 

like hashing. Furthermore, it requires the prover to read the 

entire file F - a significant overhead for an archive whose 

intended load is only an occasional read per file, where 

every file to be tested frequently. The author Ari Juels and 

Burton S. Kaliski Jr proposed a scheme “Proof of 

retrievability” for large files using “sentinels”.  

In this scheme, only a single key can be used 

irrespective of the size of the file or the number of files 

unlike in the key-hash approach scheme in which many 

number of keys are used. Fig. 2 Schematic view of a proof 

of retrievability based on inserting random sentinels in the 

data file F.The archive needs to access only a small portion 

of the file F unlike in the key-hash scheme which required 

the archive to process the entire file F for each protocol 

verification. This small portion of the file 

F is in fact independent of the length of F. The 

schematic view of this approach is shown in Fig 2. In their 

scheme, Ari Juels and Burton S. Kaliski used special 

sentinels blocks, which are hidden among other blocks in 

the data file F. In initial phase, the verifier randomly embeds 

these sentinels among the data blocks.  

To check the integrity of the data file F, the verifier 

challenges the prover (cloud archive) during the verification 

phase by specifying the positions of a collection of sentinels 

and asks the prover to return the associated sentinel values. 

 If the prover has modified or deleted a substantial 

portion of F, then with high probability it will also have 

suppressed a number of sentinels. Therefore it is unlikely to 

respond correctly to the verifier. To in distinguish the 

sentinels from the data blocks, the whole modified file is 

encrypted and stored in the archive.  

Here the use of encryption renders the sentinels 

indistinguishable from other file blocks. This scheme is best 

suited for storing encrypted files.It becomes computationally 

cumbersome to encrypt data file especially when the data to 

be encrypted is large as this scheme involves encrypting 

data file. Hence, this scheme has disadvantage that small 

users are left with limited computational power (PDAs, 

mobile phones etc.). This method also has storage overhead 

on the server, partly due. 

IX. CONCLUSION 

In an emerging discipline, like cloud computing, security 

needs to be analysed More frequently. With advancement in 

cloud t1echnologies and increasing number of cloud users, 

data security dimensions will continuously increase. In this 

paper, we have analysed the data security risks and 

vulnerabilities which are present in current cloud computing 

environments. The most obvious finding to emerge from this 

study is that, there is a need of better trust management. We 

have built a risk analysis approach based on the prominent 

security issues.  

The security analysis and risk analysis approach 

will help service providers to ensure their customers about 

the data security.Similarly, the approach can also be used by 

cloud service users to perform risk analysis before putting 

their critical data in a security sensitive cloud.At present, 

there is a lack of structured analysis approaches that can be 

used For risk analysis in cloud computing environments.  

  The newly inserted sentinels and partly due to the 

error correcting codes that are inserted. And the clients need 

to store all the sentinels with them, what may be storage 

overhead to thin clients (PDAs, low power devices etc.).It is 

not a practical solution to simply download the file for its 
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integrity verification as it requires high cost of input/output 

and transmission cost across the network. Also it is not easy 

to check the data thoroughly and compare with our data. 

 If we consider the large size of the outsourced data 

and the owners constrained resource capability, the task of 

auditing the data correctness in a cloud environment can be 

formidable and expensive for data owners. To fully ensure 

data security and save data owners„ computation resources, 

we propose to enable publicly auditable cloud storage 

services, where to verify the outsourced data, the data 

owners can resort to an external TPA when needed.The TPA 

provides a transparent and cost-effective approach for 

establishing trust between client and cloud service 

provider.Based on the audit report of TPA, the released 

audit result would help the data owner to evaluate the risk of 

their subscribed cloud data services, and  beneficial for the 

CSP to improve their cloud based service platform. 
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