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Abstract— A Trusted Platform Module (TPM) is a secure 

crypto-processor that can generate and store secured 

information such as keys and passwords. TPMcontains a 

uniqueidentity and provides a range of security functions. 

This paper outlines a client-server system utilizing a TPM-

enabled computer using out bound devices (Pendrive or 

memory card). The system allows for data confidentiality, 

plausible deniability, and hiding of traces that incriminating 

data was present on the client. The server willattest the 

client before allowing it to submit / receiveincriminating 

data, and encrypted incriminating data can only bedecrypted 

1) by the encrypting client, and 2) if and only if 

theencrypting client’s platform configuration matches that 

duringencryption. The client’s state can always be 

established viameasurement results, and they cannot be 

tampered to fakeattestation.   
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I. INTRODUCTION 

The TCG specification is a specification developed by the 

Trusting Computing Group (TCG) [2]. This specification 

outlines the concept of trusted computing, which essentially 

ensures that a system will consistently behave in specific, 

prearranged ways verifiable by a remote machine using a 

combination of hardware and software support. At the core 

of the TCG specification is the Trusted Platform Module 

(TPM) [3], a secure crypto-processor that can generate and 

store secured information such as keys and passwords. 

Basically a Trusted Platform Module (TPM) is a 

secure crypto-processor that can generate and store secured 

information such as keys and passwords. It typically access 

the motherboard number of a computer(Client),and use this 

as a key for encryption. 

The data cannot be tampered by fake attestation by 

using some out of bound device (Memory Card or Pen 

Drive). At the Server side, the data is decrypted, only by 

using particular client’s motherboard number 

II. EXISTING SYSTEM 

Classic message exchange based on symmetric 

cryptography suggests that messages intended for one and 

only one individual system in loss of security.Network 

security is generally taken as providing protection at the 

boundaries of an organization by keeping out intruders. 

Network security starts from authenticating the user, 

commonly with a username and a password. Since this 

requires just one thing besides the user name, i.e., the 

password. The networks are comprised of "nodes", which 

are "client" terminals (individual user PCs), and one or more 

"servers" and/or "host" computers. They are linked by 

communication systems, some of which might be private, 

such as within a company, and others which might be open 

to public access. The obvious example of a network system 

that is open to public access is the Internet, but many private 

networks also utilizing publically accessible communication 

III. PROPOSED SYSTEM 

The proposed work uses the concept of TPM based on 

Client Server system, which uses Out-bound Devices(pen 

drive, memory card) used for encrypting information like 

text files, audio, video, images etc., 

 
Fig. 1: Conceptual overview of the TPM-based Client-

Server system. 

The complete system consists of a client, server, 

and out of-bounds (OOB) device. The latter notifies its 

livelihood to the client, possibly through a separated 

wireless channel (e.g. infrared or Bluetooth). The client is 

where all data manipulation takes place, while the server is 

used to store data after manipulation. To be in a trustedstate, 

the OOB device must be detected by the client, itaccess the 

motherboard number of client, which serves as key. 

The core of the system is a TPM-enabled client 

running Linux platform. The client builds a chain of trust 

and measures every individual code executed on the system 

since booting up.  

The server on the other hand must authenticate and 

attest the key prior to committing every transaction. It is 

assumed that a copy of the client’s TPM signature public 

key and trusted measurement list would be transferred to the 

server via a trusted channel during system deployment. 

The server terminates immediately the transaction 

if authentication fails (e.g. incorrect client). However to 

provide for plausible deniability, the transaction would still 

continue if attestation fails (e.g. OOB device is not 

connected).  

The OOB device serves two functions – one as a 

trip wire for successful attestation, and another as a threat 

signaler to the client. The first function had been discussed. 

As for threat signaling, an abrupt termination of OOB 

device communication while the client is in operation could 

mean to the client that it is in danger. Based on that 

information, the client takes evasive actions like erasing all 

incriminating data from the display and memory, therefore 

hiding the act of manipulation of incriminating data. 

The following are the huge benefits of using TPM 

module  



Implementing of Trusted Platform Module throughout Bound Devices 

 (IJSRD/Vol. 3/Issue 02/2015/313) 

 

 All rights reserved by www.ijsrd.com 1255 

A. Multi-Factor Authentication: 

The TPM becomes one factor in allowing or denying access, 

so it can be combined with biometrics and digital certificates 

for stronger authentication. 

B. Strong Login Authentication: 

Even when used for single-factor authentication the TPM 

can be stronger than traditional password solutions. 

C. Machine Binding: 

Ensure all data saved to external media is encrypted by a 

key managed by the TPM. 

D. Digital Signatures: 

A trusted audit trail can be created using the TPM to 

produce tamper-resistant digital signatures for documents, 

for proof and auditable chain of trust. 

E. Password Vaults: 

People should use stronger passwords, so the TPM provides 

a convenient store for such information. Even if your 

computer is stolen, passwords are securely locked away, and 

in addition, the TPM provides an easy way to backup this 

information and restore it to a replacement machine. 

F. Network Access Control: 

TPM-equipped computer attest the TPM’s identity and the 

health of the host system before granting access to network 

resource, and even quarantining the computer in real time if 

it gets infected.  

G. Endpoint Integrity: 

Trusted client/server security: The clients can now ensure 

the servers are trusted, forging a true two-way trusted 

relationship. 

IV. LITERATURE SURVEY 

TCG Specification Architecture[1]  

Trusted Computing Group (TCG) was formed in spring 

2003 and has adopted the specifications developed by the 

Trusted Computing Platform Alliance (TCPA). The 

distinguishing feature of TCG technology is arguably the 

incorporation of “roots of trust” into computer platforms. 

The Trusted Computing Group (TCG) have published 

specifications defining architectures, functions and 

interfaces that provide a baseline for a wide variety of 

computing platform implementations. Additionally, the 

TCG have published specifications describing specific 

platform implementations such as the Personal Computer, 

Personal Digital Assistants (PDA), Cellular telephones and 

other computing equipment. Platforms based on the TCG 

specifications are expected to meet functional and reliability 

standards that allow increased assurance of trust. 

V. CONCLUSION 

The mechanism used in this paper guarantees the security of 

data. TPM aids in improving security by providing both key 

management and configuration management features 

[3].Achieving improved trust also requires operational 

integrity of maintenance processes after deployment. The 

TCG will recommend practices and procedures for 

maintaining trust in deployed platforms.A Trusted Platform 

Module (TPM) forms the Root of Trust of a trusted system, 

from which a chain of trust can be built. 
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